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Product Information

Products Covered in This Manual

This manual applies to firmware v5.3 in the following products:
+  SLX-5MS-# Slim Line Managed Ethernet switch with 5 10/100 ports
*  SLX-5MS-MDM-# Managed Ethernet switch with 5 10/100 ports and integrated modem
+  SLX-8MS-# Slim Line Managed Ethernet switch with 8 10/100 ports
+  SLX-8MG Slim Line Managed Ethernet switch with 8 10/100/1000 ports
*  SLX-10MG Managed Ethernet switch with 7 10/100 and 3 Gigabit ports
+  SLX-16MS Managed Ethernet switch with 16 10/100 ports
*  SLX-18MG Managed Ethernet switch with 16 10/100 and 2 Gigabit ports
+  EK26 Rack Mount Gigabit Managed Ethernet switch with 26 ports
+  EF26 Rack Mount Managed Ethernet switch with 26 10/100 ports
+  EK32 Rack Mount Gigabit Managed Ethernet switch with 32 ports
*  EF32 Rack Mount Managed Ethernet switch with 32 10/100 ports
+ ET-5MS-OEM -# - 5 port OEM managed switch
+ ET-8MS-OEM -# - 8 port PC104 OEM managed switch
+ ET-8MG-OEM - 8 port gigabit PC104 OEM managed switch

Firmware Downloads

Download the latest firmware from the web site:

http://www.redlion.net

Read the firmware release history on the web site:

http://www.redlion.net

)
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Software User Manual Download

Get the latest version of this user manual:

http://www.redlion.net
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Chapter 1 Accessing the Setup Interfaces

1.1  Quick Start Guide to Web User Interface

Use this guide to quickly configure the switch over an Ethernet connection.
Note: This is the recommended method for initially accessing the switch.

1. The default IP address and subnet mask of the switch 1s 192.168.0.1 and 255.255.255.0. This
means your PC must be temporarily set to a compatible IP address (example: 192.168.0.100).
Follow these directions to do so:

a. Unplug your computer from your Local Area Network (LAN).
b. Go to the Control Panel on your computer.

c. Go to Network Connections.

"% Network Connections

File  Edit  View Favorites  Tools  Advanced  Help

l} j:"-"Search H Folders v

Mame

Create a new
connection alan1

8 Change Windows haLan 2
Firewall settings

& Disable this network Disable
device | Status

% Repair this connection Repair

Iﬂﬂ Rename this connection

) View stabus of this
connection

Change settings of this

connection Rename

d. Access the Properties window for your LAN.
e. Access the Properties for your Internet Protocol (TCP/IP).

f.  Select “Use the following IP address” and enter an IP of 192.168.0.100 and a subnet of
255.255.255.0.

r
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Internet Protocol (TCPZIP) Properties

General |

*Y'ou can get |P zettings assigned automatically if your network, supports
this capability. Othenwise, vou need to ask vour network. administrator for
the appropriate |P settings.

(O Obtain an IF address automatically
(&) Use the fallawing IP address:

IP address: [192 168 0 100

Subret mask: [255 . 255 255 0 |
iii_.

Default gateway:

Freferred DMS server:

Alternate DHS server: [ . . .

[_ Ok ][ Cancel ]

g. Select OK to activate the change. Reboot your PC if prompted.

2. Connect an Ethernet patch cable between your PC and any of the RJ45 Ethernet ports on
the switch.

3. To access the switch use a web browser program such as Internet Explorer, Mozilla Firefox,
or other.

4. Type the switches default IP address 192.168.0.1 in the web browser's address bar and hit
enter on your keyboard.

) Sixnet : Solutions for your Industrial Network Challenges - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

& c G [ 1e2een e

5. Alogin window will open prompting you for a login name and password. Enter 'admin' for
the login and 'admin' for the password.

Authentication Required

A username and password are being requested by http:ff192,168.0.1. The site says: "Password
Protected Area”

User Mame: | admin |

Password: | senes |

6. Read the Software License Agreement and Click the “I accept the License” button.

7. Navigate through the configuration screens using the tree on the left hand side.

’)
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10.

11.

12.

1.2

Selecting Quick Setup brings up the System Settings menu. This menu is used to configure
the IP address (DHCP or static), subnet mask, redundancy protocol, system name, contact,
and location information. See the image below.

Set the desired IP address and subnet that are compatible with the network for which this
switch will reside, or you can enable DHCP. Select Commit to activate your new settings.

Restore your PC back to its normal network settings (IP and subnet) and reconnect it to your
LAN.

Connect the switch to your LAN or the network it will reside and now you can use the IP
address you just assigned to access your switch. If you enabled DHCP then you will need to
contact your LAN administrator to determine the IP address that was assigned.

Once you regain access to your switch then you can do the following:

a. The default administrative password can be changed from the Remote Access Security
menu.

b. The individual ports on the switch are configured to a set of defaults and auto-selects that
should get you started quickly with no necessary configuration. Customizing the port set-
tings by enabling/disabling a port, choosing the speed, duplex, or flow control is accessed
from the Port Configuration menu.

c. The Rapid Spanning Tree Protocol (RSTP) is disabled by default in the switch. The RSTP
settings can be changed from the from Redundancy Settings screens.

d. Check the operational status of the switch by accessing the Monitoring menu.
e. The modem and PPP settings are found in the Remote Access Settings menu.

Note: The switch can also be initially configured using the serial port. However, the
Ethernet method described above is recommended. Refer to Appendix J if you wish
to use the serial port method.

USB Driver Installation

Red Lion managed switches are equipped with both a USB port and an RS232 port for terminal
access. In order to take advantage of the USB port, please visit www.redlion.net or browse your Red
Lion CD to install the USB driver.

After completing the installation, you may then connect the switch via USB. The New Hardware
Wizard will appear:

)
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VIEw THE USB COM PORT

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
windows will zearch for current and updated software by

looking on your computer, on the hardware installation CO, or on
the "Windows Update "Web site [with pour permizzion).

Can ‘Windows connect to Windows Update ta search for
software?

(O Yes, this time only
() Yes, now and gvery time | connect a device
() No, not this time

Click Mest to continue.

Cancel

Select “No, not this time” and click Next.
On the next screen, select “Install the software automatically”, and click Next.

The computer will locate the driver and confirm that you would like to install the unverified driver.
Select “Continue Anyway” and click finish to complete the installation.

Hardware Installation

] E The zoftware you are installing for thiz hardware:
L
USE Serial Device

hasz not paszed Windows Logo testing to verify its compatibility

with ‘Windows %P, [Tell me why this testing iz important. |

Continuing your i llation of this sof may impair
or destabilize the t operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and

tact the hard: vendor for sof that has
passed Windows Logo testing.

[ Continue Anpay ] | STOF Installation |

Note: USB Driver installation is for Windows XP only. Please contact Red Lion for assistance
with Windows Vista.

1.3 View the USB COM Port

To view the COM port the USB device has been assigned to, open the Windows Device Manager.
Expand the section for Ports (COM & LPT) and locate the port labeled “USB Serial Device”.

’)
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=) Computer Management

g File  Action Yiew Window Help i JE‘ _]
s AWMES 2 A =R
I@ Computer Management {Local) = g" SIXMET-S68851E7
= m System Tools +| H Batteries
N .}ﬂl Event Vigwer 4 _J Computer
B Shared Folders +| <o Disk drives
el g Local Users and Groups 4 g Display adapters
B &4 Performance Logs and Alerts + i DVDJCD-ROM drives
i _.% Device Manager 4 =) Floppy disk controllers
= @ Skorage + & Floppy disk drives
LW Removable Storage 4 = IDE ATAJATAPT controllers
i Disk Defragmenter + ‘z» Keyboards

Disk Management + ") Mice and other pointing devices
+ & Services and Applications -l

j Ports (COM & LPT)
¥ Communications Part (oMLY
ry Communications Port {COMZ2)

J:r @%l ST and RAID controllers
+ @, sound, video and game controllers

+- g System devices
< | i + Universal Serial Bus controllers

The COM number following the name can now be used to access the switch using the terminal
interface.

The USB and RS232 ports cannot be connected simultaneously. Please connect only the cable type
you wish to use to communicate with the switch.

1.4  Quick Start Guide to Terminal User Interface

As an alternative to the web interface, you can use this guide to quickly configure the switch
through the RS232 Port or the USB Port.

Note: This interface is for more advanced users. Using the Web interface described in the begin-
ning of this manual is the recommended method.

1. Connect the serial port of your PC (typically a female DB9 connector) to the serial port of the
switch (female RJ45 connector) or on units with a USB port, connect a USB cable from a
USB port on your PC to the USB port on the Switch. Refer to the hardware user manual for
details on how to make this connection. Contact your switch provider to purchase a pre-
wired interface cable or USB cable if necessary.

2. Configure a terminal program (such as HyperTerminal) for 9600, 8N1 and no flow control.
See Section further below for more details.

3. Type 'admin' for the login name and 'admin' for the password.

4. Choose the appropriate terminal emulation setting that is supported by your terminal pro-
gram.

5. Navigation of the character interface is done by using the arrow keys to highlight the option,
the Enter key to select, and the Escape key to go back to the previous menu. Pressing ‘¢’ will
commit the changes. Press X’ from the main menu to logout.

)
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6. Selecting Quick Setup brings up the System Settings menu. This menu is used to configure
the IP address (DHCP or static), subnet mask, redundancy protocol, system name, contact,
and location information.

& Managed Switch - HyperTerminal

File Edit Wiew Call Transfer Help

System Settings

_* DHCP Disabled
IP address 18.1.8.2
Subnet mask 255.128.8.8
Default gateway none
NIFP server 18.128 .4.188
Timezone AmericasNew_York
Redundancy protocol RSTP
Contact JoesmithPabccontrolcompany.com
System name Managed—-Switch
Switch location control panel 7

Press <{Enter?> to set the option selected
Press <{Escape> to return to the previous menu without saving
Press <c> commit these values and return to previous menu

Connected 17:28:34 WT100 9600 5-N-1

7. Set the desired IP address and subnet that are compatible with the network for which this

(1P

switch will reside, or you can enable DHCP. Select “c” to activate your new settings.

8. Now you can access the switch via the web interface or you can continue to make configura-
tion changes using this text interface.

9. Using the text interface you can do the following:

a. The default administrative password can be changed from the Remote Access Security
menu.

b. The individual ports on the switch are configured to a set of defaults and auto-selects that
should get you started quickly with no necessary configuration. Customizing the port set-
tings by enabling/disabling a port, choosing the speed, duplex, or flow control is accessed
from the Port Configuration menu.

c. The Rapid Spanning Tree Protocol (RSTP) is disabled by default in the switch. The RSTP
settings can be changed from the from Redundancy Settings screens.

d. Check the operational status of the switch by accessing the Monitoring menu.

e. The modem and PPP settings are found in the Remote Access Settings menu.

1.5 Using Microsoft HyperTerminal

Configure Microsoft Windows HyperTerminal for use with the switch as follows:
1. Create a new connection by choosing New Connection from the File menu.

2. In the Connection Description dialog, give the connection a name such as “Managed Switch”
and click OK.

’)
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3. In the Connect To dialog, choose the correct COM port.
4. In the COM Properties dialog, choose the following settings:
* 9600 bits per second (Bps or Baud)
* 8 data bits, no parity, 1 stop bit
* no flow control.
5. Click OK.
6. Open the Connection Properties dialog by choosing Properties from the File menu.
7. Click on Settings to raise the setting tab.
8. Select VT100 from the Emulation list.
9. Click Terminal Setup.

10. In Terminal Settings, check Cursor keypad mode & hit OK.

11. Click OK to close the Connection Properties dialog.

Once the terminal screen comes up the switch prompts for a login name. It may be necessary to
press Enter once or twice to see the login prompt. The default login user and password are both
'admin'. After the login and password prompts, select VI'100 by pressing 4 and then Enter The
main administrative menu will now appear and the managed switch is now ready for full configura-

tion.

Note: Hyperterminal is no longer being shipped with Windows 7 and later software. Please use

Teraterm or Putty as an alternative terminal emulator.

)
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Chapter 2 Initial Setup and Configuration

2.1 Overview

The Industrial Ethernet Managed Switch is a configurable device that facilitates the interconnec-
tion of Ethernet devices on an Ethernet network. This includes computers, operator interfaces, I/0O,
controllers, RTUs, PLCs, other switches/hubs or any device that supports the standard IEEE 802.3
protocol. This switch has all the capabilities of a store and forward Ethernet switch plus advanced
management features such as SNMP, RSTP and port mirroring. This manual details how to config-
ure the various management parameters in this easy to use switch.

2.2 Introduction

To take full advantage of all the features and resources available from the switch, it must be config-
ured for your network.

The switch implements Rapid Spanning Tree Protocol (RSTP) and Simple Network Management
Protocol (SNMP) to provide most of the services offered by the switch. Rapid Spanning Tree Protocol
allows managed switches to communicate with each other to ensure that there exists only one
active route between each pair of network nodes and provides automatic failover to the next avail-
able redundant route. A brief explanation of how RSTP works is given in the Spanning Tree section.

The switch is capable of communicating with other SNMP capable devices on the network to
exchange management information. This statistical/derived information from the network is saved
in the Management Information Base (MIB) of the switch. The MIB is divided into several different
information storage groups. These groups will be elaborated in detail in the Management and
SNMP information section of this document.

The switch implements Internet Group Management Protocol (IGMP) to optimize the flow of multi-
cast traffic on your network.

The switch supports both port-based and tag-based Virtual LANSs for flexible integration with
VLAN-aware networks with support for VLAN-unaware devices.

Additional technical documentation is available in the appendices of this manual. These appendices
provide important terminology/definitions, an administrative menu map, example of an RSTP net-
work topology, and factory default information extracted from the switch.

2.3 Administrative Interface Access

There are several administrative interfaces to the switch:

’)
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1. A graphical web interface accessible via the switch's built-in web server. Both http and
secure https with SSL are supported. (Note: This is the recommended method for managing
the switch.)

2. A terminal interface via the RS232/USB port or over the network using telnet or Secure
Shell (SSH).

3. An SNMP interface can be used to read/write many settings.

4. CLI (Command Line Interface) can be used to read/write most settings. See the separate CLI
User Manual for details.

Initial setup must be done using an Ethernet connection (recommended) or the serial port. See Sec-
tion 1 for quick start guides.

2.3.1 Using the Graphical (Web) Interface

The graphical interface is provided via a web server in the switch and can be accessed via a web
browser such as Opera, Mozilla, or Internet Explorer.

Note: JavaScript must be supported and enabled in your browser for the graphical interface to
work correctly.

HTTP and HTTPS (secure HTTP) are supported for access to the web server. By default, both proto-
cols are enabled. Either or both may be disabled to secure the switch. (See the Remote Access Secu-
rity topic in this section.)

To access the graphical interface, enter a URL like HTTP://192.168.0.1 in your browser's address
bar. Replace “http” with “https” to use secure http and replace “192.168.0.1” with your switch's IP
address if you've changed it from the factory default.

The web server in the switch uses a signed security certificate. When you access the server via
https, you may see a warning dialog indicating that the certificate was signed by an unknown
authority. This is expected and to avoid this message in the future you can choose to install the cer-
tificate on your computer.

Note: This manual describes and depicts the web user interface in detail. The terminal inter-
face is not specifically shown but is basically the same.

2.4  Configuring the Switch for Network Access

To control and monitor the switch via the network, it must be configured with basic network set-
tings, including an IP address and subnet mask. Refer to the quick start guide in Section 1 for how
to initially access your switch.

To configure the switch for network access, select Quick Setup from the Main Menu to reach the
System Settings menu. The settings in this menu control the switch's general network configura-
tion.

)
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Industrial Ethernet
Hanaged Switch

QuickSeiup  Help Index

t-1Managed Switch Menu
t+1Maonitoring
[+1Setup
4l Advanced Operations

Modst Managed-Switch
Serial ramber: 216

Firmoare rev: 351000

MAC address: D0aH 4 37:06:ca

Name:  Managed-Swich

3 10.204

address:

Location: Switch Panel 7

Contoct: Joesmithdiasomationcomparty com

Lizage subject o Soltwang Licengs
Agresment,

Set basic parameters to quickly configure and identify the switch. {In many cases, these are all
the settings that are necessary.)

DHCP
IP address

Subnet mask

Primary DNS
server

Secondary DNS
server

Domain

NTP server

|
I
|

|

INITIAL SETUP AND CONFIGURATION
CONFIGURING THE ETHERNET PORTS

System Settings / Quick Setup

Disabled »
10201
255000
none

none

nonE

nane

Metwork Settings

"ﬂmezone" ArmencaTaw_York

||R0dundan:\r protocol " Rapid Spanning Tree Profocol | ¥ ||

System Identification

Help

<

DHCP Enabled/Disabled: The switch can automatically obtain an IP address from a server
using the Dynamic Host Configuration Protocol (DHCP). This can speed up initial set up, as
the network administrator does not have to find an open IP address.

IP Address and Subnet Mask Configuration: The IP address for the switch can be changed to
a user-defined address along with a customized subnet mask to separate subnets.

Note: Advanced users can set the IP address to 0.0.0.0 to disable the use of an IP address for

2.5

Configuring the Ethernet Ports

additional security. However, any features requiring an IP address (i.e., web interface,
etc.) will no longer be available.

Default Gateway Selection: A Gateway Address is chosen to be the address of a router that
connects two different networks. This can be an IP address or a Fully Qualified Domain
Name (FQDN) such as “domainname.org”.

NTP Server: The IP address or domain name of an NTP (Network Time Protocol) server
from which the switch may retrieve the current time at startup. Please note that using a
domain name requires that at least one domain name server be configured. See Chapter 11
Other Special Features on page 111 for more details.

The switch comes with default port settings that should allow you to connect to the Ethernet Ports
with out any necessary configuration. Should there be a need to change the name of the ports, nego-
tiation settings or flow control settings, you can do this in the Port Configuration menu. Access this

menu by selecting Setup from the Main menu, and then selecting Main Settings.
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Port Settings
+1 (518) 877-5173
T Specify how each port will connect and communicate.
Speed/Duplex/Flow Control
- Managed Switch Menu Name Admin  Negotiation 10h  10f 100h 100f 1000f FC
-1 Monitoring
+ System Information port_1 Enabled + Auto v 0
Port and Power Status
Network Statistics
Spanning Tree Status port.2 Enabled 9 Auo g o
Real-time Ring Status
Multicast Filte?ing Status port3 Enabled | Adto [ o
MAC Table
Configuration Summary port_4 Enabled v|| |Auto v O
-1 Setup
t-1Main Settings port_5 Enabled v| |Auto v O
« System Settings
Remote Access Security SFP| O ®
Port Settings
Port Mirroring port_6 Enabled v| |Auto v O
SNMP Notifications
Alarm {OK) Qutput SFP| O ®
Set IP per Port
i-1Redundancy Settings port_7 Enabled v| |Auto v O
« Spanning Tree Settings
« Spanning Tree Port SFP| O ®
Settings
« Realtime Ring Settings port_8 Enabled v| |Auto v O
+1 Traffic Priority
t+1 Multicast Filtering (IGMP) SFP| O ®

t+1Virtual LANs (VLANs)
[+1 Security Settings

+1 Advanced Operations Commit Changes

*  Port Name: Each port in the managed switch can be identified with a custom name. Specify
a name for each port here.

* Admin: Ports can be enabled or disabled in the managed switch. For ports that are disabled,
they are virtually non-existent (not visible in terms of switch operation or spanning tree
algorithm). Choose to enable or disable a port by selecting Enabled or Disabled, respectively.

* Negotiation: All copper ports and gigabit fiber ports in the managed switch are capable of
auto-negotiation such that the fastest bandwidth is selected. Choose to enable auto-negotia-
tion or use fixed settings. 100Mbps Fiber ports are Fixed speed only.

*  Speed/Duplex/Flow Control: The managed switch accepts three local area network Ethernet
Standards. The first standard, 10BASE-T, runs 10Mbps with twisted pair Ethernet cable
between network interfaces. The second local area network standard is 100BASE-T, which
runs at 100Mbps over the same twisted pair Ethernet cable. Lastly, there is 100BASE-F,
which enables fast Ethernet (100Mbps) over fiber.

These options are available:

)
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* 10h—10 Mbps, Half Duplex

*  10f—-10 Mbps, Full Duplex

*  100h—-100 Mbps, Half Duplex

* 100f —100 Mbps, Full Duplex

*  1000f-1000 Mbps, Full Duplex

On managed switches with gigabit combination ports, those ports with have two rows, a standard
row of check boxes and a row labeled “SFP” with radio buttons. The SFP setting independently
sets the speed at which a transceiver will operate if one is plugged in. Otherwise, the switch will use
the fixed Ethernet port and the corresponding settings for it.

Note: When 100F is selected for the SFP of a gigabit combination port, the corresponding fixed
Ethernet jack will be disabled unless it is changed back to 1000F.

Flow control can also be enabled or disabled, and is indicated by 'FC' when enabled. Devices use
flow control to ensure that the receiving devices takes in all the data without error. If the transmit-
ting device sends at a faster rate than the receiving device, than the receiving device will eventually
have its buffer full. No further information can be taken when the buffer is full, so a flow control
signal is sent to the transmitting device to temporarily stop the flow of incoming data.

’)
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Chapter 3 Configuration Management and
Firmware Updates

3.1 Installing Firmware

The Install Firmware page allows the inactive firmware to be replaced with a new version.

3.1.1 Installing from the Local System

Firmware may be directly uploaded to the switch from the local system. Use the “Browse...” button
to locate the fwb firmware file. If an MD5 checksum of the file is available, it may be entered into
the MD5 Checksum (Optional) field. Providing a checksum will ensure the firmware arrives at the
switch intact and without any glitches. An MD5 checksum is not required. Click the Install from file
button to begin the firmware installation process.

3.1.2 Installing from a Remote Server

Firmware may be fetched by the switch from a remote machine serving the.fwb firmware file. The
server must be providing the file via TFTP, HTTP, HTTPS, FTP, or FTPS.

Enter the address of the server in the Server Address field. This may be an IP address, or a domain
name if a DNS server has been configured on the System Settings page. Literal IPv6 addresses
must be surrounded with square brackets.

For example, to use the address:
fdda:2301::2

enter it as:
[fdda:2301::2]

If the server requires a user name and password to retrieve files (not available for TFTP), enter
those credentials in the User Name and Password fields, respectively. If the server does not require
this kind of authentication and will allow anybody to download files, check the Anonymous Down-
load box instead.

Enter the full path to the file on the server in the Remote filename field.

If an MD5 checksum is available for the file, it may be provided in the MD5 Checksum (Optional)
field. Providing a checksum will ensure that the file is received intact and without any glitches. An
MD5 checksum is not required.

Click on the Update from Server button to begin the firmware installation process.

)
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{:‘ Install Firmware - 10.2.0.1 - connected through port B - Windows Internet Explorer @@
@ i E 10.2.0.1 ) [#|[x] [P 2
lo Favarites | 75 @& " -
25+ | @ arkTogls: Sixnet Ticke... | @ FAQ Wircless - Sixnet | @ #4393 (Test for 466 ... | [ Install Firrnware - ... B 1rdustrial Ethernet 5. T B | gmn v Page - Safety - Tools - @ >
i e
-1 Managed Switch Menu
11 Monitoring INSTALL FIRMWARE
System Information
Port and Power Status -He\p
Network Statistics
5 ing Ti Stats
Real Time. Ring Status Install & firmware file to the switch. The file may be uploaded from your local system or transferred from a remote fle
Multicast Filtering Status Server.
MAC Table
Configuration Summary Firmware comes in a fwb file, and includes all of the software running in a switch. If you are trying to update firmware
-1 Setup using a gz file, please use the Update Firmware page instead.
-1 Main Settings
System Settings
Remote Access Security
Port Settings Install a firmware file from your local system
Port Mirroring MD5 Checksum (Optional) ‘ |
Set IP per Port
Switch Time Settings File name | |(Browss
Manage Firmware
Install Firmware
-1 Redundancy Settings Install from file
» Spanning Tree Settings
Spanning Tree Port
» Settings ) Install a firmware file from a remote server
» Real Ring Settings
1 Traffic Priority
+1  Multicast Filtering {IGMP) QTFTP
1 Virtual LANs (VLANs) HTTP
+1  Security Settings Protocol g
+1  Monitoring Settings HTTPS
1-1 Advanced Operations OFTP (FTPS when available)
» Configuration Management
» Restore Factory Defaults e |nune
» Reset Switch o l:l
» Update Firmware =P U
Passwora: [ |
Model: B Anonymous Downlead []
Serial number: 5013803 )
Firmware rev: 5.0. Remote filename | ‘
MD5 Checksum (Optional) |
b Install from Server
< | Char
Done A & mtermet i v 100w -

3.2 Managing Firmware

The Manage Firmware page displays the current status of each of the two firmware images on a
switch, and allows for changing which one will run the next time the switch is reset.

* Default—Shows the current default firmware image to run when the switch is reset. May be
changed to run a different firmware on the next reset.

*  Running—Shows the current running firmware image. This may be different from the cur-
rent default firmware image if the switch failed to boot recently.

* Version—Displays the firmware version number for each installed firmware. If the version
cannot be determined, this will report “Unknown”.

* Health—Shows the health of each firmware image. The health can be one of the following:

’)
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* Healthy—The firmware is running or is expected to be in good enough shape to run.

*  Broken—The firmware is known to be in a state that would prevent it from booting. The
Default column will not allow this image to be selected for booting.

*  Unknown-The firmware may be bootable, but the switch cannot be certain. This will
happen if the switch is running the non-default firmware. This can happen if the default
firmware somehow became corrupt, or if the switch lost power part way through booting.

If the firmware that is currently running is not the default, and the switch is reset without explic-
itly saving the default, the current firmware will be run again. To boot the firmware marked as the
default, commit this page without making any changes and then reset the switch.

& Manage Firmware - 10.2.0.1 - connected through port 8 - Windows Internet Explorer @ g@
@.:.v E 10.2.0.1 v [*#|[x] [~ |[2]-

i Favorites | 5k @ L) -

= = - . . »
55| | @ ArkTools: Shmet T... | @ FaQ Wireless - Si... | @ #4333 (Test For A... | [l Manage Firmw... > | [l industrial Etherne... G- 8 f - Page - gafety - Tools - @+

-1 Managed Switch Menu MANAGE FIRMWARE

-1 Monitoring
System Information
Port and Power Status -Ha\p
Network Statistics -
32:{';:;?,{?:;32{‘:5 View the installed firmware on the switch. and choose which to run by default
Multicast Filtering Status Default Running Version Health
MAC Table . = ;
Configuration Summary ® < 5.0 122X Realthy
-1 Setup i @ 5.0.122X Healthy
-1 Main Settings
System Settings
Remote Access Security
Port Settings
Port Mirroring
Set IP per Port
Switch Time Settings
Manage Firmware
Install Firmware
-1 Redundancy Settings
+ Spanning Tree Settings
Spanning Tree Port
+ Settings
+ RealTime Ring Settings o
+1 Traffic Priority
+1  Multicast Filtering (IGMP)
+1 Virtual LANs (VLANs)
+1  Security Settings
+1  Monitoring Settings

-1 Advanced Operations
+ Configuration Management
+ Restore Factory Defaults
+ Reset Switch
»_Update Firmware

Done 7 & Intermnet G - B100% -

3.3 Advanced Operations

Use the Advanced Operations Menu for saving and restoring configurations, reloading factory
defaults, resetting the switch, updating the firmware, and setting up remote access.

Note: The web interface supports direct transfers to and from the system where your browser is
running. Alternatively, you can use TFTP (Trivial File Transfer Protocol) for file trans-
fers.

Access to the Advanced Operations menu is available by selecting the option in the Main menu.

)
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3.3.1 Saving and Retrieving Files

The Configuration Management and Update Firmware features allow you to Browse to save and
retrieve files directly from your local system. This is the easiest and recommended method. Alterna-
tively, you can use a TFTP (Trivial File Transfer Protocol) server to centralize the storage of your
configuration and firmware files. Free TFTP servers for Windows and Linux are available on the
web. They are generally easy to install and setup.

3.4  Configuration Management

One “checkpoint”

(backup) version of the switch's configuration can be stored in a local file on the

switch. Unlimited backups can also be saved to your local system (web interface only) or to a TFTP
server elsewhere on the network.

Industrial Ethernat Configuration Management
Managed Switch
[ Help
Quick Setup  Help Index The configuration may be saved and restored from a single checkpoint file. That e may be
~ copied to or from your local computer or 2 TETP server to allow multiple checkpoints or secure
. ]I'“J‘:'::i::’riirwh Menu storage. When restoring a checkpoint, you may choose to restare network settings (DHCP

t415etup enabled, IP address, netmask, and gateway) or to preserve current network settings.

t-1Advanced Operations

+ Configuration Management = -
+ Restore Factory Defaults [ Sawve Checkpoin ] [ Restore Checkpoint ]

+ Rasat Switch [#l Presere network settings
+ Update Firmware

Modst: Managed-Switch Save or retrieve a file from your local system

Serial rumber. 216
Firmevare rev: 351000 Chgwitchchg tgz
MAC ez BaESToS e Diownload Checkpont Upload Checkpoint
Name:  Mansged-Switch
P 10204
2 -
4 i file f TFTP
Location: Swich Panel 7 Save or retrieve a file from a Server
- : £ TFTP server nong
e Gl Remote filename
Agesmeni.

[_Savew TFTP | [ Rstieve from TFTF |

* Save Checkpoint: Saves a checkpoint configuration in the switch, which may be used later to
revert back to the current state if changes lead to an undesirable configuration.

* Restore Checkpoint: Reverts to the settings in the saved checkpoint. You can optionally
choose to keep your current network settings or use the ones in the checkpoint file.

Note: The current administrator's password will remain in effect after the restoration. SNMP
passwords will be restored to the values in the checkpoint.

« TFTP Configuration: Specifies the name or IP address of the TFTP (Trivial File Transfer

Protocol) s

erver where configuration checkpoints may be stored.

* Save to TFTP: Saves the current configuration checkpoint file to the defined TFTP server.
You must specify the name of a file on the server.

* Retrieve from TFTP: Retrieves a previously saved configuration checkpoint file from the
defined TFTP server. After retrieval, the configuration still must be restored to be made

active.

’)
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Note: The web interface also allows you to download (save) and upload (retrieve) files directly
from your local system. No TFTP server is needed.

3.5 Factory Defaults

This option sets the switch back to factory default settings. The switch will automatically restart
(reset) to put the default settings into effect.

Industrial Ethermet Restore Factory Defaults
Managaed Switch
“Hel|
Guick Setup  Heip index Do you really wani fo resfore faclory defaults and resei the swilch?
1M, d Switch M, .
;,,:':,"}:Mmg 24 © Restore alf factory defaults and reset switch
(41 Satup 1 Restore factory defaults (except network setlings) and reset switch
t-1Advanced Operations
+ Configuration Management
+ Restore Factory Defaults
+ Resat Switch

+ Update Firmware

Modsl, Managed-Swich
Serial rumber. 216

Firmievare rev. 351000

MAC address 00 a0 1d 3706 co

Name:  Managed-
P 10204

wddress;
Localion: Sweich Panel 7
Cortact: Jossmihisutomationcompany com

Lisage subject o Saftware License
agesent.

3.6 Reset Switch

This feature will cause the switch to perform a “soft” restart (software reset). A software reset may
take 30 seconds or more depending on what features are enabled in the switch.

Industrial Ethernet .
Managed Switch Reset Confirmation

Help

QuickSgiup  Help index Do you really want {o reset the swilch?
-1 Managed Switch Menu oL

t+1Monitaring as, raset the switch

t+15etup

-1Advanced Operations Fiaset Switch
+ Configuration Management
+ Restore Factory Defaults
+ Reset Switch
+ Update Firmware

MAC sddress: 00080 1d 37-a6ca

Name:  Managed-Switch

P 10204

sikdrass:

Location: Switch Pansl 7

Contact: Joesmthiautomationcompany com

Usage subject to Software Licenge
Ageemech.
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3.7 Update Firmware Using the Web Interface

Firmware updates are released periodically to add features and fix problems. The recommended
and easiest way to update firmware is from the web interface. It allows you to Browse and select the
firmware update package from your local computer or a computer on your local network. Then just
click the Update from File button to load and install the latest firmware files.

This method of updating the firmware will retain all your settings. However, it is still recommended
that you save a “checkpoint” configuration as a backup.

3.8 Update Firmware Using a TFTP Server

Another option for updating firmware is via a TFTP server elsewhere on the network. Simply spec-
ify the IP address of the remote TFTP server and the filename of the update. If necessary, the
switch will automatically reboot after installing the new firmware files. After the reboot you may
see an “Internal Server Error” message. Simply click refresh on your browser to reestablish commu-
nications with the switch.

This method of updating the firmware will retain all your settings. However, it is still recommended
that you save a “checkpoint” configuration as a backup.

Industrial Ethernet Update Firmware
Managed Switch
[ Help
Guick Setup  Halp indax Install and run a firmware update file. The file may be uploaded from your local system or

t-3Managed Switch Menu E:Ill;rrt\l]rcdf om a TFTP server. (Refier to the user manual for help quickly sefting up a TFTP

L+l Monitaring s

415etup

t-1Advanced Operations Install & firmware update from your local system
+ Configuration Management

i Herhore Fachory Detaiia CiFimworelupdate331000-331001 1gz
+ Update Firmware
Modst Managed-Switch
Serial rumber. 26
Firmiovare rev: 35,1000 Install a firmware update from a TFTP server
MAC address: 00:a0:1 ot 37:06co
TFTP server none
Name:  Mansged-Switch
L 10204 Remote filename
address;
Location: Swch Panel 7
Cortact Jossmihiatomationcompanty com Updale from TFTP

Usage subject to Software License
At

3.9 Updating Firmware Using the Switch Utility

In the event the switch is not reachable by the web or CLI interfaces, the unit can be recovered and
reloaded using the switch utility. This operation will erase all configuration settings and set them to
factory defaults.

Steps for using the utility to load firmware:

’)
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1. Download and install the Switch Utility program. The Java Runtime is required for the
switch utility to run, and will be loaded as part of the installation process. You may down-
load the switch utility from www.redlion.net.

2. Download the latest firmware bundle from www.redlion.net and save it to the desired loca-
tion on your PC.

3. Run the Switch Utility from the shortcut on your desktop.

Switch Llcy,

Note: Please ensure that a TFTP service is not running and no other program is using
your serial port prior to starting the Switch Utility.

4. From the Switch Utility, browse to the location of the 5.0 firmware bundle and select it.

Firmware File

Ef ] RN B = LY

5. Choose the network adapter (by IP address) and serial port you will use to communicate
with the switch.

This Computer

IP address:|192,168,0,100
Serial Park: |COM1L "

6. Enter the IP address you would like the switch to have once the new firmware has been
loaded. Note that the IP address of the switch must be on a compatible subnet of the network
adapter you are loading firmware from.

Switch Setkings

IP address; 19z2.1658.0.1
Subnek Mask: 255,255,255.0
Gakteway IP {optional):

7. Click the Load button to begin loading firmware.

Program Conkrol

[ Load ][ Cancel ]

Pru:ugress:l 0% ]

r
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When prompted, cycle power to the switch. As the firmware loads, the progress meter should
increase to 100%, and a message will confirm that the load was successful.

\l') Load completed successfully

The switch should now be fully accessible at the IP address specified in the Utility.

’)
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Chapter 4 Monitoring the Current State of the
Switch

4.1  System Information

The System Information page displays identifying information about the switch, and current net-
work settings.

Industrial Ethernet System Information
Managad Switch
| Help
Guack Setup  Halp index The fallowing information describes the switch being accessed
-1Managed Switch Menu Model ‘Managed-Switch
[-1Monitoring
+ System Information Description Managed-Switch - Industrial Ethernet Managed Switch
+ Port and Power Status
stem name Managed-Switch
+ Network Statistics B il
+ Redundancy Status Switch location Switch Panel 7
+ Multicast Filtering Status =
+ Configuration Summary Contact  Joesmithi@automationcompany com
t1Setup IP address 10.2.0.1
1+ Advanced Operations
Subnet mask 255.00.0
Mot Managed-Swilch Default gateway  None
Sierial ruembese: 216
Firmvarane ren: 3.5.1000 Serial number 218

e TR Firmware rewision 3.5 1000

':mr- M;;Tﬂ-mm MAC address 003l 1d:37:3608
1 h |
kdress: Uptime 00 days, 00:11:40

Location: Swibch Pansd T

Corkact  JonsmilFRaAOmAnCHmBany oom -
Statistics updated every 15 seconds

Usage subject 10 Folhwiaes Lichnzs
Ay ogmant.

*  Model number of the switch.

* Description is available via SNMP as SYSTEM.SYSDESCR.O0. This is the basic description
of the switch.

*  System Name: The hostname of the switch. It must contain only letters, digits, and dashes.
This may be read or written via SNMP as SYSTEM.SYSNAME.O.

«  Switch Location: The physical location of the switch (the cabinet, closet, rack, etc. it is in).
This may be read or written via SNMP as SYSTEM.SYSLOCATION.O.

*  Contact: Typically, this parameter includes the contact's name and e-mail address. This may
be read or written via SNMP as SYSTEM.SYSCONTACT.O.

+ TP Address: IP address of the switch

*  Subnet Mask: Subnet Mask of the switch. Readable via SNMP as RFC1213-MIB::IPADENT-
NETMASK.<IPADDRESS> where <IPADDRESS> is the IP address of the switch (e.g.,
10.2.0.1).
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*  Gateway: Gateway IP configured for the switch. Readable via SNMP as RFC1213-
MIB:IPROUTENEXTHOP.

* Serial Number is a unique serial number assigned to the switch at the factory. This number
cannot be set in the user interface.

*  Firmware Revision is the version of the firmware currently in the switch.
+  MAC Address: Media Access Control number of the switch (cannot be set).

*  System Up Time is available via SNMP as SYSTEM.SYSUPTIME.O. This is the amount of
time since the switch was last powered up.

4.2 Port Status

The Port Status page displays the current status of each port. The display will be updated every 5
seconds.

The following information for each port is displayed:
*  Port: The number of the port. This corresponds to the labels on the switch.
*  Name: The user-configured name of the port.
« Admin: The configured state of the port (enabled or disabled).

* Link: The current state of the Ethernet link at a port. If there is a proper connection link sta-
tus will show Up. If the port is disabled, not connected, or has a faulty connection, the link
status will show Down.

« Negotiation: Shows whether auto-negotiation is enabled (Auto) or disabled (Fixed).

«  Speed/Duplex: Shows the speed of the connection (10, 100 or 1000 Mbps) and the duplex sta-
tus (h = half duplex; f = full duplex).

4.3 Power and OK Status

A separate area below the Port Status grid mimics the P1, P2, and OK status LEDs on the switch.
When P1 is highlighted, power is detected on the first terminal input. P2 is highlighted when power
1s detected on the second terminal input.

OK (To PLC in the SL-5MS-MDM) is highlighted when power is detected on the first and second
terminal inputs and the switch software is running. The OK output can also be configured as an
alarm for a broken ring or a lost link on designated port(s).
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Industrial Ethernet Port and Power Status
Managed Switch
Quick Setup  Help indey WiEW the Current operational status of the ports and power Inputs.
-1 anaged Swiich Menu
-1 Monitoring Port Status

+ Systam Infarmation
+ Port and Pawar Status

+ Metwork Statistics Fort Mame Admin Link Negetiation SpeedDuplex
+ Redundancy Status
+ Multicast Filtering Status 1 ||por_1 Enabled Down Auto o
*+ Configuration Summary 5 ot 2| Enanted Up [ Auto 1001
[+ Satup
t+1Advanced Operations 3 | port_3| Enabled Down Auto 0
4 port_4 Enabled Up  Auto 100t
Mace: Managed-Switch
Serisl ke, 206 5 ||pori_5 Enzabled Down | Auto a
Fimerare rev: 351000
MAC addrass: 00 a0r 137 b ca & |port_6 Enabled Down Auto 1}
T porm_7 Enabled Up | Auto 100t
Mama:  Managed-Switch
P 10204 g ||port_B Enabled  Down | Auto 1]
ackiress:
Location: Swtcd Pane T 9 |port_9 Enabled |Down Auto 0
Corkact JoezmithiPatomationCompany com
Power Status

Usage subject o Softwars Lizsnee
Aoroemeet, T e T—
FOWERT Power 2| | OK|

Status is updated every 5 seconds.,

4.4 Network Statistics

The Network Statistics displays network statistics for the selected port. Choose between RMON
and Ether-like statistics. The display will be updated every 5 seconds and the change since the last
refresh will be displayed in the change column.
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Network Statistics
www.get2support.com
+1(518) 8775173 Monitor the various counters and problem indicators maintained by the switch.
etup Help Index Port |port 5 |+ || Statistics| | RMON statistics [+
[-1Managed Switch Menu
-1 Monitoring Stat Current Change
« System Information Drop Events 0 0
Port and Power Status P
Network Statistics Oclets 28.673 2.673
Redundancy Status Packets 159 12
@ulticast F_iltering Status Broadcast Packets 12 0
S onfiguration Summary Multicast Packets 0 0
[+1 Setup )
+1 Advanced Operations CRC Align Errors 0
Undersize Packets 0 0
Oversize Packets 0 0
Fragments 0 0
Jabbers 0 0
Collisions 0 0
64-octet Packets 105 8
65-127-octet Packets 19 1
128-255-octet Packets 0 0
256-511-octet Packets 20 1
) of contact 512-1023-octet Packets 15 2
1024-1518-octet Packets 0 0

Statistics updated every 5 seconds.

4.5 Real-Time Ring Status

The Real-Time Ring Status page shows the status of the rings configured on the switch, including
the status of the primary and backup ports as well as the status of the Real-Time Ring as a whole.

’)
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Real-time Ring Status

www.get2support.com

+1(518) 877-5173

(Setup  Help Index Monitor the status of Real-Time Ring, if enabled.

[-1Managed Switch Menu Ring Name Primary Port Primary Link Backup Port Backup Link Status
-1 Monitoring

System Information 1 Ring1 1 Up 2 up Complete

Port and Power Status - Ring 2 3 Up _ Down Local Break

Network Statistics
Spanning Tree Status
Real-time Ring Status Status is updated every 5 seconds.
Multicast Filtering Status Last updated: Tuesday, December 23, 2008 12:41:01 PM
MAC Table
Configuration Summary

-1 Setup

[-1Main Settings

System Settings

Remote Access Security

Port Settings

Port Mirroring

SNMP Notifications

D

4.6  Configuration Summary

The Configuration Summary Page provides a complete overview of the configuration settings of the
switch. The summary is generated in a print-friendly format. If an NTP server is configured, the
report will also report a timestamp. To save these settings to a configuration file, click the “Save
these settings” button to be redirected to the Configuration Management screen.

Note: This page is for viewing settings only. To change settings, please browse to the individual
configuration screens.
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Configuration Summary

www.get2support.com This page provides an overview of configuration settings. Use the Print function
+1 (518) 8775173 of your browser to print a hard copy of thse seftings

[ Save these settings ]

Switch clock not set, report time unknown. Configure an NTP server to get report
timestamps.

Quick Setup  Help Index

[-1Managed Switch Menu
+1 Monitorin .
1+1 Setup ’ General Switch Info

+1 Advanced Operations
IModel ET-9MG-1

Model: ET-9MG-1 Serial Number 5000648
Serial number: 5000645

I L
Firmware rev: 3.7.1000 Firmware Revision| 3.7.1000

MAC address: 00:al B MAC Address 00:a0:1d:28:a3:8a
Name:  ET-OMG-1 Uptime 03 days. 23:42:04
P 10.2.0.1
E‘;:;:: t location of switche Main Conﬂguration
Contact: <Set name (and e-mail) of contact
for swid Name ET-OMG-1
Usage subject to Software License Location =Set location of switch>
Aaresment Contact =Set name (and e-mail) of contact for switch=
Timezone none
DHCP Disabled
IP Address 10.2.0.1
Mask 253.000
Gateway none
Primary DNS none
Serondary DNS none

4.7 Modem Status

The Modem Status page shows the status and statistics of the PPP connection along with the con-
nected state of the modem. The display will be updated every 5 seconds.
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Industrial Ethernet Modem Status
Managed Switch
[Help |
QuickSetup  Help Index The foliowing infoffation describes the cUTEnt state of the Modem and PPP intertace
-1 anaged Swiich Menu
t-1Monitoring . FPP mode | server |
+ System Information
+ Port and Power Status PPP state ||Up |
+ Network Statistics e
i Pediid ey Siadie Uptime || 00 days, 00.02 as]|

+ Multicast Filtering Status IP Address|[ 192 168 154

+ Modem Status | [ =

+ Configuration Summany

t+1 Setup Input fram PLC (From PLC)|[False

L4 Advanced Operations D d )

Carrier Detect Connected

Madet Ethasmet-Modom
Sarisl b SO00505
Firmwvars rev: 5.5 Bytes Packets Errors
P R Received 50926 201 0
MName:  Ethemed-Modem Transmitted 259319 &3 ]
3 1921681 54
adress:
Location:  =Set location of swich Status is updated every 5 seconds

Contact:  <Sat nama (nnd a-mad) of contact
for switche

Llznge subecd 1o Software License
Ageemert,

PPP mode: Indicates whether the 5MS-MDM is in Client or Server mode.

PPP state: Current state of the PPP connection - Up or Down.

Uptime: Time the PPP connection has been up. It will be blank if there is no PPP connection.
IP Address: The IP address being used by the PPP connection.

Subnet mask: The Subnet Mask being used by the PPP connection.

Received: The number of Bytes, Packets and Errors that have come in via the PPP connection.

Transmitted: The number of Bytes, Packets and Errors that have been transmitted by the PPP con-
nection.

Input From PLC (From PLC): Status of the 'From PLC' input on the SLX-5MS-MDM. TRUE is dis-
played when a voltage is detected on the From PLC input. FALSE is displayed when no voltage is
detected.

Carrier Detect (CD): Displays the status of the modem connection as either Connected or Discon-
nected.

4.8 MAC Address Table

The MAC address table page displays the current MAC address table of the switch. This data can
be filtered by the Filter Database ID(FID), the port(s) of discovery or by all or part of the MAC
address. Please note that Port 33 or 65 is the internal CPU port, depending on the model.
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MAC Table
www.getZsupport.com
+1(518) 8775173 This is a list of each MAC address known to the device, along with
the Filtering Database ID that it belongs to, the reason that the
Help Index device knows it, and the port on which it was discovered.
. Filter by
[-1Managed Switch Menu D=

+1 Monitoring

[+1 Setup Port =
+1 Advanced Operations MAG =

Refresh Table

FDB Size: 10, Filter Matches: 10, Truncated: 0
ID Port Status  MAC Address

33 | Self 00:a0:1d:2c:bed6
33 | Self 00:a0:1d:2c:bed0
33 | Self 00:a0:1d:2c:bed4
33 | Self 00:a0:1d:2c:bed7
33 | Self 00:a0:1d:2c:beds
3 Learned | 00:20:78:0e:6d:14
33 | Self 00:a0:1d:2c:bed
33 | Self 00:a0:1d:2c:bed2
33 | Self 00:a0:1d:2c:bed3
33 | Self 00:a0:1d:2c:beda

Name:
P
address:

L Il T Y s s Y o Y o Y o I o [ s |

4.9  Alarm (OK) Output

These settings control the events that will trigger the alarm output. The OK discrete output is on
during normal conditions and turned off in the event of an alarm condition.

49.1 Both Power Inputs On

An alarm condition will be triggered if power is not on for both power inputs.

4.9.2 Ring Failure

An alarm condition will be triggered when a ring failure occurs.

Ring failure on a local port will be triggered when one of this switch's neighbors in the ring goes
down; the general ring failure option will be triggered when any switch in the ring goes down.

The general ring failure option implies that local ring port failure is also detected.

49.3 Ports Linked

An alarm condition will be triggered whenever any of the selected ports are not linked.

’)
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ALARM (OK) OQUTPUT

Configure the events that will trigger the alarm cufput
The alarm (OK) output will be low when any of the selected conditions is true:

[ A power input lost

[CIA ring failure oceurs on a local port

[l A ring failure occurs

Ports unlinked

O1 O2 O3 O4 Os Os O7 Os O9 Oto
O11 O12 O13 O14 O15 O1s O17 O1s O19 O20

Ozt O22 O23 O24 O25 C26
Commit Changes

4.10 Modbus Monitoring

These settings control whether and how the switch will respond to Modbus requests. Modbus regis-
ters are available for monitoring link status on each Ethernet port, the power and OK status, and
the status of each configured Real-Time Ring.

4.10.1 Enabled

If selected, the switch will respond to Modbus requests.

4.10.2 Station Number

The Modbus station number that the switch will respond as.

4.10.3 Transport Layers

The switch will respond to Modbus requests only on the chosen transport layers.

4.10.4 TCP Timeout

If a new TCP connection is received when there are no more free connections (see the TCP Connec-
tion Limit), this determines what happens:

0 The least recently active connection will be dropped in favor of the new con-
nection.
>0 The least recently active connection will be dropped in favor of the new con-

nection, but only if the least recently active connection has been inactive for
at least this many seconds.

None The new connection will be dropped immediately after it is accepted.

)
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4.10.5 TCP Connection Limit

The maximum number of active TCP connections that the Modbus server will maintain. Above this
limit, the TCP Timeout value will be used to decide how new connections should be handled.

4.10.6 Port

The TCP/UDP port number on which to listen for new connections/requests.
4.10.7 Register Mapping
The Modbus registers (all discrete inputs) that may be polled for switch status are:

Link Status for Ports 1-16

10001 Link status of port 1 (1 = link present, 0 = no link present)
10002 Link status of port 2
...10016 Link status of port (register - 10000)

Real-Time Ring Status for Rings 1-4

10017 Ring 1! Ring is complete (1 = complete, 0 = broken)
10018 Ring 1: First port is passing data (1 = active, 0 = blocked)
10019 Ring 1: Second port is passing data (1 = active, 0 = blocked)
10020 Ring 2! Ring is complete

10021 Ring 2: First port is passing data

10022 Ring 2! Second port is passing data

10023 Ring 3: Ring is complete

10024 Ring 3: First port is passing data

10025 Ring 3: Second port is passing data

10026 Ring 4: Ring is complete

10027 Ring 4: First port is passing data

10028 Ring 4: Second port is passing data

Switch Status

10030 OK output (1 = on/no alarm, 0 = off/alarm)
10031 First power input active (1 = P1 on, 0 = P1 off)
10032 Second power input active (1 = P2 on, 0 = P2 off)

’)
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Extended Link Status for Ports 1-99

10101 Link status of port 1 (1 = link present, 0 = no link present)
10102 Link status of port 2
...10199 Link status of port (register - 10100)

Extended Ring Status for Rings 1-25

10200 Ring 1: Ring is complete (1 = complete, 0 = broken)

10201 Ring 1: First port is passing data (1 = active, 0 = blocked)
10202 Ring 1: Second port is passing data (1 = active, 0 = blocked)
10203 Ring 1: Reserved (always 0)

...10299
Ring X status (X = ?(register - 10200) +~ 4? + 1)

10200 + (X - 1) X 4 + 0 Ring X: Ring is complete

10200 + (X - 1) x 4 + 1 Ring X: First port is passing data
10200 + (X - 1) x 4 + 2 Ring X: Second port is passing data
10200 + (X - 1) x 4 + 3 Ring X: Reserved (always 0)

Extended Switch Status
10300 OK output (1 = on/no alarm, 0 = off/alarm)

10301 First power input active (1 = P1 on, 0 = P1 off)
10302 Second power input active (1 = P2 on, 0 = P2 off)
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MODBUS

Configure the Modbus server. This server allows for the use of the Modbus protocol to poll select status values from the
switch. Such values include port link status. power status. and Real-Time Ring status.

MODBUS CONFIGURATION

Enabled

Station Number jl
Transport Layers
TCP Timeout Elﬂ [ none
TCP Connection Limit =
Port[s02 =

Commit Changes
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Chapter 5 Network Management (SNMP and
RMON)

5.1 SNMP, MIB and RMON Groups

SNMP (Simple Network Management Protocol) and RMON (Remote Monitoring) provide a means
to monitor and manage your network. Each SNMP device maintains Management Information
Bases (MIBs) containing information about the operation and configuration of the device.

Note: This product uses Net-SNMP (available from www.net-snmp.org) which is subject to the
copyrights and license found at: http://www.net-snmp.org/COPYING.txt

The MIBs can be accessed with SNMP tools ranging from simple command-line tools like snmpwalk
and snmpget (part of the open source Net-SNMP package available at http://www.net-snmp.org) to
commercial network management products from various vendors. Key information from the MIBs
1s also available via the switch's terminal and web interfaces.

The MIBs are divided into groups of related objects. Objects may be scalar (having only a single
value) or tabular (having a list of values varying over time, by port number, etc.).

For a list of the supported MIB and RMON groups, see Appendix D SNMP Support on page 160.

5.2 SNMP Security

SNMP provides several options for securing access to MIBs. SNMPv1 and SNMPv2 provide only
weak authentication. SNMPv3 uses encryption to add stronger authentication as well as privacy. In
all versions, you may configure read-only and read/write users.

SNMPv1 and SNMPv2 authenticate users with a “community string” which is sent in clear text
(unencrypted) and no password is required. Some measure of security can be achieved by setting
long, obscure community strings.

SNMPv3 provides three levels of security and encryption:
*  None—No password is required to read or write values in the MIB.

* Authentication—A password is required and is used to encrypt the user credentials so that
security information is not sent in clear text. A variation of MD5 is used for encryption.

* Privacy—A password is required and is used to encrypt the user credentials. A second pass-
word 1s used to encrypt the details of the SNMP request using DES encryption.

For SNMPv3 access, the managed switch requires authentication and allows privacy. Only one
password is configurable and it is used for both authentication and privacy.
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The following examples use snmpget from the Net-SNMP tools to illustrate the use of authentica-
tion and privacy when accessing the managed switch.

If SNMPv2 access is enabled, values may be read without a password with a command like:
snmpget -v 2c -c¢ public 10.2.0.1 system.sysDescr.0

If SNMPv3 access is enabled, values may be read with a command like the following (entered all on
one line):

snmpget -v 3 -u public -1 authNopriv -a MD5
-A publicpwd 10.2.0.1 system.sysDescr.O0

Finally, if SNMPv3 access is enabled, an authenticated, private request could be made with a com-
mand like the following:

snmpget -v 3 -u public -1 authpriv -a MD5 -A publicpwd
-x DES -X publicpwd 10.2.0.1 system.sysDescr.0

The switch supports SNMPv1, v2, and v3. SNMPv1 and v2 access are essentially the same from a
security standpoint and are enabled and disabled together. SNMPv3 security may be separately
controlled. Thus you may prevent unauthenticated access to your switch by disabling SNMPv1/v2
access entirely while retaining password-secured access via SNMPv3.

5.3 SNMP Notifications

Use the SNMP Notifications Menu to enable traps to be sent when the state of the switch changes.
Access this menu by selecting Setup from the Main Menu, and then selecting Main Settings.

Use the SNMP Notifications Menu to enable traps to be sent when the state of the switch changes.
Access this menu by selecting Setup from the Main Menu, and then selecting Main Settings.

« Authentication— Traps can be sent when invalid credentials (such as an unrecognized com-
munity string) are presented to the SNMP agent. Enable this setting to generate authentica-
tion traps.

* Topology change— Traps can be sent when the topology of the spanning tree changes. Enable
this setting to generate topology change traps.

+ Link 1 up/down-Link 18 up/down— Traps can be sent when a link goes up or down (the same
state reflected in the LED for each port). Enable these settings to generate link up/down
traps.

5.4  Trap Managers

Use the Trap Managers Menu to specify where traps will be sent. The Trap Managers Menu can be
accessed by selecting Setup from the Main Menu and then selecting Main Settings. Up to five trap
managers may be configured. For each one, the following values may be specified.
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*  Host-The IP address of the host where the trap manager is located.

*  Community String—The community string to use when contacting the trap manager on the
host.

*  Version—The SNMP trap version to send.

Note: There are two system traps that cannot be disabled and will be sent to any configured
trap managers. A coldStart trap will be sent whenever the SNMP agent starts up (usu-
ally, this is only when the switch is reset). A NotifyRestart trap will be sent whenever the
SNMP agent's configuration changes and is reloaded. This will happen, for example,
when you commit changes on a configuration menu that includes SNMP settings.

Industrial Ethernet SNMP Notifications
Managed Switch

Quick Setup  Help Index Send immediate notification of potential network problems by using SMMP traps to report when

t-1 Hanaged Swiich Henu Speciied eventziocci
[+1Monitoring
t-15ewmp Motifications to send
L-1 Main Settings
+ System Setfings
+ Remote Access Security [ authentication
+ Port Settings
+ Part Mirroring [ Topology change
+ SHHP Noiifications
+ Set IP per Port Lirk Lp/down
i+ Redundancy Settings 7 = v
to1 Traffic Priority O1E820:38405s0ss8E708009
43 Kuliicast Filtering [IGMP)

1 ¥irtual LANs (VLANS) ;
1 Advanced Operations Trapmanagars o notify

MO Mm-S h

Serisl eanber 215 LA 0 L2038 [insen
Fi - 351000 SR (o
e Commay s v 05 (vps]
- Dielat
Mane:  Managed-Swilch Version ve (Dekete J
» 10201
address:
Location: «Set kacation of swritchs [ Commit Changes |
Confact  «Sed name (and e-madl) of confact

for swichs
Usage subiect fo Soitwars License _

55 Network Statistics

The Network Statistics page shows a subset of the performance data from SNMP and RMON.
Select RMON (Remote Monitoring) statistics or Ether-like statistics and the desired port number.
The display will be updated every 5 seconds.

551 Ether-Like Statistics

Selecting Ether-like statistics will display various Ethernet statistics for the selected port, for
which can be used to determine how your network is performing. These statistics come from the
Dot3 MIB (RFC 2665).
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NETWORK STATISTICS

Industrial Ethernet Network Statistics
Managed Switch
(kelp ]
Quick Setup  Help index honitor the various counters and probiem indicators maintained by the switch
t-IManaged Switch Menu Port | pon 7 v Statistics | Eterdike ststistics v
-1 Manitoring —_—

* System Information
+ Port and Power Status

Alignment Errors
o Network Statistics =

+ Redundancy Status FCS Errors

* HMuliicasi Filiering Staius Simgle Collision Frames

o

1]

o

'sCl"lﬁsl-l'ﬂ“Uﬂ Summary Multiple Collision Frames D

t413atup SOE Test Erors i
41 A i Oparati

MRCRR YRIRTaRS Deferred Transmissions 0

Maodet Swich Late Collisions o

Serisi rsmber 216 Excesstve Collisions D

Firmorars ren 451000 Intermal Mac Transmit Errors 0

MAC sddress: 00l 1t 37:06ica Carmer Sense Errors 0

Mema TGS Frame Too Longs i

[ 10201 Intemal Mac Recetve Errors 0

it Symibal Errors o

Location: <5l lacation of swichs
Conbact:  «Sed name (ared a-mad) of conact =
for swliche Statistics updated every 5 seconds

Ltz subiect 10 Zofwine Liceanss
ot o

The following statistics are provided:

Alignment Errors— Happens when the Ethernet Interface cannot synchronize with the
incoming packet because it is not of expected length (packet received has invalid CRC).

Causes-’ This 1s possibly caused by interference and attenuation. Check for faulty wiring,
NICs, or possible causes of interference/line noise.

FCS Errors—This error happens when packets have a bad Frame Check Sequence.

Single Collision Frames—This happens when an Ethernet device tries to send a frame but
discovers that there is at least one other device on the network trying to send at the same
time (collision detected). When a collision is detected the network devices prepare to access
the network medium again, but only after waiting for a random amount of time. Collisions
are common in an Ethernet network and collision detection allows the devices on an Ether-
net network to work. When the Ethernet device tries to transmit that same frame again and
1s successful, it is called a single collision.

Multiple Collision Frames—Multiple collisions happen when the Ethernet device tries to
transmit a frame through the network medium, but detects a collision. The Ethernet device
tries again to transmit the same frame through the network but again encounters another
collision. The error count is incremented each time a particular frame fails after the first
attempt of transmission.

SQE Test Errors—A network device checks for the Signal Quality Error Transmission to see
if the collision detection circuitry is working. For whatever reason that the network device
does not detect the SQE transmission, the SQE test error counter is incremented.

Deferred Transmissions—A transmission is deferred when a device 1s attempting to access
the network but another device is already transmitting (by detecting a carrier signal, not a
collision) on the network.
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+ Late Collisions—When an Ethernet Device starts transmitting a frame on the network
medium, it believes that it can transmit because it didn't detect a collision. If for some rea-
son the Ethernet device is transmitting, but after a given time period during the frame
transfer it realizes that it really wasn't clear to transmit because it detected a collision; that
is called a late collision. For a 10BASE-T network, a collision is detected (by the device that
is transmitting that frame) after 51.2 microseconds into a frame transfer is considered a late
collision. For a 100BASE-T network, a collision is detected (by the device that is transmit-
ting that frame) after 5.12 microseconds into a frame transfer is considered a late collision.

Causes’ Late collisions usually come from a problem on the network such as improper config-
uration, compliance issues between network devices, incorrect cabling, and faulty Network
Interface Cards.

* Excessive Collisions—When an Ethernet Device attempts to transmit a frame but detects a
collision, it attempts to retry to send the same frame at another random time. Should the
Ethernet device fail to transmit that particular frame after 16 tries, the Ethernet device
gives up and the frame will not be transmitted.

* Internal MAC Transmit Errors—When frames fail to be transmitted correctly due to an inter-
nal MAC sub-layer transmit error.

* Carrier Sense Errors—When an Ethernet device loses the carrier sense condition whenever a
frame is being transmitted. The error is incremented a maximum of one time per transmis-
sion attempt (no matter how many times the carrier sense condition fluctuates during a sin-
gle transmission attempt).

*  Frame Too Longs—Every time there is a frame that is encountered to exceed the maximum
frame size.

* Internal MAC Receive Errors—When frames fail to be received correctly due to an internal
MAC sub-layer receive error.

* Symbol Errors—This happens when the system could not correctly decode a symbol that it
has received. Selecting RMON Statistics will display Remote Monitoring statistics for the
selected port that can be used to determine how your network is performing. These statistics
come from the RMON MIB (RFC 1757).

)
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55.2 RMON Statistics

II:;?;:L Esnh:‘:r;i Network Statistics
Quick Sefup  Help index Monitor the various counters and problem indicators maintained by the switch
-1 Managed Switch Menu Port por_7 + | Statistics FMOM statistics =
-1 Monitaring

* Syztem Information
* Port and Pawer Status

Drop Events 0
+ Network Statistics

+ Redundancy Status COctets 74,718
* Multicast Filtering Status Packets 265
ts('.‘onﬂgumllun Summary Broatcast Packets 19
(ISamp Multicast Packets 12
I+ Advanced Operations CRC Allgn Errars 0
. e Undersize Packets 0
Serisl rember 216 Oversize Packets i}
Firmwrars rev: 351000 Fragments 0
MAL addressc 00al1d 370kce Jabbers o
Mame:  ET.9MS Collisions 0
P 10201 td-octet Packets 123
Lo o 65-127-octet Packets 36
e 128-255-0ctet Packets 23
for gwilcho 256-511-0ctet Packets 1
5912-1023-octet Packets 59

Lisage subject 10 Sotware Licenge RTIlY 1
1024-1318-0ctet Packets 3

Statistics updated every § seconds.

*  Drop Events: A packet has been dropped due to insufficient switch resources.

*  Octets: # of data octets received.

*  Packets: # of packets received.

* Broadcast Packets: # of broadcast packets received.

*  Multicast Packets: # of multicast packets received.

*  CRC Align Errors: # of packets received with an invalid CRC.

* Undersize Packets: # of packets received less than 64 bytes with a valid CRC.
* Oversize Packets: # of packets received more than 1536 bytes with valid CRC.
*  Fragments: # of packets received that are less than 64 bytes.

+ Jabbers: # of packets received more than 1536 bytes with invalid CRC.

*  Collisions: # of collisions detected.

*  64-octet Packets: # of packet of size 64 bytes received.

*  65-127-octet Packets: # of packets of 65 to 127 bytes received.

*  128-255-octet Packets: # of packets of 128 to 255 bytes received.

+ 256-511-octet Packets: # of packets of 256 to 511 bytes received.

+  512-1023-octet Packets: # of packets of 512 to 1023 bytes received.

* 1024-1518-octet Packets: # of packets of 1024-1518 bytes received.

’)
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5.6 Port Mirroring

The mirroring option is ideal for performing diagnostics by allowing traffic that is being sent to and
received from one or more source ports to be replicated out a monitoring/target port. The Port Mir-
roring menu is accessed by selecting Setup from the Main menu, and then selecting Main Settings.

Industrial Ethernet
Managed Switch

QuickSetup  Help indax

[-1Managed Switch Menu
t+1 Monitoring
-1Setup
£-1 Kain Settings
+ System Setlings

Port Mirroring
Halp

Perform advanced diagnostics by using part mirraring to copy messages frorm one or more
source ports to @ manitor port connected to 3 network anatysis software

Monitor port | 4 v

. Port [ Mame . Data to Monitor -

+ Remote Access Security
+ Port Settings

* Port Mirroring 1 | port_1 Mone ¥
+ SNMP Notifications - —
+ SetIP per Port 2 |port_2| |Bot =
41 Redundancy Settings
£+ Traffic Priority 3 | port_3 Mone
£+ Multicast Filtering (IGRP) P A o
t+3 Wirtwal LANs (VLANs) I part_. 1L one |
i+ Advanced Operations s |port 5 —
e 6 |jport_6 Mone |+
Serial rsmber 216
Firmverare rev. 35,1000 7 | port_7 MNere B

MAC sddress: 00al o 3706k o8 —

8 |jport_8 Mone %
Mame:  Managed-Switch

P 10204 9 |port_9 Mone v

Location: Conbrol Panel 7
Cortact Joesmih@afnmationcompanty' com

Usage subjest 10 Salbears Licahss
Adpeerant.

k%

When enabling the port-mirroring feature, choose the source ports to be mirrored (monitored) and
the “sink” port to monitor their traffic. For each source port, choose to monitor messages being sent

(select Egress), messages being received (select Ingress) or messages being sent and received (select
Both).

In the sample image above, port 4 is monitoring messages from port 2.

5.7 Alarm (OK) Output

The OK output can be configured to report a number of conditions by setting the Alarm output. This
a discrete output which will be high during normal conditions and low when an alarm is triggered.
To force the OK output to be always on, simply disable all alarm options.

*  Power Input Lost: In switches with redundant power inputs, an alarm condition will be trig-
gered when power is not supplied to one of the inputs. This is the only alarm enabled by
default.

* Ring Failure: An alarm condition will be triggered when a ring failure occurs.

Ring failure on a local port will be triggered when one of this switch's neighbors in the ring
goes down; the general ring failure option will be triggered when any switch in the ring goes
down.

The general ring failure option implies that local ring port failure is also detected.

Sixnet® Series SLX Managed Switch Software Manual
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+ No Carrier Detected (-MDM models only): An alarm condition will be triggered when there is
no carrier signal detected on the phone line (i.e., when the modem achieves carrier detect,
the OK output will be high).

* Ports Unlinked: Alarms can be configured for one or more ports, so that the OK output will
be low when one of the selected ports is unlinked.

Alarm (OK) Output

www.get2support.com

+1(518) 877-5173

o M Configure the events that will trigger the alarm output.
(-1Managed Switch Menu The alarm (OK) output will be low when any of the selected conditions is true:
+1 Monitoring
I3 Setup A power input lost
[-1Main Settings © Ap P
System Settings [ A-ring failure occurs on a local port

Remote Access Security
Port Settings [J A ring failure occurs

Port Mirroring : .
SNMP Notifications Ports unlinked:
Alarm {OK) Qutput |:|1|:|2|:|3|:|4|:|5|:|6?8
Set IP per Port

+1 Redundancy Settings

+1 Multicast Filtering (IGMP)

t+1Virtual LANs (VLANs)

[+1 Security Settings

+1 Advanced Operations
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Chapter 6 Redundancy Protocols

6.1 WhatlIs RSTP?

The Rapid Spanning Tree Protocol (RSTP) allows you to have an Ethernet network with extra con-
nections, so if one path between two points on the network fails, another path can be used to deliver
messages. If one link or switch fails, another link or switch can take over transparently to prevent
unnecessary down time. So why not just physically connect each of the switches in your network in
various loop configurations such that there are always at least two paths going to and from each
switch? A good idea, but it creates broadcast loops that will bring a network to its knees very
quickly.

In an unmanaged Ethernet network there can be only one path between any two ports on the net-
work. If there is more than one path from one switch to another a broadcast message (and in some
cases other messages) sent by the network will be forwarded until it completes a loop by returning
on the second path. Since the switches forward all broadcasts and do not keep track of the messages
they have sent, the returning message will be sent around the loop again and again. A single mes-
sage circulating forever around a loop at high speed is clearly not a good thing, so no loops are
allowed.

The limitations of having only one path are even simpler to see. If the one and only path fails for
any reason, such as a broken cable or power failure at one of the switches, there are no paths left
and no network traffic can get through. We need a way to add alternate paths without creating
loops. Thus the use of Rapid Spanning Tree Protocol, a loop prevention protocol, is used such that
switches can communicate with each other to discover and prevent loops.

In this diagram, the root ports are those connected directly to the root bridge because they have the
lowest port cost (only one hop). The paths that must go through another bridge (switch) have a
higher port cost (two hops) and are designated as backup ports. The ports connected directly to end
stations are assigned as edge ports so that RSTP doesn't waste time considering them.

End Stations End Stations

E)_E)uiE) Path Failure E)_(E)umaE)
Root i RE Designated
Bridge L ] Bridge

L

Active Path 7

Typical
RSTP — — - Backup Path (blocked) /
Network
Backup path
(R)= Root Port a;::iva'_eci
B)= after roo
5- Backup Port / szl
{ (E’= Edge Port i a
: 'Bf-- = ge Po J 2 '\B/__
— @l Designated -
=% Bridge
o -
End Stations
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The Rapid Spanning Tree Protocol provides a standardized means for intelligent switches (also
called bridges) to enable or disable network paths so there are no loops, but there is an alternative
path if it is possible. Why is it called Rapid Spanning Tree Protocol?

«  ‘Rapid’—it is faster than the previous (and completely compatible) version called Spanning
Tree Protocol (STP).

+  ‘Spanning’— it spans (connects) all of the stations and switches of the network.
*  “Tree’—its branches provide only one connection between two points.

In a Spanning Tree network, only one bridge (managed switch) is responsible for forwarding pack-
ets between two adjacent LAN segments to ensure that no loops exist in a LAN. To ensure that only
one bridge is responsible, all other bridges on the network must cooperate with each other to form a
logical spanning tree that defines the pathways that packets should take from bridge to bridge.

The logical spanning tree has exactly one bridge that is assigned the role of root. All of the other
bridges need to have exactly one active path to the root. The job of the root bridge is to notify all
bridges connected in the tree that there has been a topology change and restructuring of the tree is
in progress (due to a communications link failure somewhere in the network). The root bridge is
determined by the bridge priority assigned to it and the MAC address.

By default, it is the bridge with the lowest MAC address that gets assigned the role as “root”, but a
specific bridge can be forced to be the root bridge by changing its bridge priority setting (a lower
number with respect to other bridges means higher priority).

Every communication path between each bridge (managed switch) on the network has an associ-
ated cost. This “path cost” may be determined by the speed of each segment, because it costs more
time to move data at a slower speed. The path cost can be configured to encourage or discourage the
use of particular network. For example, you may not want to use a particular high-speed link except
when absolutely necessary because there is a charge (money) for data using that path, while
another path is free (no monetary cost).

The root path cost is the cumulative cost of all the network paths from the root bridge to a particu-
lar port on the network. A Spanning Tree network always uses the lowest cost path available
between a port and the root bridge. When the available network connections change, it reconfigures
itself as necessary.

See the RSTP Examples topic in this section for an example of how the path cost can be utilized to
establish the primary and backup connections.

During the start-up of a Spanning Tree Network, all bridges (managed switches) are transmitting
configuration messages (BPDUs) claiming to be the root. If a switch receives a BPDU that is “bet-
ter” than the one it is sending, it will immediately stop claiming itself as the root and send the “bet-
ter” root information instead. Assuming the working network segments actually connect all of the
switches, after a certain period of time there will be only one switch that is sending its own root
information and this bridge is the root. All other switches transmit the root bridge's information at
the rate of the root bridge's “hello time” or when the root bridge's BPDU is received on one of their
ports.

The only factor for determining which switch is the root (has the “best” root information) is the
bridge priority and its tie-breaker, the switch MAC address. If a switch has more than one path to
get messages from the root, other information in the configuration message determines which path
is the best.

’)
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Once the root bridge is determined, all other switches see the root bridge's information and informa-
tion about path (or paths) to the root. If more than one port provides a path to the root the non-root
switches must decide which port to use. They check all of their ports to select the port that is receiv-
ing messages indicating the best path to the root.

The selected port for each bridge is called the root port. It provides the best path to communicate
with the root. The best path is determined first by the lowest total path cost to the root (root path
cost). Each port is assigned a cost (usually based on the speed) for messages received on that port.
The root path cost for a given path is just sum of the individual port costs for that path. The lowest
path cost indicates the shortest, fastest path to the root. If more than one path has the same cost
the port priority assigned to each port, and its tie-breaker the port number pick the best path.

6.2 Recovery Time, Hops and Convergence

The typical RSTP recovery time (time to start forwarding messages on the backup port) on a link-
loss failure is <50 mS per “hop” (firmware version 3.1 or higher). A hop is defined as a link between
two switches. A link to an end station is not considered a hop.

The Max Age setting controls how long RSTP messages may circulate in the network. Since the
largest value allowed for Max Age is 40, the largest RSTP network hop-diameter is also 40.

See the RSTP Examples topic in this section for a more detailed explanation about hops and recov-
ery time.

The time it takes for all of the switches to have a stable configuration and send network traffic is
called the convergence time. STP was developed when it was acceptable to have a convergence time
of maybe a minute or more, but that is not the case anymore. Due to the increased demand for bet-
ter convergence times, Rapid Spanning Tree Protocol was developed, bringing the normal conver-
gence time for a properly configured network down to a few seconds. The RSTP takes advantage of
the fact that most modern Ethernet links between switches are point-to-point connections. With a
point-to-point link, the switches can quickly decide if the link should be active or not.

6.3 Spanning Tree Settings

The Spanning Tree Settings enable you to choose the redundancy protocol and set parameters
related to that protocol.

To access the Spanning Tree Settings, choose Managed Switch Menu>Main Settings>Setup>Redun-
dancy Settings>Spanning Tree Settings.

)
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ﬂ Spanning Tree Settings - 10.2.0.1 - connected through port B - Windows Internet Explorer @@
@‘ s E 10.2.0.1 o) [#|[x] [P 2
lr Favoriees | oy @ - B
S5 |+ | @ arkTooks: Sonet T... | @ FAQ wireless - i... | @ #4393 (Test for A... | [l Spanning Tree... B industrial Etherne. .. T B o gmn v Page - Safety - Tools - @ >
~
-1 Managed Switch Menu
1 Monitoring SPANNING TREE SETTINGS
» System Information
» Port and Power Status -He\p
» Network Statistics
S| ing Ti Stat
: Rg:r}:;ge I{f:g Sraruss Ensure the reliability of your network by enabling network redundancy.
+ Multicast Filtering Status Redundancy protocol |I\’Iultip\e Spanning Tree Protacal +
» MAC Table
+ Configuration Summary Bridge priority (0-61440)
-1 Setup
-1 Main Settings Maximum age (6-40 seconds)
» System Settings -
» Remote Access Security Hello time (1-10 seconds)
Port Setti
 Port Miroring Forward delay (4-20 seconds)
Set IP per Port I -
D Rl s Transmission limit (1-10)
» Manage Firmware Region Name (MSTP!
» Install Firmware & ( ) |
-1 Redundancy Settings Configuration Revision (MSTF) |0
» Spanning Tree Settings g ‘ l
Spanning Tree Port Max Hops (MSTP)
» Settings
» Real-Time Ring Settings B
+1 Traffic Priority MSTID Bridge priority
11 Multicast Filtering (IGMP) LETITEEEE (1-4094)  (0-51440) Delete
+1 Virtual LANs (VLANs) -
1 Security Settings ‘MSTH | |1 ‘ ‘32’55 |
[+1  Monitoring Settings . pp—"
-1 Advanced Operations ‘MSTIZ | |2 ‘ ‘“Z’C“ |
» Configuration Management
» Restore F_a:tory Defaults Add MSTI “ Commit Changes ]
» Reset Switch
pdate Firmware 4
% |
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6.3.1 Redundancy Protocol (Default = Rapid Spanning Tree Protocol)

Choose the protocol by selecting STP (Spanning Tree Protocol), RSTP (Rapid Spanning Tree Proto-
col) or MSTP (Multiple Spanning Tree Protocol). A selection of None will disable this advanced fea-
ture. Choosing STP, RSTP or MSTP will allow the wiring of redundant networks (such as rings) for
automatic failover. RSTP is compatible with STP so in most cases you can just choose RSTP. Only
choose STP if you want to force the switch to only use this protocol. STP/RSTP/MSTP use BPDUs
(Bridge Protocol Data Units) to keep bridges informed of the network status.

MSTP is compatible with RSTP and STP but adds the ability to route VLANSs over distinct span-
ning trees within an MSTP region. In order to configure the spanning trees, you must create span-
ning tree instances using the STP configuration page and assign VLANSs to them using the VLAN
configuration page.

MSTRP falls back to RSTP behavior outside of an MSTP Region. A region is identified by the unique
combination of Region Name, Configuration Revision and VLAN to MSTI mapping for each switch
in that region. If those values match for linked switches running MSTP, those switches consider
themselves to be in the same region.

Caution: If VLANs and redundancy (STP/RSTP/MSTP) are both enabled, situations can arise
where the physical LAN is intact but one or more VLANSs are being blocked by the
redundancy algorithm and communication over those VLANSs fails. The best practice is
to make all switch-to-switch connections members of all VLANS to ensure connectivity
at all times.

Select none if you do not require the switch to manage redundant network connections. All ports
will forward network traffic just as an unmanaged switch would. Otherwise RSTP (Rapid Spanning
Tree Protocol) should usually be selected. A selection of STP or RSTP will allow redundant links
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between switches so those links can keep the network connected even when a primary link fails.
RSTP is compatible with switches that only implement plain STP, an older version of the protocol. If
STP is selected only the original STP format messages will be generated. Selecting STP reduces the
chances of network packets being duplicated or delivered out of order, but at the expense of much
longer reconfiguration time.

Note: Should you intend to use RSTP and VLLANSs at the same time, please see 9.4 VLAN with
RSTP on page 87 for important information concerning the setup of your network. Other-
wise, communication failures may occur.

6.3.2 Bridge Priority (0 to 61440; Default = 32768

The bridge priority is used to determine the root bridge in the spanning tree. (For MSTP, the bridge
priority is used to determine the CIST root.) The priority ranges from 0 to 61440 (default 32768)
and must be a multiple of 4096. Lower numbers indicate a better priority.

By default, the bridge with the lowest bridge priority is selected as the root. In the event of a tie, the
bridge with the lowest priority and lowest MAC address is selected.

There are two ways to select a root bridge (switch). The first is to leave all the bridge priority set-
tings at the default setting of 32768. When all the switches are set at the default priority, the man-
aged switch with the lowest MAC address is selected as the root. This may be adequate for
networks with light or evenly distributed traffic.

The second way to select a root bridge is to customize priority settings of each bridge. Customizing
the bridge priority settings allows the network to select a root bridge that gives the best network
performance. The goal is generally to have the network traffic pass through the network as directly
as possible, so the root should be central in the network. If most messages are between one central
server and several clients, the root should probably be a switch near the server so messages do not
take a long path to the root and another long path back to the server.

Once you decide which switch should be the root, it should be given the best (numerically lowest)
bridge priority number in the network.

6.3.3 Maximum Age (6 to 40; Default = 20)

For STP, the max age indicates the maximum time (in seconds) that the switch will wait for config-
uration messages from other managed switches. If that time expires, the switch assumes that it is
no longer connected to the root of the network. If a link goes down in a way that the switch can
detect as loss of link, it does not wait before reconfiguring the network.

RSTP waits 3 times the Hello Time instead of Max Age before assuming that it is no longer con-
nected to the root of the network. However, Max Age is used to limit the number of hops Spanning
Tree information may travel from the root bridge before being discarded as invalid. Furthermore,
MSTP only counts hops that take place to or from switches outside the MSTP region for this check.
The value of Max Hops (below) is used to limit hops within an MSTP region.

Note: Assign all switches in an RSTP/STP network the same max age.
The maximum age must satisfy the following constraints:

2 % (hello time + 1.0 seconds) < max message age < 2 X (forward delay - 1.0 seconds)

)
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6.3.4 Hello Time (1 to 10; Default = 2)

Configuration messages (BPDUs) are either sent periodically to other bridges based on a time
period labeled hello time. Decreasing the hello time gives faster recovery times; increasing the hello
time interval decreases the overhead involved.

The hello time must satisfy the following constraints:

2 x (hello time + 1.0 seconds) < max message age < 2 x (forward delay - 1.0 seconds)

6.3.5 Forward Delay (4 to 30; Default = 15)

The forward delay is a time (in seconds) used by all switches in the network. This value is controlled
by the root bridge and is used as a timeout value to allow ports to begin forwarding traffic after net-
work topology changes. If a port is not configured as an edge port and RSTP cannot negotiate the
link status a port must wait twice the forward delay before forwarding network traffic. In a prop-
erly configured network using RSTP (not STP) this setting has very little effect. For STP networks,
setting the time too short may allow temporary loops when the network structure changes (switches
turn on or off or links are added or broken). A longer time will prevent temporary loops, but net-
work traffic will be disrupted for a longer time.

The default value for the forward delay is 15 seconds. If you change this setting, the switch will not
allow a value unless it satisfies the following formula:

2 % (hello time + 1.0 seconds) < max message age < 2 x (forward delay - 1.0 seconds)

6.3.6  Transmission Limit (1 to 10; Default = 6)

The transmission limit controls the maximum number of BPDUs that can be sent in one second.

The transmission limit can range from 1 to 10 messages/second (6 messages/second default).
Increasing Transmission limit can speed convergence of the network but at the cost of configuration
messages using a larger share of the available network bandwidth.

6.3.7 Region Name (MSTP)

The region name is used together with the configuration revision and VLAN to MSTI mapping to
define an MSTP region.

6.3.8 Configuration Revision (MSTP; 0 to 65535)

The configuration revision is used together with the region name and VLAN to MSTI mapping to
define an MSTP region.

6.3.9 Max Hops (MSTP; 6 to 40; Default = 20)

Max Hops determines the maximum number of switches a BPDU will be propagated through
within an MSTP region. This value is used to prevent old data from endlessly circulating within a
region.
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6.3.10 MST Instances

For MSTP, you can configure multiple spanning tree instances. Add an instance by clicking Add
MSTI. For each MSTI, you can configure a name, the MST ID, and this bridge’s priority in that
spanning tree instance.

6.4  Spanning Tree Port Settings

Each port can be configured to tune the STP/RSTP/MSTP spanning tree. With MSTP, each span-
ning tree instance can be tuned independently.

Using MSTP, you can configure separate port settings for the CIST (Common Internal Spanning
Tree) and for every spanning tree created by MSTP. Settings for individual MSTIs (Multiple Span-
ning Tree Instances) only affect ports connected to switches within the same MSTP Region.

By default, MSTIs inherit their settings from the CIST. To configure an MSTI individually, you
must select it from the drop-down box and click the Customize button for the instance. Click Inherit
if you want a spanning tree's values to be inherited from the CIST again.

To access the Spanning Tree Port settings, choose Managed Switch Menu>Main Settings>Setup>
Redundancy Settings>Spanning Tree Port.
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v . .
= 1 16 por 16 [ O Auto® 200000 |[Auo % [Auo M a
Done: 7 & Intermnet G - B100% -

The next sections explain each of the port settings.
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6.4.1 Exclude (Default = Included)

Normally all ports should be included in determining the Spanning Tree network topology, either as
a normal port or an edge port. It is possible to completely exclude a port, so that it will always for-
ward network traffic and never generate or respond to network messages for RSTP or STP. Exclud-
ing a port is an advanced option that should be used only if absolutely necessary.

This option excludes the port from all spanning tree instances and appears with the other CIST set-
tings.

6.4.2 Port Priority (0 to 240; Default = 128)

Selection of the port to be assigned “root” if two ports are connected in a loop is based on the port
with the lowest port priority. If the root bridge fails, the bridge with the next lowest priority then
becomes the root.

This option may be set per port per MSTI.

If the switch has more than one port that provides a path to the root bridge and they have the same
root path cost, the selection of which port to use is based on the port priority. The port with the best
(numerically lowest) priority will be used. If the port priority is the same, the switch will use the
lowest numbered port. The port priority can range from 0 to 240 seconds (128 second default).

6.4.3 Path Cost (1 to 200,000,000)

As with any network, there is an associated cost to go from a source location to a destination loca-
tion. For RSTP, the root path cost is calculated based on the bandwidth available for that particular
connection to the root bridge. The port with the lowest cost for delivering messages to the root is
used to pass traffic toward the root.

The path cost can be assigned automatically based on the port speed, using the IEEE standard val-
ues of 200,000 for 100Mbps links and 2,000,000 for 10Mbps links, or the value can be specified in
the range 1 to 200,000,000.

The default value depends on the capabilities of the port: 200,000 for 100 Mbps and 20,000 for 1000
Mbps ports.

This option can be set per port per MSTI.

See 6.8 RSTP Examples on page 62 for an example of how the path cost can be utilized to establish
the primary and backup connections.

6.4.4 Type (Default = Auto)

A port that connects to other switches in the network may be part of a loop. To ensure such loops do
not occur, the switch will not put a port in the Forwarding state until enough time has passed for
the spanning tree to stabilize (twice the forwarding delay, 30 seconds by default). However, if a port
connects directly to a single device at the edge of the network, it may safely be put in Forwarding
state almost immediately. The port Type controls the switch's assumptions about what is connected
to the port.
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* Auto: The port will initially be assumed to be an Edge port and go to Forwarding quickly. It
will automatically adjust to being a Network port if BPDUs are received and revert to being
an Edge port any time no BPDUs are received for 3 seconds.

*  Network: The port will always wait a safe time before going to the Forwarding state.

* Edge: The port will initially be assumed to be a direct connection to a single device but will
change to being a Network port if any BPDUs are received. Thereafter, it will always wait a
safe time before going to Forwarding whenever a link is reestablished on the port.

This option can be set per port per MSTI.

6.4.5 Port-to-Port MAC (Default = Auto)

A port is part of a point-to-point network segment when there can be no more than one other net-
work port connected to it. RSTP can decide whether it is safe to forward network traffic very quickly
on point-to-point links to other managed switches, otherwise the port must wait many seconds (30
seconds by default, twice the forward delay) before forwarding network traffic. When set to Auto,
full-duplex links are assumed to be point-to-point, half-duplex ports are not. This setting can be
forced true or false if the automatic determination would be wrong.

6.5 Redundancy Status

The Redundancy Status page, accessed through the Monitoring Menu from the Main Menu, pro-
vides a snapshot of the switch and its role in the managed network. At the top of the page, the pro-
tocol in use is displayed along with the MAC address of the current root of the spanning tree. The
topology change counter will track the number of changes to the network layout. Also, the current
redundancy status of each port on the switch is displayed.
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Redundancy Status

www.get2support.com

+1(518) 8775173 Monitor the status of Rapid Spanning Tree Protocol or Spanning Tree Protocol,
if enabled.
etup  Help Index
Redundancy protocol RSTP
[-1Managed Switch Menu Designated root 32,768 / 00:a0:1d:28:a3:8a (this switch)
-1 Monitoring
+ System Information Topology changes 2
« Port and Power Status
Network Statistics
Redundancy Status Port Name Status State Cost

Mlticast LilteringStatss 1 | port_1| included| uniinked | 20,000

Configuration Summary
[-1Setup port_2| Included| Unlinked | 20,000

+1Main Settings

i+1Redundancy Settings port_3| Included | Forwarding| 200,000

port_4| Included | Unlinked | 20,000
port_5| Included | Unlinked | 20,000
port_6| Included | Unlinked | 20,000

7 | port_7| Included| Unlinked | 20,000
P vort 8| inciuded| Forwarding| 20,000
Bl vort 9 inciuded| Blocking | 20,000

+1 Traffic Priority
+1 Multicast Filtering (IGMP)
t+1Virtual LANs (VLANs)
[+1 Security Settings
+1 Advanced Operations

[ IR | IR =S - R (N

Status is updated every 5 seconds.

* Port: The number of the port. This corresponds to the labels on the switch.
*  Name: The user-configured name of the port.

« Status: The configured state of the port in the STP protocol (included or excluded). An
included port is part of the managed network and may carry traffic to other managed
switches for other devices. An excluded port will not be used as part of the managed net-
work. For example, a single uplink from a managed network of factory devices to a business
network would be configured to be excluded from STP use.

+ State: The STP/RSTP state of the port (see below).
*  Cost: The cost of using this port to reach other parts of the managed network.

*  STP/RSTP Port States: In Spanning Tree Protocol, there are five port states. Rapid Span-
ning Tree Protocol uses just three. Table 1-1 and Table 1-2 show port states, port participa-
tion in the active Spanning Tree Topology, and port participation in learning MAC addresses
for STP and RSTP respectively. All ports that are not physically connected to an Ethernet
device or have a faulty connection will be labeled as “unlinked” in the port state section.
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6.6 Port States for the STP Algorithm

*  Blocking (STP): A port in this state does not participate in frame relay (pass frames received
to other locations). Once a port is in this state, it is prevented from the possibility of frame
duplication caused by multiple paths in an active topology.

 Listening (STP): A port in this state is about to participate in frame relay, but is not involved
in any relay of frames (no frames will be forwarded). The reason for not entering frame relay
immediately is to ensure that there are no temporary loops introduced when the network
topology is changing. During this state, the bridge will disable all learning states on its ports
to prevent the race conditions when ports are changing roles and the forwarding process will
discard all frames and not submit any frames for transmission. Meanwhile BPDUs can still
be received and forwarded to keep the algorithm running.

+ Learning (STP): A port in this state is about to participate in frame relay, but it is not
involved in any relay of frames. Frame relays are not performed to prevent the creation of
temporary loops during the active topology of a changing bridged LAN. In addition, the for-
warding process will discard all frames and not submit any frames for transmission. The
reason for enabling learning is to acquire information prior to any frame relay activities.
Information gathered will be used and placed in the filtering database (MAC table) to reduce
the number of frames being unnecessarily reduced.

«  Forwarding (STP): A port in the forwarding state is currently participating in frame relay.
BPDUs will include the forwarding port in the computation of the active topology. BPDUs
received are processed according to the Spanning Tree algorithm and transmitted based on
the hello time or BPDU information received.

Table 6-1 801.1D STP Port States

Port Participates in | Port Participates in
Port States Active Topology Learning MAC Addresses
Disabled No No
Blocking No No
Listening Yes No
Learning Yes Yes
Forwarding Yes Yes

6.7 Port States for the RSTP Algorithm

To optimize the efficiency of 802.1D spanning tree protocol, certain states were condensed or elimi-
nated to produce faster convergence times. Specifically, the disabled, blocking, and listening states
in STP have been reduced down to a single discarding state in RSTP.

+ Discarding State (RSTP): In this state, station location information is not added to the Fil-
tering Database (MAC table) because any changes in port role will make the Filtering Data-
base information inaccurate.
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+ Learning State (RSTP): In this state, information is being added to the Filtering Database
under the assumption that the port role is not changing. Gathering information before frame
relay (forwarding state) will reduce the number of frames sent out when entering the for-
warding state.

« Forwarding State (RSTP): Frames will be forwarded to and from the particular port that is
in the forwarding state. In addition, during the forwarding state, the learning process is still
incorporating station information into the filtering database.

Table 6-2 802.1D RSTP Port States

Ports Participating | Ports Participating in
Port States in Active Topology Learning MAC Addresses
Discarding No No
Learning No No
Forwarding Yes Yes

6.8 RSTP Examples

6.8.1 Example 1: Maximum “Hops” and Switches in a Redundant Ring

The Max Age setting controls how long RSTP messages may circulate in the network. When a
switch receives a message, it compares the age of the message with the Max Age (also carried in the
message) and if the age has reached the Max Age, the message is discarded. Otherwise, the mes-
sage age 1s incremented before the message i1s forwarded. Therefore, the maximum diameter of a
RSTP network is controlled by Max Age. Since the largest value allowed for Max Age is 40, the larg-
est RSTP network hop-diameter is also 40.

6.8.1.1 Number of Hops vs. Recovery Time

The diagram below shows a typical redundant ring network with 6 managed switches and 5 hops
between stations.

The overall recovery time when there is a network segment failure is dependent on the number of
hops. The recovery time is typically less than 50 mS per hop. Therefore, in the diagram below of a
typical ring with 6 managed switches the overall recovery time would be less than 250 mS (5 hops x
<50 mS).
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Switch SEESSSNEEE  gyjitch 4
] N Typical Redundant Ring | Switch
J Switch Network with 6 Managed Switches .
L (Recovery time < 500 mS)
: _ :

Switth s memems  SWitch
== 5 *hops” 3 o

between
A&B

Figure 6-1 Typical Redundant Ring with Five Hops Between A and B

6.8.2 Example 2: Using Path Costs to Establish Primary & Backup
Connections

The path cost can be used to distinguish the best connections to use. You can assign a higher cost to
pathways that are more expensive, slower or less desirable in any way. The managed switches will
then add up the path costs to determine the best route back to the root switch. See the example

below.

Note: In most networks you may leave the path costs set to the default settings and allow the
switches to automatically determine the best paths.
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6.8.3 Example 3: Ring Topology with only one Managed Switch (Do not
do this!)

Implementing a ring topology with a single managed switch and several unmanaged switches is a
common question because of the thought of saving money. The topology is legal only if that single
managed switch is a member of each ring. Although it is legal, it is not recommended, as the hypo-
thetical scenario indicated below will explain why.
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6.8.3.1 Hypothetical Scenario

An integrator wishes to use implement a single Ethernet ring topology for the proposed network.
Only one managed switch is used to connect to three or more unmanaged switches in the loop (Fig-
ure 1).

(e smmanmma Port is forwarding - smnssma

Managed -j > Switch #1
Switch :

=l
= =y
=t
1!1

| Port is blocking
\—- Connection is not active

because of blocked port

_________ - = LLy. ¥ 3 PEPE— Y Y | ¥ ¥ |
. Switch#3 . € . Switch#2 1

Note: The ==—3p- between switches represents either one
port-to-port Ethernet cable connection or one port-to-port fiber
connection. Switches 1,2,3 are unmanaged.

Initially, everything is working fine in the network. The managed switch detects the loop by seeing
its own configuration messages and based on STP parameters, chooses one port to be in the for-
warding state, and the other port to be in the blocking state. No loop is formed and device A can talk
to device B.

Somewhere in the plant, a construction vehicle accidentally cuts the connection between unman-
aged switch #1 and unmanaged switch #2. The managed switch in the network notices (typically
around 6 seconds when connected to an unmanaged switch) that the port in blocking mode is not
receiving configuration messages and transitions through the listening, learning, and forwarding
states (Figure 2).
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ey T Port is forwfarding ......... T

L Managed f < L Switch #1 L
- Switch . > 3 -

L Port is forwarding

. Switch#z , € . Switch#2 45

This would seem to have solved the problem as both ports in the managed switch are in forwarding
mode, but it is not the case. Due to the fact that the other three switches are unmanaged, they do
not have the intelligence to know that there has been a change in the network topology. Switch #1
still points to switch #2 when device A is trying to talk to device B (for which it cannot, due to the
broken Ethernet link). The bottleneck has been discovered, as we have to wait until the MAC table
in switch #1 ages out its entries of device A and device B. The same applies for devices connected to
switch #2 (B talking to A) and switch #3 (C talking to A).

As a result of this “money saving” configuration, the network redundancy performance is traded off
and left at the mercy of the time it takes to age out MAC table entries in switches 1, 2, and 3.
Depending on the model of unmanaged Ethernet switch, entries in the MAC table are usually aged
out in a time period of 5 minutes or more.

This introduces at least 5 minutes of downtime for the plant, which could have a very detrimental
cost with respect to the operation of the plant. By replacing switches 1, 2, and 3 with managed
switches, the network convergence time is brought down to a less than a second. An additional ben-
efit is that the network is not limited to only one redundant loop and can have a “mesh” of connec-
tions for a truly redundant network scheme at all points in the network.

6.9 Real-Time Ring Settings

The Real-Time Ring Settings page, accessed through the Redundancy Settings, allows configura-
tion of Red Lion's Real-Time Ring protocol in supported switches.

A real-time ring increases network reliability by providing an alternative path for message flow in
the event of a network segment failure. When a ring port detects a communications break, it
quickly notifies the other switches in the ring. Messages are automatically rerouted through the
alternative ring path within milliseconds.
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STP (Spanning Tree Protocol) is more flexible than a ring configuration, but recovery times for
spanning trees may be in the hundreds of milliseconds. The real-time ring protocol exchanges topo-
logical flexibility for recovery times in the tens of milliseconds.

6.10 Ring Setup

Activate a ring by selecting the appropriate Enable check box. You can configure one ring for every
two ports on the switch.

When a ring is enabled, be sure to choose the two ports being used to connect the switch into that
particular ring. To do so, simply pick the available ports from the Primary Port and Backup Port
drop-down lists. Each port should be assigned to only one ring.

The port defined as Backup will be blocked under normal operating conditions. By default, the
switch with the lowest numbered MAC address in a ring will be the master switch, meaning that
the communication in the ring will be blocked from one of the two ring ports of that switch. Only the
master switch in a ring does this. You may designate a different switch as the master switch by
choosing “This is Master” from the Ring Master dropdown list for the desired switch. All other
switches in the ring should be set to the default “Automatic” setting.

Note: When a port is configured as a Ring port, that port cannot be used for communication to
or through the switch. It can ONLY be connected to another Ring port on a managed
switch or Real-Time Ring switch.

REAL-TIME RING SETTINGS

Configure the ring parameters to optimize your network redundancy and maximize reliability
Enable Ring Name Primary Port Backup Port
|F‘\ing 1 | |p0rt_1 v| |p0rt_2 v|
|F‘\ing 2 | |p0rt_4 v| |p0rt_5 v|
o | |
O | |

Warning: Only one switch may be selected as master

Ring Master
Commit Changes
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Chapter 7 Priority Queuing (QoS, CoS, ToS/DS)

7.1  Traffic Priority

Without enabling special handling, a network provides a “best effort” service to all applications.
This means that there are no assurances regarding the Quality of Service (QoS) for any particular
application because all packets are treated equally at each switch or router. However, certain appli-
cations require deterministic response from the network to assure proper operation.

Consider a drilling machine in a plant that is controlled by a computer elsewhere on a local net-
work. The depth of the machine's drill is critical; such that if the hole is drilled is too deep, the
material will have to be thrown out. Under nominal conditions, the drill process is running
smoothly (controller and computer are communicating efficiently over the network) but when
another user on the network decides to access records from an online database, the large volume of
traffic can interfere with timely communication with the drill. A delay in communications between
the drill and controller causes the drill to go too far and the material has to be thrown away. To pre-
vent this from happening, we need to provide a certain QoS for all drill-controller communications
so delay is avoided.

Numerous mechanisms exist to help assure reliable and timely network communication. The man-
aged switch supports two common means of prioritizing messages: IP header and 802.1p user prior-
ities.

The IP header is present in all frames and contains a priority field, which defaults to 0 and may be
set as high as 255. This field is sometimes referred to as the Type of Service (ToS) field, or the Dif-
ferentiated Services (DS or DiffServ) field.

Applications may add IEEE 802.1p tags, which contain a priority field that may be set from 0 to 7.
Each value has a traffic type associated with it. For example, a tag of 5 is prescribed for video data.

The switch provides four priority queues for expediting outbound data. The 256 IP priorities and
the 7 IEEE priorities are mapped into these ports in a way that optimizes throughput of high prior-
ity data.

7.2  Scheduling

When choosing how to handle lower priority data, the switch can use strict or fair scheduling. This
choice affects all queues on all ports.

With strict scheduling, all data in the highest priority queue will be sent before any lower priority
data, then all data from the second highest priority, and so on. This assures that high-priority data
always gets through as quickly as possible.

With fair scheduling, a round-robin algorithm is used, weighted so that more high-priority than
low-priority data gets through Specifically, the switch will send eight frames from the urgent
queue, then four from the expedited queue, two from the normal queue, and one from the back-
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ground queue, then start over with the urgent queue. This assures that the lower priority queues
will not be starved.

7.3 QoS /CoS Settings

Access to the switch's traffic priority menus can be done by selecting Setup from the Main Menu,
and then Traffic Priority.

Industrial Ethernet oS/ CoS Settinas
Managed Switch C g
Help
LB Bl Ensure determninistic delivery of important messages with priority queuing (traffic priontization)
-3 Managed Switch Menu using Quality of Service, Class of Service, and Type of Serice settings
t+1Monitaring ® Send all high priority frames before any others
=1Satup O Allow lower prionty frames through, afew at atime
L+1 Main Settings
:*:?sdmurlt:,:wg;‘ewngt Use B02.1p Use IP Prierity
-1 Traffic Prio -
+ QoS / CoS Setiings Port|Name || 1o Priority | ToS/DiffSery | Precedence | Defaultouto Type
: :f;:;:&ma Lllz:ﬂng 1 ||port_1 ] = Teag * Morral * ||| Transparent *
£+l
4 ;ﬂm&'m"” 2 ||port_2 = Tag ~ HMorrmal ~ ||| Transparent |«
1+ Adva
- e 3 |port_3 = = Tag ~ Mormal * ||| Transparant |+
Modek Maneged-Swilch 4 |port_4 i [ [Tag |~ Urgent * ||| Metwork -
Serisl rmber. 216 -
Firstavars rev 351000 5 ||port_s = = Tag ~ Mormal ||| Transparen
MAL pddress: 00 a1 237 a8cn
= & |port_s ] [ Teg ¥ Mormal * ||| Transparent |+
[ 10204 7 |port_7 = Tag ~ Maorrnal > ||| Edge ]
et gmru: iy of 8 |port_8 = = Teg ¥ Morrmal * ||| Transparent *
e 9 |port_9 = Tag ~ Morrnal ~ |||l Transparent =
Usaips subject 10 Saitenwe Licenss
srcent

For each port, the following settings may be configured:

*  Use 802.1p Tag Priority: This setting controls whether the switch will honor IEEE tags if
present in frames. When enabled, tagged data will be routed to an outbound priority queue
based on the configure tag mapping (See below). Disable this setting to ignore IEEE tags on
all in-coming frames.

+  Use IP ToS/DiffServ: This setting controls whether the switch will honor priority fields in the
IP header. When enabled, and not overridden by an IEEE tag, data will be routed to an out-
bound priority queue based on IPv4 Type of Service or IPv6 Traffic Class. The priority queue

will be the IP priority field value divided by 64. Disable this setting to ignore IP priority
fields.

* Priority Precedence: This setting controls which priority mark — IEEE tag or IP header —
takes precedence if both are present and enabled. It has no effect if either Use Tags or Use IP
1s disabled.

* Default Priority: This setting controls the default priority to be assigned to frames when it
cannot otherwise be determined. For example, if a frame without an IEEE tag arrived at a
port where Use IP was disabled. Select an out-bound priority queue from the list.

*  Port Type: This setting controls how IEEE tags are handled in out-going data:
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*  Transparent maintains any tag that may have been present in a frame when it entered
the switch.

*  Edge removes tags from all out-going frames.

*  Network adds a tag if none is present. The value of the tag is the queue number times
two (six for queue 3, etc.)

7.4  802.1p Tag Settings

Each of the 8 IEEE tag priority values can be assigned to one of the four output priority queues:
«  Background (0)
+  Normal (1)
«  Expedited (2)
« Urgent (3)

The default assignment follows the IEEE 802.1p recommendation as follows:

Table 7-1 Default Tag Assignments

Priority Traffic Type Queue
0 Best Effort 1
1 Background 0
2 Spare 0
3 Excellent Effort 1
4 Controlled Load 2
5 Video 3
6 Voice 3
7 Network Control 3
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Industrial Ethernet 802.1p Tag Settings
Managed Switch
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7.5 Message Rate Limiting

Message Rate Limiting can prevent your switch and network from being overwhelmed by high vol-
umes of broadcast and multicast messages. When enabled on a port, message rate limiting controls
the amount of traffic which is allowed to be broadcast or multicast. Traffic over the limit is dropped.

Poorly configured applications and devices or malicious users can flood your network with broad-
cast packets that are forwarded to all ports and can quickly consume most of a network's band-
width. The managed switch provides some protection from such “broadcast storms” by allowing you
to limit the rate at which these messages are accepted by the switch.

For each port, you may choose to limit the rate of broadcast and multicast messages accepted. Mes-
sages over the preset limit will be discarded.

7.5.1 Automatic

Prior to firmware version 5.2, a simpler rate limiting scheme was in place. Checking Auto enables
this scheme for a port.
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Limiting is done based on message type and priority. Broadcast and multicast messages are priori-

tized (e.g., by IP to ToS) then limited to approximately the following rates:

Table 7-2
Priority Limit
Background 10% of link capacity
Normal 20% of link capacity
Expedited 40% of link capacity
Urgent 80% of link capacity

The exact limit depends on link speed.

Messages directly addressed to a single station (unicast messages) are not affected by message rate

limiting.

With Auto unchecked the new, more flexible scheme is possible as detailed below.

7.5.2 Ingress Limiting

Traffic entering the switch can be controlled by type, rate and priority.
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ﬁ MESSAGE RATE LIMITING

wWww.sixnet.com I
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Emiing

Egress Limiting

Indiesirial Ethernet Managed Swilch Port Ha At m Bates l:?m

1 por 1 A = Unlimied = Disabled = Uslimited = Enabled =
2 port 2 Broddesit Mulcasl Flaaded urecaid = | Unhidied ~  Diiabled = Lehsted = Enablid -
3 pod 3 Brosdoast ~ Uniriied ~ Dwabled » Ushmied ~ Enabied -
4 porl 4 Brosdoast Mulbcast * | Unlimiled = Disabled = Uslmiied = Enabled =
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Comma Changes

Types
Ingress rate limiting can be applied to different types of traffic:
+ All types

«  Broadcast, multicast and flooded unicast (Frames with known unicast addresses are not
affected.)

+  Broadcast and multicast (Frames with unicast addresses are not affected.)

+  Broadcast (Frames with multicast or unicast addresses are not affected.)

Rate

Ingress traffic may be limited in steps. The user can select from a list of supported percentage val-
ues, depending on the type of port. 100Mbps ports have a range from 5% to 80%. Gigabit
(1000Mbps) ports have a range of 1% to 25%. Both have increments based on rates best supported
by the underlying hardware.

Priority Shaping

The configured Rate applies to Background traffic. Each successively higher priority may use the
same rate (when shaping is disabled) or twice the limit of the next lowest (when shaping is
enabled).

7.5.3 Egress Limiting

Egress traffic may be limited in steps. The user can select from a list of supported percentage val-
ues, depending on the type of port. 100Mbps ports have a range from 5% to 80%. Gigabit
(1000Mbps) ports have a range of 1% to 25%. Both have increments based on rates best supported
by the underlying hardware.
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Egress rate limiting applies to all types of traffic (unicast, broadcast and multicast).

7.6 QoS Example

7.6.1 QoS Ensures Real-Time Delivery of Important Messages

Let us investigate a detailed example of how to manage a network such that critical real time data
will not be interrupted by data that is not as urgent (relatively speaking). Consider the following:

7.6.2 Hypothetical Scenario

Scenario: There is a power plant that is controlled by a central control system. In addition, because
of security concerns, cameras have been mounted and installed at each location of mechanical con-
trol. The mechanical control devices and video cameras at each site communicate via Ethernet to
their own switch. (For reasons of simplicity and clarity, we will assume that only video and control
data reside on the network)

Problem: Should any of the mechanical control devices receive delayed control data from the central
control system, the power plant can't generate the maximum energy that it is capable of. Customers
will experience brown outs, and the plant will be looked upon with negative scrutiny. It is therefore
very important that the video traffic created by the cameras not delay critical data.

Goal: To optimize the forwarding of critical real-time control data and minimize or eliminate the
impact of video data traversing the network at the same time.

Solution: Configure the switch such that video data has lower priority than control data by adjust-
ing the priority queuing settings in the switch.
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7.7  Configuring the Switch for Traffic Prioritization

As mentioned earlier in this manual, some applications require a certain Quality of Service (QoS)
from the network to achieve a desired level of service. In this example, it is important that we
achieve timeliness for control data. Without taking advantage of the switch's priority queuing abili-
ties, we are using the best-effort network model. This means that the network will try to deliver all
packets of information, but will not make any sort of promise or guarantees with respect to the
timeliness of data for specific applications. Considering our control/video example, there is no guar-
antee that we can get the response time needed for control data if the video cameras are sending
data at the same time.

A way to achieve the QoS desired is to prioritize network traffic. Prioritization of network traffic
can be achieved even if the devices (video cameras and control systems) do not support selection or
configuration of Quality of Service parameters.

Configure all the ports used to interconnect the switches as follows:

Use 802.1p Tag Priority Checked

Use IP ToS/DiffServ Checked
Default Priority Tag
Output Tag Add Tag

Where the data originates (the camera or control system), configure the QoS/CoS settings for the
video camera ports as follows:

Use 802.1p Tag Priority Unchecked

Use IP ToS/DiffServ Unchecked
Default Priority Expedited
Output Tag Remove Tag

Also, configure the control system ports as follows:

Use 802.1p Tag Priority Unchecked

Use IP ToS/DiffServ Unchecked
Default Priority Urgent
Output Tag Remove Tag

In this way, the switches will handle the packets appropriately and tag them for handling elsewhere
in the network.

At the destination, configure the control system port as follows:

Use 802.1p Tag Priority Checked
Output Tag Remove Tag

)
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Also, configure the video concentrator port as follows:

Output Tag Remove Tag

7.8 Result

Result: Configuring the video data to have a lower priority than control data results in the QoS
required for the control data.

In the diagram below, we have an IPm controlling a turbine and some torque converters. In addi-
tion, we have a video concentrator device that is collecting video data. Since the switch was config-
ured such that video data (Triangles) has lower priority than control data (circles), we see that the
control data gets sent out more often than the video data. For clarity, the diagram notes that
untagged data in the network consists of open triangles and circles, while tagged data in the net-
work consists of filled triangles and circles. This achieves the QoS needed for the control applica-
tion.
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Chapter 8 Multicast Filtering (IGMP)

8.1 About IGMP

IGMP (Internet Group Management Protocol) allows hosts and routers to work together to optimize
forwarding of multicast traffic on a network. Without IGMP, all multicast packets must be for-
warded to all network segments. With IGMP, multicast traffic is only forwarded to network seg-
ments, which connect interested hosts.

IGMPv1 provides a basic mechanism for hosts and routers to communicate about multicast groups.
Routers send Query messages and hosts respond with group membership Report messages.

IGMPv2 adds a maximum response time to the Query and adds a Leave message to the protocol.
IGMPv1 and IGMPv2 should not coexist on the same network. Also, IGMPv2 routers are expected
to perform IGMPv1 on segments where IGMPv1 hosts are found.

An IGMP snooping switch performs many of the functions of an IGMP router. In passive mode, such
a switch processes IGMP protocol messages sent by hosts and routers to configure efficient forward-
ing of multicast traffic. In active mode, a switch will also send its own queries to speed network con-
vergence.

Periodically, routers and IGMP snooping switches in active mode send an IGMP Query on each
attached network. (The query interval is generally around 1-2 minutes.) A host that wishes to be a
member of a group sets a timer for a short, random delay when it sees the Query. If it sees a Report
from another host before its timer expires, it cancels the timer and takes no further action until
another Query is seen. If no other Report is seen, a Report is sent when the timer expires. The
router or switch uses the Report to configure multicast forwarding.

The router or switch keeps track of how long it has been since the last Report on each port for each
group. When the group expires, the router or switch stops forwarding multicast data to that port.
Since the query interval is less than the expiration time, data for active groups continues to be for-
warded without interruption

8.2  Multicast Filtering Configuration

IGMP can be configured through two menus:
+  IGMP Switch Settings
*  IGMP Port Settings

Selecting Setup from the Main Menu and then selecting Multicast Filtering will get you to these
menus.
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8.3

IGMP SWITCH SETTINGS
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IGMP Switch Settings

IGMP Mode: This setting controls how the switch handles IGMP messages to determine how
to forward multicast traffic.

IGMP Disabled causes the switch to ignore IGMP messages. All multicast traffic will be
sent to all ports.

Passive IGMP handling causes the switch to listen to IGMP messages and configure for-
warding of multicast traffic accordingly.

Active IGMP handling causes the switch to act as an IGMP router, sending queries when
needed and configuring multicast forwarding according to IGMP membership reports.

Multicast Suppression: This enhanced feature can intelligently suppress multicast packets
that no host has requested with IGMP.

None-Multicast packets will be sent to all ports unless IGMP is enabled and one or more
clients have sent IGMP Report requests.

IP multicast groups—Multicast packets corresponding to IP multicast groups (with MAC
addresses starting 01:00:5e) will be suppressed unless one or more clients have sent
IGMP Report messages. Multicast packets with other addresses will be sent to all ports.

All unreserved multicast—Multicast packets with reserved multicast addresses
(01:80:¢2:00:00:0x where x is 0..f) will be sent to all ports. All other multicast packets will
be suppressed unless one or more clients have sent IGMP Report messages.

IGMP Version: This setting controls the highest IGMP version that the switch will use. All
IGMP routers and snooping switches on a network should be configured for the same IGMP
version. Select 1 or 2 as appropriate for your installation.
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*  Robustness: This setting specifies how many queries may be lost without impacting forward-
ing as the switch tries to find IGMP hosts.

*  Query Interval: This setting specifies how often the switch will send IGMP queries.

*  Query Response Interval: This setting specifies the maximum time for hosts to respond to
IGMP queries. (For IGMPv1, this is fixed at 10 seconds.)

IGMP Port Settings

www.get2support.com

+1(518) 877-5173

FrrEEr, | [ Optimize your IP multicast traffic by specifying IGMP for each port.

Port Name Exclude Router
-1Managed Switch Menu :
1+1 Monitoring 1 | porti_1 O ® Auto detect O Static
-1 Setup :
t+1 Main Settings 2 |port2| [J ® Auto detect O Static
i-1Redundancy Sgﬂlngs 3 | port_3 O ® Auto detect O Static
+ Protocol Settings
o Pf':_“ ge_‘“’_'g-" 4 |port4 [0 | @ Autodetect O Static
*1 lraffic Frior
(-1 Multicast Filtering {(IGMP) 5 | port 5 O @ Auto detect O Static
+ Protocol Settings
« Port Settings 6 |port_6 L] ® Auto detect O Static
t+1Virtual LANs (VLANS)
1+1 Security Settings 7| port_7 O ® Auto detect O Static
+1 Advanced Operations
P 8 |port8 [0 | ® Autodetect O Static
9 | port_9 O @ Auto detect O Static

Commit Changes

8.4 IGMP Port Settings

Generally, the switch will dynamically learn which ports have IGMP routers attached to them by
listening for IGMP Query messages. Under some circumstances, it is necessary to statically config-
ure ports as leading to IGMP routers. Force the switch to forward IGMP messages to a specific port
by choosing Static as the router type.

* Exclude Port: A port may be excluded from IGMP processing. IGMP queries and reports
received on an excluded port are ignored so devices reached via the excluded port cannot join
multicast groups filtered by the switch. IGMP queries and reports will not be forwarded to
the excluded port so IGMP routers reached via the excluded port will not know of member-
ships for devices reached by other ports.

+ Static Router: Specifies whether the switch should assume there is an IGMP router on this
port even if no IGMP Query messages are received.
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8.5 IGMP Status

IGMP status can be monitored via two menus:
* IGMP Port Status
* IGMP Group Status

Selecting Monitoring from the Main Menu will get you to these menus.

8.6 IGMP Port Status

Each network segment can have only one active IGMP querier, the active switch or the IGMP
router with the lowest IP address. This screen shows the IP address of the querier on the network
segment attached to each switch port.

L A IGMP Group Status
Managed Switch P
Hilp |
Guick Sehup  Help Index Wiew IGMP routing status
=11 t-IManaged Switch Manu 5 - |
= (-2 Monitaring ”Flglll IGMP Port Sintus |
+ System Information
+ Port and Power Staius ;
s Noturoek Stadedes IGMP mode Active IGMP handling
+ Redundancy Status Multicast suppressien |P multicast groups

+ Multicast Filtering Status

+ Canfiguration Summary IGMF version 2

3 1 Setup

[ [ Advanced Operations
. : Port||Name | Querier
Mok Modet Hanages-Switch 1 |[port_1[ This switch
Sark  Serisl ruember: 216 ]
Firm Fieware rev: 3.5.1000 2 |[port_2] Tris switch
MAC  MAC sddress: D0tal1 37 a8 08 3 |[port_3| This switch
Mam  Mame:  Managsd-Swilch 4 || port_4 || Static router
BB 10204
addr  address: 5 | \port_5| This switch
Loce  Locetion:  <Sef iocation of switch=
Cont Cortact  «Set nama (and e-mad) of contnct 6 _||port 61 This switch

for swchs 7 |[port_7| This switch

Uel Lorage mibdecd ta Suftrous Liowrs & | port_8| This switch
Lol 9 |[part_s] Tnis switch

Status is updated every 5 seconds.

8.7 IGMP Group Status

Use the group status screen to find out the IGMP groups being forwarded by a switch. There is one
line for each group/port combination. That is, if a group is active on more than one port, each port
will have a separate line in the table.
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Status is updated every 5 seconds.

The displayed data is separated by several fields:
*  Group: Displays the IP address of a particular multicast group.
* Port: Displays the port number for which the particular multicast group is active on.

*  Reporter: Displays the IP address of the last host to report membership in this group on this
port. Hosts send IGMP Reports to a switch or router for the purpose of having the switch or
router include them into a particular multicast group.

* Age! The number of seconds since this group was last reported on this port.

+ Expiration: The number of seconds until this group will be dropped unless a new report is
received

8.8 IGMP Example

8.8.1 The Benefits of Enabling IGMP

Take an already established control network that has an Ethernet device sending multicast data to
several other Ethernet devices. Between the source of the multicast data, and the destination
Ethernet devices that are interested in the multicast data, multicast packets might pass through a
number of switches or routers.

To make this control network more efficient, the switches or routers should know how to handle the
flow of multicast data by means of IGMP (Internet Group Management Protocol). Switches or rout-
ers that are not capable of supporting IGMP will not know what to do with the multicast data and
forward multicast data out all ports. This will slow down the network.

Take a look at the diagram below, where the IGMP server is the source of the multicast data, and
the IGMP hosts are the devices interested in receiving multicast data. On the network are two
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switches, where one has IGMP enabled and the other has IGMP disabled. We can clearly see that
the switch with IGMP enabled only forwards multicast data to the interested host (Ethernet Sta-
tion 2). The switch with IGMP disabled will not know where to send the multicast data; thus Ether-
net Stations 4 and 6 unnecessarily receive multicast data even though only Station 5 is the

interested host.

IGMP
Server

1
S

@G

)]

l Ethernet Station 1
Managed 2® .1 Etpuros ﬁtgﬁﬁ" 2
Switch

IGMP Enabled
Ethernet Station 3

KEY:
® Multicast Traffic

@ | Ethernet Station 4
@

Ethernet Station 5
Unmanaged ?—1.. (IGMP Host
Switch e
(]

Ethernet Station 6

Figure 8-1 IGMP Multicast Filtering Example
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Chapter 9 Virtual Local Area Networks (VLANS)

9.1 Introduction to VLANS

VLANSs can segregate traffic flowing through a switch to improve bandwidth utilization or security.
Segregation is done based on membership in a group of ports (port-based VLANs) or on IEEE
802.1Q tags which include a VLAN ID (tag-based VLANS).

A port-based VLAN limits traffic coming in a port to the group of ports to which that port belongs.
For example, on a 9-port switch if ports 1, 3, 5, 7, and 9 were placed in a port-based VLAN, broad-
cast frames coming in port 3 would be sent to ports 1, 5, 7, and 9 (which are members of port 3's
VLAN) but not to ports 2, 4, 6, and 8 (which are not members).

A port may be a member of two port-based VLANSs, although results of this configuration are not
always desirable or easily predictable. When initializing port-based VLANs the switch configures
each port to be able to send data to all ports in all the port-based VLANSs in which it is a member.
For example, if one VLAN had ports 1-5 and another had ports 5-9, traffic from port 1-4 could go to
ports 1-5, traffic from ports 6-9 could go to ports 5-9, and traffic from port 5 could go to all ports.

A tag-based VLAN limits traffic based on the VLAN ID in a 'tag' associated with the frame. VLAN
tags may be explicitly placed in frames by applications or switching equipment, or implicitly
assigned to frames based on the switch port where they arrive.

VLAN IDs are 12-bits long providing 4096 possible IDs but several values are reserved:

0 Indicates that the tag is not being used for VLAN routing but only to carry priority
information. (See QoS / CoS topic in Section 7 of this manual)

1 Used for switch configuration and management.
4095 Not allowed by the 802.1Q standard.

Note: In the SL-5MS-MDM switch the PPP port is a VLAN edge port. Therefore, all VLAN tags
are removed.

9.2 VLAN Settings

The VLAN Settings Menu can be accessed by selecting Setup from the Main Menu and then select-
ing Virtual LANs (VLANSs). This menu is used to set the VLAN mode of operation and also create,
edit, and remove VLAN definitions.

)
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9.2.1 Choosing VLAN Mode of Operation

There are several VLAN modes, which provide varying levels of flexibility and security. To choose
the VLAN mode of operation, select option 1 labeled VLAN Mode. You will be asked to choose one of
five VLAN modes:

* Disabled—No VLAN processing is done. VLAN IDs and port-based VLANSs are ignored.
*  Port-Based— Only port-based VLANSs are used to route frames. VLAN IDs are ignored.

* Standard—Port-based VLANSs are ignored; all routing is done by VLAN ID. The source port of
a frame need not be part of a VLAN for the frame to be forwarded.

*  Secure—All routing is done by VLAN ID; however, if the source port of a frame is not a mem-
ber of the target VLAN, then the frame is dropped. For example, if a tag-based VLAN for ID
1024 was configured to include ports 1-5 and a frame with VLAN ID 1204 in its tag arrived
at port 6, the frame would not be forwarded.

Caution: If VLANs and redundancy (STP/RSTP/MSTP) are both enabled, situations can arise
where the physical LAN is intact but one or more VLANSs are being blocked by the
redundancy algorithm and communication over those VLANSs fails. The best practice is
to make all switch-to-switch connections members of a// VLANS to ensure connectivity
at all times. See 9.4 VLAN with RSTP on page 87 for more information.

9.2.2 Core Type

Specify the Ethertype for double-tagged (“Q-in-Q”) frames exiting ports of type Core. The value may
be specified in hexadecimal with a Ox prefix.

9.2.3 Learning

This setting controls how addresses on different VLANSs are learned by the switch.

*  Shared—All VLANs (if MSTP is enabled, all VLANs assigned to the same MSTI) use the
same forwarding database.

* Independent-The forwarding database used by each tag-based VLAN can be configured
independently.

9.2.4  Adding, Editing, or Deleting a VLAN

The switch can handle up to 63 configurable VLANSs, and in this menu, each option (starting at
option 2) can handle up to 8 VLAN configurations.

For example, there are 16 VLANSs defined in the switch. The VLAN settings menu should therefore
show a total of 3 options available. The first option is for VLAN mode selection (this option is always
there). The second option allows you to edit VLANSs 1 - 8, and the third option will allow you to edit
VLANSs 9 - 16. Since there are a total of 63 possible VLAN configurations, the VLAN settings menu
could show up to 9 available options for you to choose from (the last option will always end with
“New” for the creation of a new VLAN). Selecting an option (2-9) displays a page similar to the one
shown below:
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VLAN Settings

www.get2support.com Help
+1 (518) 877-5173
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Choose an entry in the list that has the word <new> as the descriptor, and you will be presented
with five options to choose from:

*  Name: A mnemonic name for a VLAN such as “Cell 7", “Line 4", “Building 58". This is used
for display only.

* Type: The VLAN's type, port-based or tag-based.

* ID: For tag-based VLANSs, the ID to look for in the tag. This ID identifies the individual
VLANSs you create on your network. The VLAN ID must be specified in the range from 2 to
4094. For example, in the screen shot above, the Engineering VLAN ID is 56.

Note: Take care when setting the management VLAN ID. If the device you are configur-
ing from cannot work with VLANSs and the port it is connected to does not have the
proper PVID and port type setting the management VLAN may make the switch
inaccessible and require a local serial connection to reconnect.

* FID: For tag-based VLANSs, the forwarding database to use when independent learning is
enabled. If MSTP is running, all VLANSs in the same MSTI must be configured to use the
same forwarding database in independent learning mode. Shared learning automatically
assigns a different forwarding database to each MSTI.

This filtering ID allows multiple VLANSs to be grouped for easy filtering in the MAC address
monitoring page.

)
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There are three reserved VLAN IDs (that should not be used):
*  VLAN ID of 0 is used to identify frames whose tags carry only priority information.
*  VLAN ID of 1 is normally used for switch configuration and management

Note: On Gigabit model switches (EK/SL-xMG) the management VLAN ID is configurable by
changing the Management VLAN ID from 1 to the number of your choice.

*  VLAN ID of 4095 is not allowed by the 802.1Q standard.
*  Ports: The ports included in this VLAN.

To select the ports to include in this VLAN, check the box for each port you wish to include. Remem-
ber that if the “CPU” box is not checked, you will be unable to communicate with the switch from
within this VLAN.

Note: When working with tag-based VLANS, ports included in a VLAN may lead to other net-
work devices (which require tags to properly route data) or to end devices, which cannot
process VLAN tags. Use the VLAN Port Settings page to configure the appropriate type
for each port.

* Delete: Select to delete the corresponding VLAN when changes are committed. When
selected, this VLAN will be deleted when changes are committed.

9.3 VLAN Port Settings

Each switch port can be configured to control how VLAN tags are handled for frames coming in and
going out of the port.

Industrial Ethernet VLAN Port Settings
Managed Switch

Guitk Setup  Help Index Specify port-specific VLAN settings.

t-1Managed Switch Menu Port||Name| FVID |Force Type
1+l Monitaring
=15 etup 1 [fport_1|[1 O || Edge w
£+1 Main Settings
£+1 Redundancy Settings 2 |port_2|[1 0 || Edge ~
041 Traffic Priority
t+1 Multicast Filiering (IGMP) 3 |lwort_3|[1 0 || Edge v
t=1 Wirual LANS (VLAMNs) L
+ VLAN Settings 4 pc-n_4| 1 O || Edge w
+ VLAN Port Settings
t+1Advanced Operations 5 pnrt_5| 1 0 || Edge R4
Mot Mansged-Switch 6 W‘T_GJ ! 0O || Edge ¥
wﬁn:«am:';m 7 90'1—?| 1 O Edge b
.modd'm D0rakd o 37 a5ica s nort_El] 7 O | cdge =
Mama:  Managed-Swilch |
P 10201 9 ||DCII‘[_5||1 || = || Metwork -
e
Locstion: =Sed lacation of swiths
Condact  =Set name (ard e-maly of contact Commit Changes
for swllchs
Usage subject 1o Softwars Licanss
Aipiietard.

* PVID: This is the port's default VLAN ID. It is applied to frames which arrive at the port
without a VLAN tag or with a priority-only VLAN tag (one which contains the special VLAN
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ID 0). Set the desired PVID to make sure your untagged packets for the port get forwarded
to other ports in the desired VLAN.

Note: Switch management and configuration is only possible through the port if the PVID is set
to 1 (the default). Setting the PVID to another value prevents the switch from being man-
aged/configured via that port (unless the system you are using to configure the switch can
explicitly tag frames for VLAN 1, the management VLAN).

*  Force: When this is checked, the PVID is forced on all frames coming in this port regardless
of any existing tag.

*  Type: The port type controls how tags are handled on frames exiting this port.

*  Network: All frames exiting this port will be tagged. If no tag was present when the
frame entered the switch, the source port's PVID will be used. Typically, a Network port
will be a member of many or all tag-based LANs on a switch and is used to forward
VLAN traffic to another switch which then distributes it to other network segments
based on the tags. A Network port can only send packets for VLANSs in which it is a mem-
ber.

« Edge: No frames exiting this port will be tagged. (Use this setting for ports leading to leg-
acy or end devices without VLAN support.)

* Transparent: Frames will be forwarded unchanged.

9.4 VLAN with RSTP

Extra care must be taken when enabling both VLANs and redundancy, or communications failures
may occur.

The example diagram below depicts the problem with running the Rapid Spanning Tree Protocol
(RSTP) and VLANS at the same time. The IEEE 802.1D based RSTP is not aware of the VLAN con-
figuration. Therefore, in the example, one of the Network Ports for VLAN 3 is being blocked (see
VLAN Port Settings topic in this section about Network type ports). This prevents VLAN 3 from
being able to forward data to all its members.

et - Problem:
3| Device gg[ Device RSTP blocks
A ot s VLAN connection.
P I"LQH
P n 2
¥ Device a1l Tag
“[“" et . = ™~ — = by ‘.‘:| Device
)
8% . 4"2 il
| o S
= — 5‘“5\;3!% o, =
T Tag i - h.‘i_“ d’q\-,p"'
2 e Yeq te —
-‘x[ Device for vian 3 SMitch Frageed 7 Network T Bevic
| iy = connection | ”_ce
g % for VLAN 3 L
an 5 e -« blocked by RSTP
3| Device | Device
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The solution to the problem above is to configure all “Network” type ports to carry all VLANSs in the
network. In other words, the Network Port should be a member of all VLANSs defined in the switch.
As seen from the example diagram below, VLAN 3 can forward to all its members through the other
Network Port connections and is not affected by the block RSTP connection.

Solution:

o e Make all switch to
. *[ Device *[ Device switch connections
W ) B carry all VLANs
v
; P T aw, —_—
Swich 1L 3| Device
2 . -‘-‘ = it
B B - -
s agged for all Sy f
Witeh L VLANSs (1,2 & 3) Witch |~
i ) i B o
Device Wifeh .~ Kg‘
11[ e et *[ Device
= | e
P b pr———
q"‘& e R TE \l\-b“
3| Device 3| Device
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Chapter 10 Modem Access Settings (-5MS-MDM
Only)

10.1 Introduction to Remote Access

The Point-to-Point Protocol (PPP) can be used to connect two computers or other devices that com-
municate with “IP” packets via a serial connection, typically using modems and phone lines. PPP is
a peer-to-peer protocol which simulates an Ethernet network connection. However, it is convenient
and customary to refer to the system placing a call to establish the link as the client and the system
receiving the call as the server. Typically, the client must authenticate itself to the server before
being granted access.

There are three basic scenarios for accessing an Ethernet network remotely through a modem Dial-
in, Dial-out and Site-to-Site. A basic explanation of how each scenario works will be covered in this
introduction. For detailed information on configuring a Microsoft Windows PC see Appendix H
Remote Access Tutorial (-MDM Models Only) on page 116.

10.1.1 Dial-In

In the dial-in scenario a Microsoft Windows PC will act as a client dialing in to the Ethernet Modem
(SL-5MS-MDM) configured as a server in the PPP Settings window. Using Microsoft Windows Dial-
up networking and Remote Access Services (RAS) the user will initiate the call. The ET/SL-5MS-
MDM will answer the call based on the number of rings that it receives as configured in the Modem
Settings page. After the modem-to-modem connection is established the PC will send the preconfig-
ured user name and password to authenticate the client to the server over the phone line. The ET/
SL-5MS-MDM will accept or reject that authentication based on its database of users configured in
the Remote Users page. When the connection is successfully negotiated the user will be able to
access the Ethernet devices connected of off the switch. See the figure below for a graphical repre-

sentation of the connection.
«.@} P
-

Ethernet Ethemet
| | pec

- Telephone
R3232 o Metwork

Windows PC

SIXNET
RTU

)
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10.1.2 Dial-Out

In the dial-out scenario a PC, Sixnet RTU or other device generates an Ethernet message destined
for a PC. When the ET/SL-5MS-MDM configured for Client Mode in the PPP Settings window
receives the message it is buffered until the Ethernet Modem can dial and establish a PPP connec-
tion with the Microsoft Windows PC. At that time the message is forwarded on to the PC. See the
figure below for a graphical representation of the connection.

Eth-emet—l_ e | i
= Lﬂ..ﬁﬂ—ﬂhemet—t%_ o e
— Ethernet I —Rs232
SIXNET
g Mg Windows PC
PC

10.1.3 Site-to-Site

In the site-to-site scenario one ET/SL-5MS-MDM configured for client in the PPP Settings window
can call and make a PPP connection to another SL-5MS-MDM configured for Server in the PPP Set-
tings window. This allows systems at both sites to exchange data. See the diagram below for graph-
ical representation of the connection.

PLC
PLC

s o [
I =

Telephone = i bl j—Ethermet—ag) '""WHM

......

L

- ,.w-*t’-"'"'"“" Cifisinet |" _"" Netwark e

SIXNET SIXNET
RTU RTU

PC
PC

Note: Assigning the correct subnet masks and IP addresses in the SL-5MS-MDM and the
devices connected to it are essential to routing and dialing. Please see the PPP Settings
page for detailed information.

Note: In the SL-5MS-MDM switch the PPP port is a VLAN edge port. All VLAN tags are
removed.
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Set the parameters of the modem for making a modem-to-modem connection.

Modem Settings

Quick Setup  Help Index Configure basic modem parameters.
Auto-answer rings 2 2
[-1Managed Switch Menu
t+1 Monitoring Comma delay (seconds) |4 2
-1 Setup
[-1Main Settings Speed MAX
System Settings
Remote Access Security Data compression Enabled
Port Settings
Port Mirroring Error correction Enabled

SNMP Notifications

Alarm (OK) Output

Set IP per Port
[-1Modem Access Settings

Modem Settings

PPP Settings

Remote Users

Routing

Dial-out Messaging
+1 Redundancy Settings

Custom initialization

Commit Changes

Auto-answer rings: (0 to 255, default = 2) Specify the number of rings before the modem will
answer the phone. Zero means do not automatically answer. Note: Auto-answer rings must
be at least 1 for PPP Server mode and at least 2 for Caller ID security.

Comma delay (seconds): (0 to 255; default = 1) Specify the number of seconds to delay dialing
for commas in phone numbers.

Speed: (default = MAX) Specify the speed, in baud, to use for modem connections. MAX
means use the maximum speed negotiated by the calling and called modem.

Data Compression: (default = Both) Specify if data compression is used for transmitted data,
received data, both, or neither. Data compression is does not work at all speeds and must be
used on both answering and dialing modems.

*  None: Disable data compression on the link.

*  Transmit: Use V.42bis data compression technique on transmitted data only.
*  Receive: Use V.42bis data compression technique on received data only.

*  Both: V.42 bis data compression is used bidirectionally.

Error Correction: (default = Enabled) Specify if error correction is used. Error correction
does not work at all modem speeds. When enabled, error correction will be used when appro-
priate and available.

Custom initialization: (default = Blank) This field specifies a custom initialization string for
the modem that may be used to set some modem parameters in extraordinary circum-
stances. It must start with AT and may be up to 48 characters. Do not use AT commands E1
and V1 anywhere in your initialization string because the switch needs to disable those fea-
tures to successfully communicate with the modem.
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10.3 PPP Mode

Specify whether the switch is a PPP server, PPP client, or neither.
* Disabled-The switch will not initiate nor accept PPP connections.
* Client-The switch initiates PPP connections to a server.

*  Server—The switch will accept PPP connections from clients.

10.4 PPP Client Settings

Configure the SL-5MS-MDM to dial a PPP Server when it receives an Ethernet message destined
for another subnet.

Industrial Ethernet PPP Settings
Managed Switch
I Help
Quitk Setup  Halp index Set PPP parameters
-1Managed Switch Menu PPP mode Client w0
t+1 Monitoring I
[=18etup

£+ Main Settings
t-1 Modem Access Seiiings
+ KModem Settings
+ PPP Settings
+ Remote Users
* Routing
+ Dial-out Kessaging
£+ Redundancy Setlings
+1 Traffic Priority

PPP Client Settings

User name FRPLnk
Server phone number 5554444

Password [re———

£+1 Multicast Filtering (1GMP} 1ol =
£o2 Virual LANs (VL ANs) Idle timeout B A
t+1Advanced Operations Default route Enabled v
L0 Etreeamiet-Modem Sarver calls back Dizablad
Sarial ke 5000505
Finmrare rev: 3.5 Switch's phone number
MAC address: 00601 d 38257
Name:  Elhernel Modem PPP Server Settings
P 1521681 54
adrans:
Location: Remote Location
e - Client IP
Route te gatew,

Liznge subject 10 Soltevns Licenge g 2y
Acyeement, !

«  User name: (default = PPPLink) Specify the user name of this client when connection to a
PPP server.

* Server phone number: Specify the phone number for the PPP server. This should include any
prefix such as 9 needed to access the phone line and may include commas to delay between
the prefix and the phone number.

«  Password: (default = Link2Sixnet) Specify the password for this user when connecting to a
PPP server.

+ Idle timeout: (default = 60 seconds) Specify the number of seconds of idle time before a link
is automatically dropped. Zero (0) means do not drop the link when idle.

«  Default route: (default = Enabled) When connected to a PPP server, use the link to the
server as a default route.

’)
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+ Server calls back: (default = Disabled) Specifies if the remote system will disconnect and call
when this switch initiates a link.

+  Switch's phone number: (default = Blank) Phone number the server should use to call the
switch back. May be left blank if the server is configured to use a specific number for call-
back.

10.5 PPP Server Settings
Configure the SL-5MS-MDM to answer the call from a PPP Client and give it an IP address.

g PPP Settings
Industrial Ethernet
Managed Switch Help
Set PPP parameters

Guick Selup  Help Index
PPP mode Server bt

-1 Managed Swiich Menu

[+1Monitoring
=15etup PFF Client Settings
£+1 Main Setiings
t-1 Modem Access Settings
+ Modem Settings User name
+ PPP Settings
+ Remaote Users Server phone number
+ Routing
+ Dial-our Messaging Password
i+l Redundancy Setings
o+ Traffic Priority Idle timeout |
C+1 Multicast Filtering (GRMP)
1V irual LANS (VLANS) Default route
t~1Advanced Operations
. Server calls back
Modiet Ethermed Modem
Sahd bS5 Switch's phene number
Firdraars id: 3.5
MAC sddress: 00 o1 o 3e 2057 PPP Server Settings
Mame: Etherret-Sadem
P 1921881 .54
acven Client IP 1321681
Location: =5at location of swichs
Conkact  =<Sed name (ond e-ma) of contact Route to gateway I Enshled
for swilch

Hinnme cathiert fn Snfhames § icsnce w [TCammit Chanoss! |

+  Client IP: (default = Blank) Enter the IP address that will be assigned the PPP Client when
the PPP connection is established. Note: It is recommended to chose a free IP address on the

ET/SL-5MS-MDMs subnet.

*  Route to Gateway: (default = Disabled) When enabled the ET/SL-5MS-MDM will send all
messages destined for foreign subnets to its Default Gateway configured in the System Set-
tings configuration page.

10.6 Configuring IP addresses for Server and Client
mode

Configuring the correct IP addresses is critical to ensure the messages are routed through the ET/
SL-5MS-MDM correctly. Please keep the following in mind while configuring the switch:

* Dial-In usage scenario: The PC dialing in as the client and the ET/SL-5MS-MDM answering
as the server must be on the same subnet mask. When configuring the Client IP in the PPP

)
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Settings verify it is compatible (on the same subnet) as the switch and the devices connected
to the switch.

* Dial-Out usage scenario: For the ET/SL-5MS-MDM configured as a client to call out it must
be on a different subnet as the PC that is receiving the call. When you assign the IP address
to the ET/SL-5MS-MDM and the devices connected to the ET/SL-5MS-MDM verify that they
are not compatible (not on the same subnet) as the Range of IP addresses configured in Win-
dows PC Remote Access Services (RAS). The Default Gateway in the devices connected to
the client ET/SL-5MS-MDM must be set to the IP address assigned to the ET/SL-5MS-
MDM.

* Site-to-Site usage scenario: For the SL-5MS-MDM configured as a client to call out it must
be on a different subnet as the SL-5MS-MDM that is receiving the call. When you assign the
IP address to the Client SL-5MS-MDM and the devices connected to the Client SL-5MS-
MDM verify that they are not compatible (not on the same subnet) as the IP address in the
Server SL-5MS-MDM and the Client IP in the PPP Setting configuration page. The Default
Gateway in the devices connected to the client ET/SL-5MS-MDM must be set to the IP
address assigned to the client SL-5MS-MDM. The Default Gateway in the devices connected
to the server SL-5MS-MDM must be set to the IP address assigned to the server SL-5MS-
MDM.

10.7 Remote Users

Create a database of users that will be authorized to make a PPP connection to the SL-5MS-MDM
configured as a PPP Server.

Industrial Ethernet Remote Users
Managed Switch

| Help

Guick Setup  Haip index Configure remote users for PPP access to local network.

t-1Managed Switch Menu |Enabled
[+ Monitoring
1-15atup =
£+1 Main Settings
t-1 Modem Access Seftings
= Kodem Settings
+ PPP Setings
+ Remote Userns
+ Routing
= Dial-out Messaging
t+1 Redundancy Settings
£+1 Trafffic Priority
£+1 Multicast Filtaring (1GMP)
£+ Wirtual LANs (VLANs)
t+1 Advanced Operations

User | Password || Security |Fhoncnumbnr

Nona b

ajojo|ojo

Modet Ethemned-Modem
Serind raeker S000505
Firmerars rev: 3.5

MAC sddress 00a0 16 3820057

ojojojo

e
AT Etrwereet-Modem

P 1921681 54 S ——————
addrazs: Commit Changes

Location:  =Zef location of swichs
Contact  <Set name (and e-mall) of contact
Tor swilcha

Usoge subject fo Softwars License .

« Enabled: (default = Disabled) Enable or disable a user without changing his or her configu-
ration.
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* Disabled—Do not accept calls from this user.
* Enabled—Accept calls from this user.
User: Specify the user name. User names must be unique and may be up to 16 characters.

Password: Specify the password for the user. Passwords are case sensitive, may be up to 32
characters, and may contain letter, digits, and punctuation.

Phone number: Specify the phone number for the user. More than one user may use the
same phone number. The phone number may be used to match the number provided by
caller ID and may be up to 32 characters.

Security: Choose the security level for this user.

10.8

*  None — When the user calls in, the connection will be maintained and the user may use
the system.

* Caller ID — When the user calls in, the connection will be maintained if the calling num-
ber matches the configured number.

Routing

Enable Router Information Protocol (RIP) on the PPP and/or Ethernet Interfaces.

Industrial Ethernet Remote Users
Banaged Switch

| Help

Guick Setup  Haip index Configure remote USErs for PPP SCcess to 10cal network.

t-1Managed Switch Menu |Enablea
I+1 Monitoring
1-1Setup =
£+1 Main Settings
t-1 Modem Access Seitings
+ Kodem Settings
+ PPP Settings
+ Remote Usens
+ Routing
+ Dial-out Messaging
0+ Redundancy Senings
t+1 Trafffic Priority
£+1 Multicast Filtering 1GMP)
£+1 Winual LANs (WLANs)
[+ Advanced Operations

User || Password | security || Phone number

Nong »

ajoyogjoyo

Mot Ettermet-Modem
Seripd raerber, 5000505
Firmrerare ren: 3.5

MAC addras: 000801 382057

THE

ojo|ayo

e
Iarne: Etreearet-Scdem

P 1921681 54 —_—
addrazs: Commit Changes
Location: <Zef location of swichs
Contact  «Sef name [and e-mall) of contact

for swilcha

Usage subject to Software Licenge >
RIP mode: (default = disabled) Choose to enable/disable the use of the RIP protocol. This pro-
tocol is used to exchange routing table information between two ET/SL-5MS-MDMs through

a PPP connection, or between one ET/SL-5MS-MDM and one or more router(s) on the Ether-
net connection.

Send: (default = version 2) Select the method the RIP protocol will use to request routing
table information.

)
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*  Receive: (default = version 2) Select the method the RIP protocol will use to accept routing
table information in either responses or unsolicited messages.

10.9 Dial-In Scenario Configuration

For the typical dial-in scenario, the PC that is calling in (the client), the ET/SL-5MS-MDM that is
answering (the server) and the device(s) connected to the ET/SL-5MS-MDM must be on the same
subnet mask. Before you attempt to make a connection make sure all the IP addresses for all the
devices are appropriate for the configured subnet. You may also need to set a Gateway in the
devices connected to the 5MS-MDM. See the example below.

PC

IP: 192.168.0.2

Mask: 255.255.255.0

Gateway: 192.168.0.54

IP: 192.168.0.1 =
W Fthemet
Telephone ; I\i\— e
file&rork - EhoneLin ¥ —Ftharnat : | ﬁﬁﬂj

SL-5MS-MDM 0 = SIXNET IPM e
IP: 192.168.0.54 IP: 192.168.0.3
Mask; 255.255,255.0 Mask: 255.255.255.0

Gateway: 192.168.0.54

10.9.1 Configuring a 5MS-MDM as a Server

The ET/SL-5MS-MDM, as the Server, will need to assign an IP address to the PC when it dials in,
so you must define an IP address that is not being used on the ET-5MS-MDM's LAN. Then a list of
remote users must be added so only someone from that list can connect to the Remote Network.
Just follow the steps below:

1. The first step is to assign an IP address to the ET/SL-5MS-MDM. To do this go to the Quick
Setup page in the ET/SL-5MS-MDM's Text UI (see the screen capture below).

’)
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Indusirial Ethernet
"'mas: b ;::ﬁ System Settings / Quick Setup

Set basic parameters to quickly configure and identify the switch. (In many cases, these are all
the seltings that are necessary.)

Grick Setup  Hedp inday

t-1Managed Switch Menu
[l_*l HMonitoring
IS etup Network Settings
[+ Advanced Operations
Mot Ethrnet-biodam |DHI=I’ " Dizabled » |
Sarial Furibes SO00S0S
Fra— 1P address [[ 92168054 |
MAC address: 00a0t ot Je 20 57 [
s t mask " 785 255 25510 |
Mame:  Ethemet Modem
[ 1921681 54 |Ddﬂl.lﬂ “m " nong |
akdress:
Location: Remote Locabon Primary DNS none
Cortact JoesmahieAomatonCompant’ Com server
Secendary DNS I ‘
Usage subject 10 Saltwars Licanss nong
Agpesmart, ESEVAL
Domain [ |
NTP server " none ”Timuono" AmencaMew_vork ~ |

Hﬂndlmdmn'[ prmcel” Rapid Spanning Tree Protoool » ”

System Identification

2. Next, go to Remote Access Settings>PPP Settings to set the PPP mode in the ET/SL-5MS-
MDM to Server.

3. Then, configure the Server settings to include the IP address that will be assigned to the
Windows PC dialing in.

PPP Settings
Industrial Ethernet

Managed Switch Help
Set PPP parameters

Guick Selup  Help Index

-1 Managed Swiich Menu
[+1Monitoring
=15etup PFF Client Settings
£+1 Main Setiings
t-1 Modem Access Settings

PPP mode Server bt

+ Modem Settings User name
+ PPP Settings
+ Remaote Users Server phone number
+ Routing
+ Dial-our Messaging Password
i+l Redundancy Setings =
£+1 Traffic Priority Idle timeout s
C+1 Multicast Filtering (GRMP)
o+1 Wirual LANS (WVLANS) Default route ’7
t+1Advanced Operations
Server calls back
Modiet Ethermed Modem
Sahd bS5 Switch's phene number
Firdraars id: 3.5
MAC sddress: 00 o1 o 3e 2057
== PPP Server Settings
Mame: Etherret-Sadem
P 1921881 .54
e Client IP | 192.168.1 1
Location: =5at location of swichs
Conkact  =<Sed name (ond e-ma) of contact Route to gateway I Enshled
for swilch
e ookt 1 Srifhams | enee w [TCammit Chanoes! |

4. Finally, add a list of Remote Users that will be allowed to dial-in and access the remote
devices. In this case the default User name of PPPLink and password Link2Sixnet was used.

r
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Industrial Ethernet
HManaged Switch

Guick Sefup

-1 Managed Swilch Menu
I+1 Monitoring
[-1Satup
L+1 Main Settings

t-1 Modem Access Seftings

+ Kodem Settings

+ PPP Settings

+ Remote Usens

+ Routing

+ Dial-out Messaging

t+1 Redund ancy Setlings

t+1 Trafffic Priority

£+1 Multicast Filtering (IGMP)

t+1 Wirtual LAMs (WLANs)
[+ Advanced Operations

Haiip indax

MODEM ACCESS SETTINGS (-5MS-MDM ONLY)
DIAL-IN SCENARIO CONFIGURATION

Remote Users

Configure remote users for PPP 3Ccess o local network,

Enabled|| User || Password | security

FPhone number

=
3

Nong »

Mot Ettermet-Modem
Serind reember; 5000505
Firmerare ren: 3.5

MAC sddrass 00a01a 382057

Name:  Ethesret-Modem

P 1921681 54

addnass

Location: <Zef location of swichs

Ojo|joyjo|jajojaja)yo

Congact  «Sef name [and e-mal) of condact

fior swilchs:

Usoge subject 1o Software Licenge

10.9.2 Configuring a Microsoft Windows PC as a Client

To successfully configure Microsoft Windows to dial you first need to have a modem installed. Refer
to the user manual of the modem used for instructions on how to properly install the modem. Then
follow the steps below.

1.

2.

Windows will open a Network Connections window.

Click the Next button.

Select Connect to the network at my workplace. Click Next.

New Connection Wizard
Network Connection Type

What do you want to do?

() Connect to the Internet
Connect to the Intemet so you can browse the Web and read email.

Connect to a business network {using dial-up or VP N} so you can work from home,
afield office, or another location.
() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

< Back ” Neat = ][ Cancel

Go to Microsoft Windows Control Panel and select Network connections.

Go to File>New connection, which will open the new connection wizard.
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6. Select Dial-up connection. Click the Next button.

New Connection Wizard
Network Connection
How do you want to connect to the networle at your workplace 7

Create the following connection:

and a regular phone line or an Integrated Services Digital
Metwork {ISDN) phone line.

() Mirtual Private Network connection

Connect to the network using a virtual private network (VP N} connection over the
Intemet.

[ < Back ” Neat = ][ Cancel ]

7. Enter unique company name for this connection. In this case we will use Sixnet. Click Next.

New Connection Wizard
Connection Name
Specify a name for thiz connection to your workplace.

Type a name for thiz connection in the following box.

Company Mame

iSIXNET

For example, you could type the name of your workplace or the name of a server you
will connect ta.

[ < Back ” Mest » ][ Cancel ]

8. Enter in the phone number of the phone line that the ET/SL-5MS-MDM is connected to (the
phone number is 5554444 in this case). Click Next.

9. Select the availability of the use of this connection on that computer. Click Next.
10. Click Finish to finish the wizard. A connect window will open.

11. Enter in a user name and password that has been configured in the Remote Users page of
the ET/SL-5MS-MDM that is being called. In this case the default User name PPPLink and
password Link2Sixnet are used.

12. Click the Dial button to initiate the call.

)
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Connect SIXNET |E| E|

User name: i PPPLirk. |

Pazzward: ioooooooooool |

[[] Save this user name and password far the following users:

Dial: |FE54444 v|

[ Dial H Cancel ][ Froperties ][ Help ]

13. When the connection is successfully established the dial-up icon that was created will show
that it is connected and you will now be able to access devices connected to the ET/SL-5MS-
MDM.

10.10 Dial-Out Scenario Configuration

For the typical dial-out scenario, the ET/SL-5MS-MDM that is calling (PPP Client) and the
device(s) connected to the ET/SL-5MS-MDM must be on a different subnet mask then the PC
answering (PPP Server). Before you attempt to make a connection make sure all the IP addresses
for all the devices are appropriate for the configured subnet. See the example below.

IPM1

IP: 192 168.0.2

Mask: 255.255.255.0
Gateway: 192.168.0.54

— r T 1

i Telephone . .
- | e —FEthemet—p" - ) Ko tvark one Lin
mm— Ethernet e o = —

IPMA Modem

ik Windows PC
IP: 192.168.0.54 ;V;F;;‘;V;Sr :c[i?dressew
Mask: 255.255.255.0 192.168.1.1

B 192.168.1.2

IP: 192.168.0.1
Mask: 255.255.255.0
Gateway: 192.168.0.54

10.10.1 Configuring a 5MS-MDM as a PPP Client

The ET/SL-5MS-MDM-1, as a Client, will call a predefined number when it receives an IP address
destined for a foreign network or one that does not have the same IP address scheme. When a PPP
connection is established the ET/SL-5MS-MDM-1 will obtain an IP address from the PC configured
as a Server on its modem port.

’)
8
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1. The first step in configuring the ET/SL-5MS-MDM-1 is to assign an IP address that matches
the IP addresses assigned to the device(s) connected to the Ethernet modem's local LAN
(Ethernet) ports. To do this, go to the Quick Setup page of the Text UI (See screen shot

below).
Industrial Ethernet System Settings / Quick Setu
Managed Switch ys g Q P
QuitkSelup  Help lndax Set basic parameters to quickly configure and identify the switch. (In many cases, these are all
t-1Managed Switch Menu the settings tat are Necessary.)
r[fl Manitoring
IS ntup Network Settings
[+ Advanced Operations
Mot Etfarmet-Wodam |DHGF " Disabled |
Sarial Mt SOO0S0S
Rt Eh s 1P adaress [[ 92 168054 |
WA aiddres: 0000t 1ok 2057
|summ mask " 255 255,255 |
P imiens |I:lar:u.||t gateway " none |
mddress:
Lozation: Remat Location Primary DNS none
Cortact  JossmdhRa A0mationCOmpany’ Com server
Secondary DNS I ‘
Lizaps subisct 10 Sofleding Licnis nong
Sqpesent i leA1r
[pomain [ |
|NTF server " none ||T1muon||l AmencaMew_vork ~ |

Hmuunqu prmcel” Rapid Spanning Tree Protocal v ”

System ldentification

2. Next, the Ethernet Modem should be configured to Client mode so it can know to dial-out
and initiate the PPP connection. To do this, go to Setup>Modem Access Settings>PPP Set-
tings and select “Client” as the PPP mode (See the Screen Shot below).

3. Next, the client parameters should be selected. To do this, go to Setup>Modem Access Set-
tings>PPP Settings>Client settings. Set the User name and Password to the same as what
the PPP server is configured to accept (the default user name and password is shown below).
The Server phone number is the phone number connected to the PPP server. Set Default
route to Enabled and Idle Timeout as desired.

)
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Industrial Ethernet
nﬂanag:rl Swhr; PPP Setlings
Help

Quitk Setup  Halp index Set PPP parameters

I-1Managed Swiich Menu
t+1 Monitoring
[=18etup
£+ Main Settings
t-1 Modem Access Seiiings
+ KModem Settings
+ PPP Settings

PPP mode Client ¥

PPP Client Settings

+ Ramote Users User name PPFLink
* Routing
+ Dial.out Messaging Server phone number 5554444
£+ Redundancy Setlings
£+1 Traffic Priority Password ——

£+1 Multicast Filtering (IGMP)

1) -
£o2 Virual LANs (VL ANs) Idle timaout "
t+1Advanced Operations Default route Enabled v
L0 Etreeamiet-Modem Sarver calls back Dizablad
Sarial ke 5000505
Finmrare rev: 3.5 Switch's phone number
MAC address: 00601 d 38257
Mame:  Ethemet Modsm PPP Server Settings
P 1521681 54
adrans:
Location: Remote Location
Contact:  JoasmithasLt smationoHTDanNy oom Client IP

Route to gateway[ [~

Usage sublect 1o Joltwars License
Agreement.

w

4. Finally, RIP (Routing Information Protocol) version 1 needs to be enabled on the PPP inter-
face so the PC and the ET-5MS-MDM can exchange routing information. To enable RIP go to
Setup>Modem Access Settings>PPP Settings>Routing. Set the RIP mode to Enabled on the
PPP interface, and select RIP v1 for both Send and Receive (See screen shot below).

Inclustrial Ethernet x
Managed Switch Routing

Guick Setup  Heip Index Canfigure Routing Information Protocol

t-1Managed Switch Manu Mame|| RIP moda Send Raceive
41 Monitoring

L-1Setup PPP (| Enabled |» ||[ FdPw1 w1 RIPwT
£+ Kain Setiings

t-1 Modem Access Settings LAN || Disshled v ] . l

+ Modem Settings

+ PPP Settings
* Remote Users
+ Routing
+ Dial-out Messaging

i+ Redundancy Settings

£+1 Traffic Priority

43 Multicast Filering (IGMP}

E1Wimual LANS (VLANS)

L+l Advanced Operations

Mot Ethwaned-Sodom
Sarial ruember SO00S05
Firstiacaid rin: 3.5

MAC sddrass: 00l o 3a: 20057

Mame:  Bthernet Modsm

® 1921881 54

addrass:

Location: «Set location of swichs

Contoct:  <5ed name (and e-mal) of contact
o swilchs

Lisnee sublect to Software License: ¥

10.10.2 Configuring a Microsoft Windows PC as a PPP Server

To successfully configure the Windows PC as a Server you should already have a modem installed.
Refer to the user manual of the modem used for instructions on how to properly install the modem.
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Then follow the steps below. The PC must be configured to accept incoming connections and set to
enable RIP.

1. To add RIP listener as one of the enabled windows components go to Windows Control Panel.
2. Click on Add or Remove Programs.

3. Click on Add/Remove Windows Components.

4. Highlight Networking Services and click on the Details button.

5. Check the RIP Listener check box and click OK. Click Next then Finish.

Networking Services

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subgomponerts of Networking Service

M= er
O g Simple TCP/IP Services
O gUni\rersal Plug and Play

Description:  Listens for route updates sent by routers that use the Routing Information

Protocol version 1 (RIPv1).

Total disk space required: 0.0 ME
Space available on disk: 21051.2 ME

[ ok ][ canca |

Next, a new incoming connection must be configured so the PC knows to answer the PPP connec-
tion. To set up the incoming connection use follow the following steps.

1. Go to Windows Control Panel and Click on Network Connections.
2. 'To start a new connection go to File>New Connection.
3. When the new connection wizard starts click Next.

4. Select Set up an advanced connection.

New Connection Wizard
Metwork Connection Type
‘What do you want to do?

() Connect to the Intemet
Connect to the Intemet so you can browse the Web and read email.

() Connect to the network at my workplace

Connect to a business networlk {using dial-up or VP N) so you can work from home,
a field office, or another location.

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

r
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5. On the next page select Accept incoming connections.

New Connection Wizard
Advanced Connection Options
‘Which type of connection do you want to set up?

Select the connection type you want:

ling, or a direct cable connection.

() Connect directly to
Connect to another computer using your serial, parallel, or infrared port.

6. Select the modem that installed on the computer that will be answering the call (Lucent Win
Modem in this case).

New Connection Wizard
Devices for Incoming Connections
You can choose the devices your computer uses to accept incoming connections.

Select the check box next to each device you want to use for incoming connections.

Connection devices:
& Lucent Win Modem
O % Infrared Port (IRDAT-D)
O ¥ Direct Parallel {LPT1)

7. In the current user list click on the Add button to add a new user.

8. The User name and Password in the new user should match the user name and Password
configured in the ET/SL-5MS-MDM-1. In this case the default Sixnet user name PPPLink
and password Link2Sixnet are used.

New User 2 g|
User name: ! PPPLink !
Full name: | |
Password: |loooooooooo |
Confirm password: !oooooooooool !

[ ok ][ cance |

’)
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9. Select the active users that will be used as valid PPP connections. In this case only the new
PPPLink user was selected.

New Connection Wizard
User Permissicns
You can specify the users who can connect to this computer.

Select the check box next to each user who should be allowed a connection to this
computer. Mote that other factors, such as a disabled user account, may affect a user's
ability to connect.

Users allowed to connect:

B ¥ Administrator |
[] # Enginesring {(Engineering} ‘

O @ Guest

DQ HelpAssistant (Remote Desktop Help Assistant Account)
& PPPLink

[] 7 SUPPORT 388945a0 (CN=Microsoft Comoration,L=Redmand, 5=Washingt: ¥
< ¥

| Add... |[ Remove ][ Properties ]

10. Click Next. Select the Networking protocols you will use across the PPP link. In this case all
protocols were selected, but only TCP/IP is required.

New Connection Wizard
Networking Software
Metworking software allows this computer to accept connections from other kinds
of computers.

Select the check box next to each type of networking software that should be enabled
for incoming connections.

MNetworking software:

Intemet Protocol A |
Client for Microsoft Networks v I
el

Description:
Transmission Control Protocol/Intemet Protocol. The default wide area network protocol
that provides communication across diverse interconnected networks.

11. Highlight TCP/IP and click on the Properties button.

12. To assign an IP address to your PC and the PPP interface on the ET/SL-56MS-MDM select
Specify TCP/IP addresses and enter two consecutive IP addresses in the From and To. The
lower of the two addresses will be assigned to the PC and higher will be assigned to the
Modem port on the Ethernet modem. In this case 192.168.1.1 will be assigned to the PC and
192.168.1.2 will be assigned to the Ethernet modem.

r
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Incoming TCP/IP Properties

Metwork access

[ Allows callers to access my lacal area netwark

TCPAAP address assignment
() Assign TCPAP addresses automatically using DHCP

(&) Specify TCPAP addresses

From: | 192 e . 11

Io: BRI
Total: X

[] Allows calling computer ta specify its awn P address

Ok Cancel

10.11 Site-to-Site Scenario Configuration

In the typical site-to-site scenario, the Ethernet Modem that is calling (PPP Client) and the Ether-
net Modem that is answering (PPP Server) must be on different subnet masks. Before you attempt
to make a connection make sure all the IP addresses for all the devices are appropriate for the con-
figured subnet. See the example below.

IPM

IP: 192 168.0.2 IPM2
Mask: 255.255.255.0 IP: 192.168.1.2
Gateway: 192.168.0.54 Mask: 255.255.255.0

Gateway: 192.168.1.54

Telephone
MNetwark

IP: 192.168.0.54 P 192,168 I;"“;,EM
IP: 192 168.0.1 Mask: 255.255.255.0 :192,168.1. oo
Mask: 255.255.255.0 Mask: 255.255.2550  \PCZ
Gateway: 192 168.0.54 Magk: 556 955 256.0

Gateway: 192.168.1.54

10.12 Introduction to Dial-Out Messaging

Dial-out messaging was intended for a PL.C or RTU to send a message to a pager or SCADA PC by
simply turning on a 10-30VDC discrete output. In this way the SCADA PC or technician can be
alerted of a problem, and call in using the Dial-In usage scenario to connect to SL-5MS-MDM and
address the problem. The two methods of alarm in this feature are numeric and serial. A basic
explanation of how dial-out messaging works will be covered in this introduction.

*  Numeric: When the SL-5MS-MDM is configured for numeric messaging and the 'From PLC'
input is energized the predefined number is called and after a pause additional numbers are
sent. This is similar to the way the numbers are punched in a phone to call a pager manu-

’)
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ally. A specific time elapses before the numeric message can be entered. This can alert a field
technician of an alarm on the connected PLC.

Serial: When the 'From PLC' input on the SL-5MS-MDM is energized it will dial a pre-
defined number to another modem. After the modem-to-modem connection is established the
SL-5MS-MDM will send a predefined ASCII message to be received by a PC running SCADA
software. Optionally, the SL-5MS-MDM will look for an acknowledgment message and reset
the message if no acknowledgment is seen.

10.12.1 Dial-Out Messaging Settings

Configure the SL-5MS-MDM to send a numeric or serial (ASCII) message upon an alarm.

Indusirial Ethernat
Managed Switch

Dial-out Messaging

Help
Quick Setup  Help Index Configure dialing out based on digital input
t-1Managed Switch Menu Digital Input action Ensbled
L+1 Monitoring
t-15emp Primary phene numbe 6564444
t+1 Main Seftings J¥;pltene ! !
©1 Modem Access Settings Secondary phene number
+ Modem Setlings dollz
+ PPP Sattings Number selection Allemate
+ Remote Users
+ Routing Retry limit 2
+ Dial-out Messaging ZEE -
t! Redundancy Seftings |R|l delay (seconds 120
£+1 Traffic Priority vy LS !
t+1 Multicast Filtaring (IGMP) I i
€41 Virtual LANS (VLANS) Message type Murngric
t+1Advanced Operations IM'““. 5 41181 l
Modet: Etremet-Modem |5md message delay (seconds) 20 |
Serisl rrener SO00505
Firstraras revw. 3.5 IACK Message |
AL stidress: 00 o1 d Je:2e:57
|Mnu¢t resand limit
M, Elbwried Mider
L 152168154 |Message resend delay (seconds)
address:

Location: Remote Location
Corkoct Joesmthmtomationcompany com

| Cammit Ehawées

Usnms subeet 10 Sotwang Licende
LFeLert.

W

+ Digital input action: (default = Disabled) Specify the action to take when the digital input is
energized.

* Disabled—Ignore the digital input.
* Enabled-Dial out and send message.

+ Primary and Secondary phone number: (default = Blank) Specify the primary and secondary
phone number. The value may include digits (0-9) and commas. A comma causes a delay in
dialing (as configured in Modem Settings). For example, if you must dial 9 to get an outside
line and then wait for a dial tone, the phone number might be configured as 9,,555-1234.

*  Number selection: (default = Alternate) Specify how the primary and secondary phone num-
bers will be used for dialing out.
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*  Primary—Use only the primary number.
* Alternate—Alternate between primary and secondary numbers.
* Fallback—Try the primary number until retry limit is reached then try secondary.

*  Retry limit: (default = 2) Specify how many times to retry dialing before giving up. If set to
zero, the modem will dial once and give up.

+  Retry delay: (default = 2) Specify long to wait between redial attempts.
*  Message type: (default = Numeric) Specify how Message is handled after connecting.

* Serial-Send the text specified in Message via the modem after connection. This simu-
lates a user dialing in to a remote modem and typing a message.

*  Numeric—Dial the digits in Message to send a numeric page after dialing. This feature is
used for numeric paging to pagers and cell phones only. A modem-to-modem connection
is not established.

Note: Only the Primary phone number is used for Numeric messages.
*  Message: (default = Blank) This is the message to send.

*  Send message delay: (default = 2) For numeric messages, specify how long to wait after dial-
ing before sending Message. For serial messages, specify how long to wait after connecting
before sending Message.

+  ACK message: (default = Blank) Specify acknowledgment message expected from remote
system after sending Message.

*  Message resend limit: (default = 2) Specify how many times to send Message before giving
up. If set to zero, the modem will send the message once then give up.

«  Message resend delay: (default = 2) Specify how long to wait before resending Message if
ACK Message isn't received.

10.12.2 The Ethernet Modem Sends an ASCIlI Message

This section defines how an ASCII serial message can be sent to a remote computer through a
modem by simply energizing the 'From PLC' input on the Ethernet modem. The ASCII message in
this tutorial is sent to HyperTerminal (a terminal program distributed with the Windows Operating
system), but any program that accepts ASCII messages can be used to receive the alarm message
sent by the Ethernet Modem. More information on sending messages to specific devices can be
found in technical notes 648 and 649 on http://www.redlion.net.

All configurations should be done in the Dial-Out Messaging configuration window under the
Remote Access Settings menu.

1. First, set the Dial-input action to Enabled.

2. Enter the phone number of the modem attached to the answering PC in the Primary phone
number field.

3. Set the Message Type to Serial.

’)
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4. Enter the desired serial message in the Message field. In this example <RemoteLocation> to
match the Location name of the switch in the system settings, so the destination PC can
determine which location is calling in.

5. Inthis example the Message resend limit delay is set to 2 indicating the number of times the
Ethernet Modem will send the Message once there is a modem to modem connection.

6. The ACK Message is set to OK which will be the message that tells the Ethernet Modem to
stop sending the message.

Indusirial Ethernat

Dial-out Messaging
Managed Switch

Help
Guick Sefup  Help Index Configure dialing out based on digital input
E'Jﬂanag_sli_Swill:h Menu Digital input action Enabled
L+1 Monitoring
t-1Setup Primary phene numbe 5554444
£+ Main Setiings i L -

t-1 Modem Access Settings

+ Modem Settings Secondary phone number

+ PPP Sattings Number selection Allemate
+ Remote Users
+ Routing Retry limit 2

+ Dial-out Messaging

i+ Redundancy Seflings

£+1 Traffic Priority

£+1 Multicast Filtering (IGMF)

L+ Wirual LANs (VLANs)
t+1Advanced Operations

Mokt Etfwermed-Modem
Serisl reemier SOO050S
Firstrarss pev. 3.5

MAC sddress: (0 sl o 3e:2e 57

Mame  Ehemel Modss
[ 152,188,154
address:

| Retry delay (seconds)

120

lMessage type

Mumeric

IMulagt

5.411#.1 l

| Send message delay (seconds)

20 |

IACK Message

| Message resend limit

|Message resend delay (seconds)

Location: Remote Location
Corkoct Joesmthmtomationcompany com

| Cammit Ehawées

Usnms subeet 10 Sotwang Licende
LFeLert.

10.12.3 Configuring HyperTerminal

You should already have a modem installed on your computer before you follow the steps below.
Otherwise, refer to the user manual for your PC modem for instructions on how to install and set it

up.

1. Go to Control Panel>Phone and Modem options to determine the serial port that your
modem is connected to.

2. Open HyperTerminal. Normally you can find it by going to Start>Programs>Accesso-
ries>Communications>HyperTerminal but this may vary slightly with the PC. Enter a name
for your connection.

3. Under Connect Using select Direct to Com “X”, where “X” is the COM port the modem is con-
nected to.

4. Enter the desired Bits per second, data bits, parity, stop bits and Flow control. Click OK.

5. You should be at a blank screen. Type ATS0=1<enter> to verify the modem is set to auto-
answer. The modem should respond with an OK (See the screen-shot below).
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10.12.4 Trigger the Ethernet Modem

Connect the Ethernet modem to a phone line and apply 10-30 VDC to the From PLC input and
watch the Hyper Terminal screen. When the message from the Ethernet Modem is successfully sent
your HyperTerminal window should look like the screen-shot below.

“& Test - HyperTerminal

File Edit Yiew Call Transfer Help

D = 3 0y

ATSB=1
0K

RING

CONNECT 9600

<Remotelocation>
<Remotelocation>
<Remotelocation>

+++

NO CARRIER

Connected 0:03:05 | Autodetect 9600 8-k SCROLL CARs ium | Septure | Prink echo

’)
8
sixnet® Series SLX Managed Switch Software Manual -110 - red Ien



OTHER SPECIAL FEATURES REVISED 2016-03-15
NETWORK TIME PROTOCOL LP0978

Chapter 11 Other Special Features

11.1 Network Time Protocol

You can define an IP address for a time server on your network. On startup, the switch will contact
the server you specify to acquire the current time. Then any time stamped information will use this
time. You can also define the time zone in which the managed switch resides.

Indusirial Ethernet
Rl System Settings / Quick Setup

Help
QuickOelup  Hielp index Set basic parameters to quickly configure and identify the switch. (In many cases, these are all

-1 Managed Switch Menu the settings that are necessary.)

+1Monitoring
LISemp MNetwork Settings
[+l Advanced Operations
Modet Managed-Switch 1DHGF || Cisabled + |
Sarisl rumbr 216
Firmivaai's pav: 5.5.1000 |II' address || 10.201 |
MAC sddress: (0t alhi 457 k08
|Subr||t mask || 285.0.00
Mame:  Managed-Swich
L 10201 1I:Ill“l.l.ll‘.t gateway || nong
addrass:
Location: Switch Panel T Primary DNS e
Congact  JoesmihdBamgomationcompany com server
Usage subject to Software License f:r‘::'f"’ms none
Agrecmert.
lnnmun ||
lNTP server || none ||Tlm¢zom|| AmanaMNaw_ Yok b |

" Redundanay protocel || .-Flnpid Spanning Tree Frofocol |+ |

System Identification

« NTP server (default = none): The IP Address of an NTP server from which the switch may
retrieve the current time at startup.

+  Timezone (default = Unset): The local time zone such as America/New_York for the East
coast of North America.

11.2 Set IP Per Port

The switch may provide an IP address to one device on each network port. This feature may be
turned on and off for the whole switch and individually controlled for each port.

The switch responds to DHCP requests by providing a statically-configured IP address to the first
device to request one. The DHCP lease does not expire.
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Industrial Ethernet Set IP per Port
Managed Switch p
QuickSetin . Hei ey Automatically 3ssign IP addresses to devices based on the switch port that they connect
t-1Managed Switch Menu Inrough _
w3 Monitoring © Do not provide IP address to any device
1S atup @ Provide addresses to devices on ports enabled below
-1 Main Settings
+ System Sett
e m,“;" Security Port|[Name|[Enabled Address
* Pon Seitings
+ Pon Rirroring 1 port_ll -
+ SHMF Notifications
* Set P per Port 2 |port_2 10.1.0.20
£ Redundancy Settings
e ey g e
+]
e g g o] & e
41 fAdvanced Operations 5 pol‘[_ﬁl 0
e 6 Jlpot s O
Firmiseare rev: 35,1000 7 | port ?I = 101023
MAC address: 00ued: 1o 37 0k ca =
o g port_Bl 0
P 10201
ackireas: i Durt_B] O
Location: Cortrel Panel 7
COPMBCt ADeSmiNR OB RACHTGaY Com (Commi Changes |
Usags subject 10 Zoftein Licinss
Aigaierart. e

* Enabled: When this box is checked, the switch will handle DHCP requests for the port.

* Address: This field specifies the address to provide in response to DHCP requests.

11.3 DHCP Server

The switch may provide an IP address to other devices.

The switch responds to DHCP requests by providing a random IP address from the configured pool.

’)
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A DHCP SERVER

www.sixnet.com Hedlp

Configure the DHCOP senver

DHCP SERVER
Industrial Ethernel Managed Switch

Server S5tate deabled =
Address Pool Start 000000 000 000
Address Pool End 000 000 000 000
Lease Time (Days) 0 = [ mbnite
Lease Time (Hours) —

=1 Manngped Switch Mamu

oty
Commat Changes

Server State

When set to disabled the DHCP server ignores DHCP requests. When set to enabled the server will
respond to requests with an address from the configured pool.

Address Pool Start

The lowest IP address to be given out. This IP must be on the same subnet as the configured system
IP address, and the system IP address must not be between Address Pool Start and Address Pool
End.

Address Pool End

The highest IP address to be given out. This IP must be on the same subnet as the configured sys-
tem IP address, and the system IP address must not be between Address Pool Start and Address
Pool End.

Lease Time

The lease time may be configured in days and hours. After the lease time elapses, the device is
expected to request a new address. Checking the infinite check box will cause the server to give out
leases which do not expire.
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Chapter 12 Security Settings

12.1 Security Overview

The managed switch offers several ways to secure access to its management functions. It can be
remotely managed (monitored and configured) via the following methods:

*  Telnet-This accesses the terminal or CLI interface (same as you would get through the con-
sole serial port) but over the Ethernet network. This type of access offers only password pro-
tection (authentication) but no encryption.

*  SSH-Secure Shell, like Telnet, accesses the terminal or CLI interface over the Ethernet net-
work. It offers both password protection and encryption.

*  SNMP/SNMPv3-This method accesses the Management Information Bases (MIBs) using an
SNMP server or master utility. Standard SNMPv1 or SNMPv2 has password security.
SNMPv3 adds encryption.

HTTP/HTTPs —This method access the web interface. Standard HTTP has password secu-
rity. The more secure HTTPS adds encryption through SSL (Secure Socket Layers) or TLS
(Transport Layer Security).

Note: The best security method is to turn off or disable any access methods that you are not
using.

’)
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12.2 Remote Access Security

This screen allows you to set your remote access security settings. To access the Remote Access
Security, select Setup from the Main Menu, and then select Main Settings.

€ - € [[19216803 ) =
m REMOTE ACCESS SECURITY
www.sixnet.com Help
Prevent unauthorized access by specifying how the switch can be remotely managed. For best security, disable access methods you do not intend fo use
SNMP access |Basic and secure SNMP access v
Terminal access | SSH and telnet access v
Industrial Ethernet Managed Switch R (TP access =
QuickSetup  Help Index SNMP firmware loading | Disabled ¥

t-1Managed Switch Menu Command line access Enabled v

[+] Monitoring Automatic logout © Disabled © After|5 minutes
-1 Setup
(-1 Main Settings
. g&‘ﬂezﬂ ‘5“!“1'"555 ) Name Password Confirm password
* Remote Access Securl
« Port Settings . SNMP read-only public
+ Port Mirrorini =
> setlPper ik SNMP read/write private
« Switch Time Settings
+ Manage Firmware
+ Install Firmware CLI cli
« DHCP Server
1 Redundancy Settings
1 Traffic Priority ADDITIONAL USERS
+1 Multicast Filtering (IGMP)
©1Virtual LANs (VLANs)
[+1 Security Settings Name Password Confirm Password Terminal Access Web Access Delete

Terminal and web |admin

[+ Monitoring Settings 5 ‘ = — i
+1 Advanced Operations user. cli yes

Model: SLX-10MG Add User || Commit Changes
Serial number: 5019284

Firmware rev: 53.158X

MAC address: 00:a0:1d:26:92cb

Name:  SLX-10MG
192.168.0.324

feB::2a0:1dfF-fe26:92cbiB4
ion: <Set location of switch>

name (and e-mai) of contact
for switchs

Usage subject to Software License Agreement

(g

L -

elm[a Jlgloilalllm
*  SNMP Access: Choose the level of SNMP access to allow.

* None—No SNMP access allowed.

*  SNMPv2-SNMPv2 access with community string sent in clear text and no password
required.

* SNMPv3-SNMPv3 access with encrypted password.
*  Both—-SNMPv2 and v3 access allowed.

*  Terminal Access: Choose the type of terminal access to allow.
*  None—No terminal access to the switch will be allowed.

+ Telnet— Non-secure access via telnet protocol. Remote access is possible through this pro-
tocol, although all information being transacted between server and client will be sent as
clear text.

Should security be of concern, use the Secure Shell protocol instead.

*  SSH-Secure access can be achieved through the use of the Secure Shell protocol (SSH),
which implements strong authentication and secure communications using encryption.
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Using this protocol will ensure that your login information never gets sent as clear text,
keeping the switch protected against possible attacks coming from the network.

+  Both—The switch can be accessed through secure (SSH) and non-secure (telnet) terminal
access.

The switch supports these encryption algorithms for SSH:

+ 3DES

*  Blowfish
+ AES

*  Arcfour

To take advantage of the SSH capability in the switch, you will need to use an SSH client program.
There are many SSH client programs available for you to log onto the host (the switch).

Two open source SSH client programs are available on the Internet:
*  Program Name: OpenSSH for Windows
http://sshwindows.sourceforge.net/
*  Program Name: PuTTY
http://www.chiark.greenend.org.uk/~sgtatham/putty/

The SSH protocol requires some way for clients to be sure they are communicating with the
intended host. The host computes a “fingerprint” based on its key and provides that to the client for
verification. The first time a client program sees a fingerprint, it typically displays it and asks
something like “The host is offering me these credentials, should I trust it?”

If you agree, the fingerprint is stored for later reuse.

For the system to be secure, the fingerprint used for comparison must be transmitted “out of band”
(by a means other than the channel that is being secured by the fingerprint). In this case, via docu-
mentation. The RSA fingerprint for the managed switch's encryption key is created during the first
boot up and will be similar to:

1e:0£:31:39:26:3f:23:8c'ba:7e:e9:d1:56:{f:98:16

* Web Access: Choose the level of web access to allow.
*  None—No web access allowed.
+  HTTP-Basic HTTP access allowed.

«  HTTPS—Secure HTTP (HTTPS) required. Attempts to access the switch via http will be
redirected to the secure protocol.

*  Both—Basic and secure HTTP access allowed

* CLI Access: Choose the level of web access to allow.

’)
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*  Enabled—CLI access enabled.
*  Disabled—CLI access disabled.

Automatic Logout: Specify the number of minutes of inactivity before terminal sessions
automatically logout to prevent unauthorized access. The default is 5 minutes.

SNMP Read-Only Name: This parameter sets the SNMPv2 community string and SNMPv3
user name that may be used by SNMP clients for read-only access of settings. Enter your
own value if you wish to secure read-only access. (Default is “public”.)

SNMP Read-Only Password: This parameters sets the password for secure SNMPv3 access
by the read-only user. SNMP passwords must be at least eight characters long. The default
read-only password is 'publicpwd' (w/out quotes).

SNMP Read/Write Name: This parameter sets the SNMPv2 community string and SNMPv3
user name that may be used by SNMP clients for read/write access to settings. Enter your
own value if you wish to secure read/write access. (Default is “private”.)

SNMP Read/Write Password: This parameters sets the password for secure SNMPv3 access
by the read-write user. SNMP passwords must be at least eight characters long. The default
read-only password is 'privatepwd’ (without the quotes).

New Admin Password: Password set here is used for Telnet and Web Access. To change the
administrative password, select this option. (Default password is 'admin’).

Note: Passwords only support lowercase and no special characters or spaces are permitted.

12.2.1 Additional Users

Name: A user name no longer than 64 characters, containing no spaces or # symbols.
Password: A string no longer than 64 characters.

Confirm Password: Must match password.

Terminal Access: Chose the type of terminal access to allow.

Web Access: Chose the level of web access to allow.

Note: There is no upper limit on the number of users. The user list is managed dynamically.

12.3 Port Security

Port Security provides the ability to lock down a port by only allowing communication through the
switch by approved devices. Approved devices may be identified by their MAC address (“MAC-based
Port Security”) or with RADIUS credentials using 802.1X.

This feature is not available in 5MS models.

To turn on port security, check Global Port Security Enable. Then enable MAC-based or 802.1X secu-
rity for individual ports.
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Each type of security has different per-port options.

For 802.1X, you may configure:

SECURITY SETTINGS
PORT SECURITY MAC ENTRIES

* Reauthorization — When enabled, the switch will periodically reauthorize the connection.

* Reauthorization period — This is the number of seconds between required reauthorizations.

*  Quiet Period — This is the number of seconds after a failed authorization attempt when
another attempt will be processed. This may be used to mitigate brute-force authentication

attempts.

For MAC-based port security you may configure:

* Lock On Violation — when a device with an unauthorized MAC address attempts to use the
port, the port will be administratively disabled and must be manually re-enabled.

When the desired ports are configured, click the Commit button to commit the changes.

Note: If a port has MAC-based port security enabled but no MAC addresses are in the MAC
entries table, any device connected to that port will be unable to communicate with the
switch. Ensure that before security is enabled on all ports, there is at least one MAC
address in the table.

Port Name

1

W = @M = W P

(=1

port_1
port_2
port_3
port_4
port_5
port_G
port_7
port_8
port_9
port_10

Type
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

-

-

-

-

-

GLOBAL ENABLE

Global Port Security Enable

Send trap on port security violation

PORT SECURITY TABLE

Reauth Enable Reauth Period Quiet Period Lock on violation

3600
3600
3600
3600
3600
3600
3600
3600
3600
3600

Commit Changes |

12.4 Port Security MAC Entries

60
60
60
60
60
60
60
60
60
60

To add a new MAC address to a port, first enter the address. The address must be in a
“00:11:22:33:44:55” format. Next, select the port the address will be assigned to. Then, press the
ADD button. The address and port assignment will now be in the table, but will not be committed to
the switch until the “commit” button is pressed.
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To change an existing port assignment for a MAC address or to delete the MAC address, use the
port select drop-down box next to the MAC address. This allows you to change the port, or to select
“delete”. The changes will not be committed to the switch until the “commit” button is pressed.

Note: Once a MAC address is added to a port, it can only communicate to the switch through its
assigned port(s).

For example, if MAC 00:a0:1d:38:a2:8a i1s added to port 1 and is connected to port 2, it will be
unable to communicate with the switch.

Port Security
www.get2support.com
+1 (518) 8775173
Quick Selup ~ Help Index 00.d0:1a46.a36a por_1 ¥
t-1Managed Switch Menu
+1 Monitoring Entry Address Port

[-15ety

lﬂMa‘:n Settings 1 00:a0:1d29°a3:3d | |port 7 &
+1Redundancy Settings
+1 Traffic Pri;zry e 2 00:a0:1d:38:a2:8a| |por_1
0+ Multicast Filtering {IGMP)
t+1Virtual LANs (VLANs) 3 00:a0:1d:28:a37a [porl
[-1Security Settings

+ Remote Access Security

+ Port Security Enables
+ Port Security MAC Entries
+1 Advanced Operations

Model: ET-9MG-1

Serial number: 500/

Firmware rev: 3.7.1000

MAC address: 00:a0:1d:28:a3:35

Name: ET-9MG-1
10.2.041

Usage subject to Software License
Agreement

12.5 Radius Server Configuration

When a user or device attempts to use a port protected with 802.1X port security, the switch defers
credential validation to a RADIUS server. Several servers may be configured and they will be tried
in the order configured. That is the first server will be used unless it is unreachable then the second
will be tried and so on.

To add a new RADIUS server:
1. Click the "Add Server" button.
2. Enter the server IP address. The address must be in an IPv4 or IPv6 format.
3. If necessary, change the Authorization and Accounting ports from their defaults
4. Set the Shared Secret to the same one as the RADIUS server.
5. Repeat steps 1-4 for additional addresses.
6. When you are finished, click "Commit Changes" to save your addresses.

To change an existing RADIUS server:
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1. Edit the fields on the RADIUS server you wish to change.
2. Click "Commit Changes" to save your changes.

To delete a RADIUS server:
1. Click the "X" in the delete column.

2. Click "Commit Changes" to save your changes.

RADIUS CONFIGURATION

RADIUS SERVERS

P Aadress Auth Pon AcctPont Shared Secret Dabete

Add Server || Commt Changes

12.6 IPSEC Settings

IPsec can authenticate, encrypt or compress IPv6 traffic to or from a switch. The IPsec software in
this switch only affects management traffic addressed to or sent from the switch, and can only be
used when the switch is configured with an IPv6 address.

Warning: Misconfiguration on this screen may block network access to the switch's configura-
tion interface.

Configuration is done via two databases. The SPD sets the required IPsec protocols for traffic going
from or to configured hosts or networks. The SAD contains the encryption, compression and hash
parameters needed to implement the policies required by the SPD for traffic between specific hosts.

The AH IPsec protocol is used for authentication. It uses cryptography to detect that the sender has
the same hash key the receiver does. It does not provide any secrecy in transit.

The ESP protocol is used for encryption. It uses cryptography to hide the contents of traffic in tran-
sit from anyone who does not have the secret key it was encrypted with.

IPComp is used to compress traffic. It does not provide any secrecy or authenticity guarantees.

12.6.1 Security Policy Database

This section is used to create, delete, and modify SPD entries.

’)
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Caution: Take care when configuring SPD entries. If you do not configure appropriate SAD
entries to go along with them and an SPD entry affects the host you are using to con-
figure the switch, you may find yourself unable to communicate with the switch.

To create an SPD entry, click “Add SPD Rule” and set the source, destination, direction, and proto-
col requirements as appropriate. To save your changes, click Commit Changes.

To delete an SPD entry, click the X' button at the end of the row and click Commit Changes.
To modify an SPD entry, change parameters as desired and click Commit Changes.

Note: SPD entries will not apply to ICMPv6 Neighbor Discovery traffic. This allows Neighbor
Discovery to function together with IKE. (Internally, the system adds high-priority rules
bypassing IPsec for Neighbor Advertisement and Neighbor Solicitation packets.)

* Source—An address of the form address, address/prefixlen, address/prefixlen[port], or
address[port]. This specifies the source host or hosts that this policy will affect.

* Destination—An address in one of the same forms accepted by the Source field. This specifies
the destination host or hosts that this policy will affect.

* Direction—The direction traffic is traveling through the switch. If the switch's address is
specified in the source field, the direction should be Out. If the switch's address is in the des-
tination field, the direction should be In.

+  ESP-Whether to require encryption for communication between the specified hosts.
*  AH-Whether to require authentication for communication between the specified hosts.
+  IPComp—Whether to require compression for communication between the specified hosts.

*  Delete—When the button is clicked, this SPD entry will be deleted when changes are commit-
ted.

12.6.2 Security Association Database

This section is used to create, delete, and modify SAD entries.

Caution: Take care when configuring SAD entries. If the keys and SPI values are not the same
on two communicating hosts and their security policies require encryption or authenti-
cation, they will be unable to successfully communicate. You may find yourself unable
to communicate with the switch.

To create an SAD entry, click “Add Security Association” and set the source, destination, SPI, mode,
cipher, hash algorithm, and keys as appropriate. To save your changes, click Commit Changes.

To delete an SAD entry, click the 'X' button at the end of the row and click Commit Changes.
To modify an SAD entry, change parameters as desired and click Commit Changes.

*  Source—An address of the form address or address[port]. This specifies the source host (and
optionally port) for the security association.

« Destination—An address of the form address or address[port]. This specifies the destination
host (and optionally port) for the security association.
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12.7

IKE PoLICY SETTINGS

SPI-A locally unique value identifying this security association. This is assigned locally and
may be specified in hex or decimal formats. This should be at least 0x100 (256 decimal) and
must be the same on both peers in an association.

Mode—The IPsec mode to use: ESP, AH, ESP and AH, or IPComp.
Cipher—The cipher to use when an ESP mode is selected.

Encryption key—The key to use when ESP is enabled. This must be specified in hexadecimal
(beginning with 0x) and should be 24 bytes (48 digits) long for 3DES or 16, 24 or 32 bytes (32,
48, or 64 digits) long for AES.

Hash-The hash algorithm to use when an AH mode is selected. MD5 is not recommended.

Hash key—The hash key to use when AH is enabled. This must be specified in hexadecimal
(beginning with 0x) and should be 20 bytes (40 digits) long for SHA1 or 32 bytes (64 digits)
long for SHA256.

Delete-When the button is clicked, this SAD entry will be deleted when changes are commit-
ted.

IKE Policy Settings

This screen allows you to configure IKE policy for autonegotiating IPsec Security Associations over

IPv6.

Warning: Misconfiguration on this screen may block network access to the switch's configura-

tion interface.

12.7.1 |IKE Phase 1 Policies

This section may be used to create, delete, and modify ISAKMP (IKE phase 1) policies. Phase 1 is
used to securely authenticate peers.

Address—The address of the peer the policy will apply to. A policy for “anonymous” will apply
to all peers without a more specific policy.

Exchange Mode—The preferred exchange mode is the one that will be sent in any proposal to
a peer. If other exchange modes are specified, they will be accepted in received proposals.
With Aggressive, the DH Group in the sent proposal must exactly match the peer's configu-
ration.

Cipher—The cipher used to encrypt proposal exchanges. You must choose a cipher.

Hash-The hash used to authenticate proposal exchanges. You must choose a hash algo-
rithm.

DH Group—The Diffie-Hellman group used for exponentiations. Larger groups should be
more secure, but may take so long to compute that completing negotiation becomes impossi-
ble due to timeouts, preventing connectivity to the switch management interface. This
should generally be set to the same value on both peers in a connection.
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12.7.2 |IKE Phase 2 Policies

This section, together with IKE Phase 2 Algorithms, is used to configure the parameters used to
establish Security Associations between peers once they have authenticated each other in phase 1.

The policy to use is selected using the source and destination selectors from the Security Policy
Database entry or the ID payload from the received IKE packet which triggered the negotiation.
The match for any values other than “anonymous” must be exact.

*  Source-The source address to match against. The address specified should exactly match
the Destination address field in a phase 2 policy on the peer, unless either value is “anony-
mous”. The value “anonymous” matches sources not handled by other rules.

* Destination—The destination address to match against. The address specified should exactly
match the Source address field in a phase 2 policy on the peer, unless either value is “anony-
mous”. The value “anonymous” matches destinations not handled by other rules.

*  PFS Group-The Diffie-Hellman exponentiation group used for Perfect Forward Secrecy.
This may be disabled if not required, but any proposal suggesting it will still be accepted.
Larger groups may require an excessive amount of processing time during negotiation, caus-
ing timeouts.

12.7.3 IKE Phase 2 Algorithms

This section is used to configure the algorithms which may be used for phase 2. The exact algo-
rithms chosen will be an intersection between the sets specified here and on a peer.

You must enable at least one algorithm from each category (cipher, hash, and compression), even if
the switch's IPsec policies do not require one of the given protocols to be used.

The default values should be compatible with most installations.

AES (default = Enabled) Cipher
3DES (default = Enabled) Cipher
SHA1 (default = Enabled) Hash
SHA256 (default = Enabled) = Hash

MD5 (default = Disabled) Hash MD5 is known to be insecure and is
included only for compatibility with old
implementations.

deflate (default = Enabled) Compression
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IKE POLICY

IKE PHASE 1 POLICIES
Address Preferred Exchange Mode Main Aggressive Base Cipher Hash Generate Policy Authentication Method DH Group Lifetime Delete
IKE PHASE 2 POLICIES

Source Destination PFS Group Lifetime Delete
I | [Disabled v [3h

Add SA Policy

IKE PHASE 2 ALGORITHMS

Category  Short Name Name Enabled
Cipher aes AES (Rijndael) O
Cipher 3des 3DES ]
Hash hmac_md5 MD5 [}

Hash hmac_shal SHA1 ]
Hash hmac_sha256 SHA256 O
a

Compression  deflate deflate

Commit Changes

12.8 IKE Preshared Keys and Certificates

12.8.1 IKE Preshared Keys

This screen allows you to configure IKE PSKs (pre-shared keys) used to negotiate with the IKE
peers with which the switch communicates over IPv6.

Warning: Misconfiguration on this screen may block network access to the switch's configura-
tion interface.

The same pre-shared key must be set for both peers. For example, if communicating between two
hosts fe80::1 and fe80::2 with a pre-shared key “secret”, fe80::1 must have “secret” set as the pre-
shared key for peer fe80::2, and fe80::2 must have “secret” set as the pre-shared key for peer fe80::1.

* Peer Identifier—The identifier of the peer with which this pre-shared key should be used.
Typically this will be the peer's address.

* Set Key—The value to set the pre-shared key to. If left blank, the current value will be pre-
served.

*  Delete—Mark this pre-shared key for removal when changes are committed.

12.8.2 IKE Certificates

This screen allows you to configure IKE certificates used to identify the switch and IKE peers with
which it communicates over IPv6.

Warning: Misconfiguration on this screen may block network access to the switch's configura-
tion interface.
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Providing a reliable time source, such as NTP, is highly recommended, as IKE will reject certificates
which are not valid according to the system time, whether it is before the 'not valid before' time or
after the expiration time. If NTP is used, pre-shared keys or hard-wired Security Associations
should be used for IPsec communications with the NTP server, or updating the clock will fail.

The HTTPS certificate used by the switch's Web interface cannot be changed on this screen.

12.8.2.1 Switch Certificate

This section may be used to generate or view the details of an X.509 certificate which the switch
uses to identify itself via IKE.

A certificate request which can be provided to a third-party CA is also generated. A CA-signed cer-
tificate can be uploaded using the form at the bottom of the page and will replace the self-signed
certificate used by the switch for IKE. Note that the certificate provided should be generated from
the certificate request generated by the switch.

*  Subject-The DN (distinguished name) identifying the holder of the certificate.

+ Issuer—The DN (distinguished name) identifying the issuer of the certificate.

* Serial-The certificate's serial number.

* Certificate—A link which can be used to download the certificate for inspection.

*  Request—A link which can be used to download a certificate request to be signed by a CA.
* Not valid before—The earliest time for which the certificate is valid.

* Not valid after—The latest time for which the certificate is valid.

* Delete—Pressing this button will delete the certificate and private key, allowing a new one to
be generated.

This operation cannot be undone.

When no IKE certificate is present on the switch, a certificate and key may be generated. The fol-
lowing options may be set.

*  Common Name—The CN to use as the subject of the new certificate. This should identify the
switch and is typically a hostname or IP address. It defaults to the switch's hostname.

* Bits—The size of the private key to create, in bits.

* Expires—The number of days the certificate will be valid for, starting from the current day
according to the switch's clock. This setting is used only for the self-signed certificate; CAs
provide their own expiration dates for certificates they produce.

12.8.2.2 IKE Certificates

This section is used to add, delete, and view certificates which are trusted by the switch during IKE
negotiation.

+  Subject—-The DN (distinguished name) identifying the holder of the certificate.

+ Issuer—The DN (distinguished name) identifying the issuer of the certificate.

)
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* Serial-The certificate's serial number.
* Not valid before—The earliest time for which the certificate is valid.
* Not valid after—The latest time for which the certificate is valid.
*  Delete—Pressing this button will delete the certificate.
Certificates can be added to the switch using the upload form.

* Certificate Type—Whether the uploaded certificate is to be used as the switch's identity
(“Switch Certificate”), or to be added to the certificates trusted by the switch when negotiat-
ing with IKE peers (“CA Certificate”). The CA Certificate option may also be used to trust
self-signed certificates from peers.

» Upload—The certificate to upload.

IKE CERTIFICATES

Without an accurate time source, certificates will not be handled reliably. Configuring a working NTP server is
recommended before using IKE cerificates.

SWITCH CERTIFICATE
Mo certificate found.
Please set the switch clock before generating a certificate.
IKE CERTIFICATES
Filename Subject Issuer Serial Not valid before Not valid after Delete

Certificate Type | Switch Certificate v

Upload | |(Browse..

Upload Certificate

’)
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Chapter 13  Using the Command-Line Interface

13.1 Introduction to Command-Line Interface (CLI)

The command-line interface (CLI) is constructed with an eye toward automation of CLI-based con-
figuration. The interaction is modeled on that used in many Internet protocols such as Telnet, FTP,
and SMTP. After each command is entered and processed, the switch will issue a reply that consists
of a numeric status code and a human-readable explanation of the status. See, for example, the
SMTP protocol specification in RFC 821- Simple Mail Transfer Protocol (http://www.fags.org/rfcs/
rfc821.html), specifically, “Appendix E - Theory of Reply Codes.” for more details.

The general format of commands is:
section parameter [value]

where:
* section is used to group parameters.

* parameter will specify the parameter within the section. For example, the network section
will have parameters for DHCP, IP address, subnet mask, and default gateway.

* value is the new value of the parameter. If value is omitted, the current value is displayed.
Please note that new values will not take effect until explicitly committed.
Sections and parameter names are case sensitive (e.g., “Network” is not the same as “network”).

Note: Any commands in the CLI Commands section of this chapter, with the exception of the
global commands, must be prefaced with the name of the section they are in. For example,
to change the IP address of the switch, you would type:

network address <newIP>

This is because the address command is in the network section of this manual.

13.1.1 Accessing the CLI

To access the CLI interface, establish Ethernet or serial connectivity to the switch.

To connect by Ethernet, open a command prompt window and type:
telnet <switchip> (where <switchip> is the IP address of the switch)

At the login prompt, type “cli” for the username and “admin” for the password. The switch will
respond with “Managed switch configuration CLI ready”.

)
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13.2 CLI Commands

13.2.1 Global Commands

The following global commands are available anywhere in the CLI:

Command Effect

commit Values are inter-validated as needed. If valid, val-
ues are committed. Please note that this may take
some time depending on changes

defaults Restore factory defaults

quit CLI is exited. Uncommitted changes are discarded
without prompting

reset Reset the switch

help Print a help message

prompt Enable/disable the prompt (usage: “prompt
enabled” or “prompt disabled”)

CLI CoMMANDS

When restoring factory defaults, network settings may be maintained by adding a “savenw” option.

In other words:

defaults

restores all values, but

defaults savenw

restores all defaults except the current settings for DHCP, IP address, etc.

13.2.2 access Configuration

The following administrative access settings are settable via the CLI:

Parameter Default | Allowable values
snmp both none, snmpv2, snmpv3, both
terminal both none, telnet, ssh, both
web both non, http, https, both
cli 1 0, 1
uitimeout 0 0-999
rouser public Any valid user name
rwuser private | Any valid user name
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Parameter Default | Allowable values

ropass none A password, followed by the same pass-
word repeated

rwpass None A password, followed by the same pass-
word repeated

adminpass admin A password, followed by the same pass-
word repeated

fwload serial “serial” for serial firmware loading or
“network” to enable Ethernet only

13.2.3 alarm Configuration

The following values may be configured in the alarm configuration:

Parameter Default Allowable values / Description

list n/a No value, view all current alarm set-
tings

powerloss enabled 'enabled’, 'disabled' / alarm output will
be low if a power input is lost

ringfailure disabled enabled’, 'disabled' / alarm output will

be low if a power input is lost

These settings require a port number, usage:

alarm <parameters> <port #> [<new values>]

linkloss

disabled

'enabled’, 'disabled' / alarm output is
triggered when link is down on the spec-
ified port

13.2.4 modbus Configuration

REVISED 2016-03-15
LP0O978

Parameter Default | Allowable values / Description

enabled 0 0 or 1, 1 meaning enabled.

stanum 1 1 to 247, used to get or set modbus station
number

transport teptudp | tep / udp / teptudp, used to specify allowed
transport layer for modbus

timeout 0 0 to 3600 or none, time is in seconds
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Parameter Default | Allowable values / Description

maxcon 4 1 to 20, sets maximum number of concurrent
connections

port 502 1 to 65535, set port number to listen for Mod-
bus polling requests

13.2.5 info Configuration

The following values may be read from the info command:

Parameter Default | Allowable values / Description

fwversion n/a View the current firmware version
cfgversion n/a View the configuration version number
macaddr n/a View the MAC address of the switch

link n/a 'all', port# / show specified port(s) link status
support n/a displays useful support information (IP, etc)

These settings require a filter to be specified:

info <parameter> <filter type> [<value>]

mactable

n/a

Filter can be 'id', 'port', 'mac'. See below for
syntax

For the info mactable command, the filter parameters are:

id={*|#} Show all/one specific filtering database by ID

port={*|#[,#[,...1]1} Show all/one/multiple specific port(s)

Note: port 33 is the switch CPU.

CLI CoMMANDS

mac={*|xx}:{*|xx}:{*|xx}:{*|xx}:{*|xx}:{*|xx} Show only MAC addresses matching the

given pattern

13.2.6 network Configuration

The switch can have DHCP enabled or disabled. When it is enabled, settings for IP address, subnet
mask, and default gateway may still be set. The values will be stored and used should DHCP be dis-

abled in the future.

The following values may be set in the network configuration:
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Parameter Default Allowable values
dhcep disabled enabled, disabled
address 192.168.0.1 Any IPv4 address in dotted decimal
notation.
subnet 255.255.255. | Any IPv4 address in dotted decimal
0 notation.
gateway none Any IPv4 address in dotted decimal
notation or “none” to indicate no
gateway.
hostname Model id Any valid Internet host name. See
RFC 952 - DoD Internet host table
specification (http://www.faqs.org/
rfcs/rfc952.html).
dnsl none Any IPv4 address in dotted decimal
notation, or “none”.
dns2 none Any IPv4 address in dotted decimal
notation, or “none”.
domain “ A valid Internet domain
ntp none Any FQDN (f dns1 or dns2 is set,
otherwise any IPv4 address in dot-
ted decimal notation), or “none” to
indicate no ntp server.
13.2.7 portsecurity Configuration
The following values may be set in the port security configuration:
Parameter Default | Allowable values / Description
list n/a List all current port security information
enable n/a Enables MAC-based port security
disable n/a Disables MAC-based port security
add n/a Any valid MAC and port number / allow
communication by the specified MAC on
the specified port
remove n/a Any valid MAC / remove a MAC address
from the security table
13.2.8 port Configuration
The following values may be set in the port configuration:
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Parameter Default | Allowable values
list n/a No value, lists all settings for all ports
monitor 1 Any port number
These settings require a port number, usage:
port <port #> <parameters> [<new values]
name port_# A string
admin enabled | enabled, disabled
negotiation enabled | enabled (auto-negotiation), disabled (fixed
negotiation)
ratelimit dis- enabled, disabled
abled
direction none none, egress, both
giveip dis- enabled, disabled
abled
ipaddr none An IP address
Sfp 1000 100,1000
speed (see (see below)
below)

With auto negotiation, <speed> may be:
10H, 10F, 100H, 100F, 1000F, or FC
With fixed negotiation, <speed> may be:

100H or 100F

Valid settings: 'enabled' (will automatically set other speeds to 'disabled’)

The syntax for the port speed command is as follows:

PORT <PORT #> SPEED ..
(negotiation enabled)
speed 10H enabled

speed 10F disabled

which act like check boxes on a web form.

CLI CoMMANDS
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Or, with negotiation disabled, the syntax is:

speed 10H enabled

speed 100F enabled

which act like radio buttons on a web form.
speed FC enabled/disabled is available in both modes.

For combo ports, the SFP speed may be set as follows:

port <port#> sfp <speeds>

13.2.9 ring Configuration

The following values can be configured in the ring sections:

Parameter Default Allowable values / Description

list n/a View the list of configured rings

master auto 'auto', 'this' / configure how the
switch determines the ring master

The settings below require a ring number, usage:

ring <parameter> <ring #> [<new values>]

enable 0 '0', '1' / view or change whether the
ring is enabled

name n/a Any text value / View or change the
specified ring name

ports n/a (see below) / View or change this
ring's primary and backup ports

To set the primary and backup ports for a specified ring, the syntax is:

ring ports <ring#> <primary port #> <secondary port #>

13.2.10 rstp Configuration

The following values may be set in the RSTP configuration:

)
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Parameter Default | Allowable values / Description

protocol rstp none, stp, rstp or mstp / View or change
the spanning tree protocol

priority 0 A multiple of 4,096 in the range of 0-61440 /
View or change the priority

mma 6 An integer in the range 6-40 / View or change
the maximum message age

hellowtime 1 An integer in the range of 1-10 / View or
change the hello time

fwddelay 4 An integer in the range 4-30 / View or change
the forwarding delay

Txlimit 1 An integer in the range of 1-10 / View or
change the transmission limit

region n/a any valid region name

cfgrevision n/a any valid revision number

maxhops 20 any number from 6-40

The settings below require a port number, usage:

rstp <parameter> <port #>[<new values>]

exclude 0 '2','1",'0" / View or change whether this port
1s excluded from STP

pprio 0 An integer in the range of 0-240 / View or
change this port's priority

pcost none 'auto' or integer in the range of 0-200,000,000
/ View or change this port's cost

type 1 '1','0' / View or change this port's edge type

ptp Auto 'ForceTrue', 'ForceFalse', 'Auto' / View or

change this port's point-to-point setting

13.2.11 qos Configuration

The following values may be set in the QoS Configuration:

Parameter

Default

Allowable values / Description

schedule

strict

'strict', 'fair' / View or change the fairness
rule

The following require a port number:

gos <parameter> <port#> [<new value>]

CLI CoMMANDS
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Parameter Default Allowable values / Description
usetag 1 '0', '1'/ View or change whether tag priori-
ties are used
useip 1 '0', '1' / View or change whether IP priori-
ties are used
pref tag 'tag', 'ip' / View or change which to use if
both tags and IP are enabled
priority 1 0-3 / Default priority to give to packets
received on this port
type normal 'normal’, 'add’, 'remove', 'double' / The
type of connection to this port
The following require a tag number:
gos tag<tag #> [<new value>]
tag (depends 0-3 / View or change the priority of the
on the tag) | specified tag
If <new value> is not present, the current setting will be displayed.
13.2.12 vlan Configuration
The following values may be set in the VLAN Configuration:
Parameter Default | Allowable values / Description
vlist none No value, lists all configured VLANSs
plist none No value, lists the VLAN settings for each
port
mode dis- 'disabled', 'port', 'standard', 'secure' / View or
abled change VLAN mode
coretype none Value in hexadecimal with a Ox prefix / View
or set Ethertype for core tags
mgmtvlan 1 1-4094 / View or set the management VLAN
1D
learning shared | 'shared’, 'independent'/ Change VLAN learn-
ing mode
mgmtports all 1-9 / View or set the management VLAN port
The commands below require a vlan # from vlist.
name n/a A string of no more than 33 characters
vtype n/a 'port', 'tag' / View or change the type of this
VLAN
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Parameter Default | Allowable values / Description
id n/a An integer between 1 and 4094 / View or
change the ID of this VLAN
ports n/a Syntax: vlan ports <vlan#> <add/remove>

<port#>

The commands below require a port #

pvid 1 A VLAN # from vlist valid range of 1-4094
force 0 '0', '1
add (see (see below)
below)
remove (see (see below)
below)

USING THE COMMAND-LINE INTERFACE
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The examples below explain the syntax of the “port”, “add” and “remove” commands:

To add a Port Based VLAN:

vlan ports <vlan #> add <port #>

vlan ports <vlan #> remove <port #>

vlan add <name> port <port #> <port #> [...]
To add a Tag based VLAN:

vlan add <name> tag <vlan ID> <port #> <port #> [...]
To remove a VLAN:

vlan remove <vlan # or all>

13.2.13 igmp Configuration

The following commands may be used to configure IGMP:

Parameter Default Allowable values / Description

rlist n/a No value/ Lists router settings for all
ports

mode router disabled, snoop, router / view or change
IGMP mode

msupp none none, ip, all / view or change the multi-
cast suppression method

version 2 1, 2/ IGMP version

robustness 2 1-99 / IGMP robustness
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Parameter Default Allowable values / Description
ginterval 125 60-125 / IGMP query interval
gresponse 10 1-30 / IGMP query response interval
The commands below require a port number:
router 0 0, 1/ identify ports which lead to IGMP
routers
exclude 0 0, 1/ Exclude a port from the processing

of IGMP requests and queries

13.2.14 chkpt Configuration

The following values may be set in the checkpoint configuration:

Parameter Default | Allowable values / Description
save n/a None / saves a checkpoint
restore n/a net, nonet / net saves current network set-

tings, nonet discards them

ftpsave n/a A file name

ftprestore n/a A file name

13.2.15 firmware Configuration

Parameter Default | Allowable values / Description

default n/a 1 or 2, view or change the default firmware

running n/a view which firmware image is running

list n/a view list of currently available firmware
1mages and corresponding health status

update n/a followed by [showProgress] [md5=<md5>]
<url>

If the 'showProgress' argument is provided,
progress printouts will be displayed.

If the 'md5' argument is provided, the MD5
checksum of the received firmware will be
tested against the provided md5 checksum

the URL must be a valid HTTP or HTTPS
address to which the switch has direct access.

ftpload n/a followed the filename to be uploaded from the
TFTP server
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13.2.16 tftp Configuration

The following options can be set in TFTP configuration:

Parameter

Default

Allowable values

tftp

(134

A valid fully-qualified domain name

13.2.17 tz Configuration

The following values may be set in Timezone configuration:

Parameter Default | Allowable values
list (see (see below)
below)
value none A time zone from list

CLI CoMMANDS

Note: To view a list of all timezones, use the command “tz list [<prefix>]" with the option to fil-
ter by timezones beginning with the characters in <prefix>.

13.2.18 msti Configuration

Parameter Default | Allowable values
list n/a lists all MSTIs and their priorities
plist n/a followed by mstid, used to show all ports in the
specified MSTI with their costs and priorities
add n/a followed by name mstid [priority]
remove n/a any valid MSTI, or all to remove all MSTIs
priority 32768 followed by mstid [priority]
pprio varies followed by mstid portno [ppriol,used for
per-MSTI port priorities
pcost varies followed by metid portno [pcost],used for
per-MSTI port costs
name n/a followed by metid [name]
mstid n/a followed by mstid [newmstid]
inherit n/a any valid MSTI. used to inherit from the CIST
3 8
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13.2.19 IPSEC Commands

13.2.19.1 SPD/SAD Commands

The SPD is the Security Policy Database, used to configure whether encryption, authentication or
encapsulation are required for traffic to or from various hosts or ranges of hosts.

The SAD is the Security Association Database, which contains keys used for authentication or
encryption between specific hosts.

In general, policies in the SPD will be referred to by their unique (source, destination, direction)
tuple. Policies in the SAD will be referred to by their SPI, an index required to be unique on the
local host.

The following values may be set in the IPSEC configuration:

ipsec <parameter>

Parameter Allowable values

help Describe the other commands available

spd list List all security policies

spd add <src> <dst> <direction> [esp] [ah] [ipcomp] /Add

a security policy between the two hosts or host ranges in the
given direction (in or out) requiring the specified encapsula-
tions to be used (esp, ah, or ipcomp). If a policy between those
two already exists, the specified encapsulations will be added
to those in the existing policy

spd remove

<src> <dst> <direction>./ Remove the security policy
between the given hosts, if one exists

spd remove all

Remove all security policies

sad list

List the configured security associations. (Associations added
dynamically by IKE will not be included.)

sad add <spi> <src> <dst> [<cipher>/<key>] [<hash>/
<key>1]
[<compression>]. Add a Security Association with the
given parameters. A cipher or hash algorithm can be specified
alone or together, but compression must be alone

sad spi <o0ld-spi> <new-spi>. Change the given policy's SPI

sad src <spi> <sre>. Specify a new source host

sad dst <spi> <dst>. Specify a new destination host

sad cipher <spi> <cipher> [<key>]. Update the ESP cipher and key

used for this association. (If “disabled” is given as the cipher,
ESP will be removed from this association.)
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Parameter Allowable values
sad hash <spi> <hash> <key>./ Update the AH hash and key used

for this association. (If “disabled” is given, AH will be
removed from this association.)

sad ipcomp <spi> <algo>./ Update the IPComp? algorithm used for
this association. Currently “disabled” and “deflate” are the
only options

sad remove <spi>. Remove the given security association

sad remove all | Remove all configured security associations

sad algos List all available algorithms together with the encapsulation
they apply to (ESP, AH, or IPComp?) and the allowed key
lengths

13.2.20 IKE Commands

IKE (Internet Key Exchange) provides a way for hosts to automatically negotiate Security Associa-
tions using certificates or preshared keys. It acts in two phases; there are a number of options
which can apply to specific source and destination hosts in each phase, or act as defaults for a par-
ticular phase.

Phase 1 policies are identified by a remote peer identifier; if otherwise unhandled, Racoon falls back
to the policy for “anonymous”.

Phase 2 policies are identified by a source and destination peer identifier; if the source or destina-
tion are otherwise unhandled, Racoon looks for a policy with either source or destination set to
“anonymous”, and finally for one where both are anonymous.

The ciphers and hash algorithms used will be configured globally for all phase 2 policies. Even
though Racoon allows specifying them individually, there is little point since the peers will find the
intersection between their supported algorithms automatically.

13.2.20.1 Phase 1 Commands
The following values may be set in the IKE phase 1 configuration:

ike phasel <parameter>

Parameter Allowable values

list List all phase 1 configurations for remote peers

add <address |anonymous>. Add an entry for a remote section
preferred._- <address |anonymous> [<main|aggressive|base>]
mode

mode_main <address | anonymous> [<enabled | disabled>]

mode_base <address | anonymous> [<enabled | disabled>]

’)
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Parameter Allowable values
mode_aggres- <address |anonymous> [<enabled|disabled>]
sive
address <address |anonymous> [<new address|anonymous>].

Addresses must be unique

cipher <address |anonymous> [cipher]./The cipher may be any
of the ciphers supported by Racoon for phase 1

hash <address |anonymous> [hash]./The hash may be any of
the hashes supported by Racoon for phase 1

auth_method <address |anonymous> [<pre shared key|rsasig>]

gen_policy <address |anonymous> [<enabled|disabled>] / Control

whether Racoon will automatically generate SPD policies for
the remote if none exist already. This is used to support IKE
negotiation with peers that require it without requiring it
locally

lifetime <address |anonymous> [new lifetime] /Lifetime is a
number followed by an optional unit: 's' (seconds), 'm' (min-
utes) or 'h' (hours). If not specified, the unit defaults to sec-
onds

dh_group <address |anonymous> [new DH groupl / This controls
the Diffie-Hellman group used for phase 1 negotiations.
Larger groups provide stronger security but introduce a sig-
nificant computational burden on both peers

13.2.20.2 Phase 2 Commands
The following values may be set in the IKE phase 2 configuration:

ike phase2 <parameter>

Parameter Allowable values

add <address |anonymous> <address |anonymous>/Add a
phase 2 policy

remove <address |anonymous> <address |anonymous>/ Remove
a phase 2 policy

remove all Remove all phase 2 policies
list List all phase 2 policies
src <address |anonymous> <address|anonymous> [new

source address] / View or set a new source address for the
given policy

dest <address |anonymous> <address|anonymous> [new
destination address] / View or set a new destination
address
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Parameter

Allowable values

pfs_group

<address |anonymous> <address|anonymous> [new
PFS group |disabled] / View or set a new PFS group, or
disable the use of PFS. The options here are the same as
those for ike phasel dh_group, and the same caveats apply

lifetime

<address |anonymous> <address|anonymous> [new
lifetime] / Sets the lifetime for Security Associations nego-
tiated by phase 2. It takes the same format as ike phasel life-
time

13.2.20.3 Algorithm Commands

The following options may be used in the IKE algorithm:

ike algo <parameter>

Parameter Allowable values
list View the list of phase 2 algorithms
use <algorithm> [enabled|disabled] / Enable or disable

use of a phase 2 algorithm. At least cipher, hash algorithm,
and compression algorithm must be enabled at all times

13.2.20.4 Pre-Shared Key Commands

Pre-shared key commands

The CLI will not know what the key values are until the user sets them. However, existing values
are preserved when saving.

ike psk <parameter>

Parameter Allowable values

list View the list of pre-shared keys

add <peer> [<key>] / Add a new key, possibly with a new value
remove <peer> / Remove the key for a given peer

key <peer> [<key>] / View or set the key for a given peer

13.2.20.5 Certificate Management Commands

The following values may be set in the certificate management configuration:
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ike cert <parameter>

Parameter Allowable values

bits [bits] / View or set the number of bits used when generat-
ing a certificate

days [days] / View or set the number of days until a generated
certificate will expire

cn [en]. View or set the Common Name used when generating a
certificate

generate Generate a certificate for the switch's use, using the previous
three parameters. This operation is performed immediately

list View all peer and CA certificates

mine View the switch's certificate

remove <filename | "mine” >. Remove a certificate permanently.

This operation is performed immediately

put <filename|"mine" |"request"> <urls>. Stores a certifi-
cate (or the switch's certificate or certificate request) to the
given URL

get <"switch" |"peer"> <url>. Retrieves a certificate (to be

trusted for authenticating peers or to identify the switch)
from the given URL

13.2.21 Additional Users Commands

13.2.21.1 access Command
The following options can be set in the additional users configuration:
access <parameter> [<new value> <repeat>]

<new value> and <repeat> must be equal for the command to succeed

Parameter Allowable values
adminuser View or change the admin username
clipass View or change the CLI user's password
cliuser View or change the CLI username
Valid settings: A string no longer than 64 characters
userlist Display list of all additional users

13.2.21.2 Add New User Command

The following options are set with the add new user command:

)
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useradd <parameter> [<username> <password> <repeat password> <terminal access> <web

access>]

Parameter Allowable values

username A name no longer than 64 characters, containing no spaces or
# symbols

password <password> <repeat password>: A string no longer than 64
characters

terminal admin, cli, none

access

web access yes, no

13.2.21.3 Delete User Command

The following values are set in the delete user command:

userdel <username>

Parameter

Allowable values

delete

<username>: <username> must exist

13.2.21.4 User Parameter Commands

The following values are set in the user parameter commands:

userpass <username> <password> <repeat password>

Parameter Allowable values

username <username>: <username> must exist / A name no longer
than 64 characters, containing no spaces or # symbols

password <password> <repeat password>/ A string no longer than 64
characters

userterminalaccess <username> <terminal access>

Parameter Allowable values

username <username>: <username> must exist
terminal admin, cli, none

access
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userwebaccess <username> <web access>
Parameter Allowable values
username <username>: <username> must exist
web access yes, no
usernamechange <old username> <new username>
Parameter Allowable values
username <old username> must exist: <new username>/ A name no
longer than 64 characters, containing no spaces or # symbols
If <new value> is not present, the current setting will be dis-
played
13.2.22 Port Security 802.1X Commands
The following values can be set in the port security 802.1X configuration:
portsecurity <parameter> <parameter>
Parameter Allowable values
help View this help
add <MAC address> <port num>/ Add a MAC address on a port
remove <MAC address> <port num>/ Remove a MAC address on a
port
remove all Remove all MAC addresses
violation trap [ enabled | disabled ] / Enable or disable SNMP notification
on portsecurity violations
commit Commit the port security settings
disable <parameter>; global port <port number>
enable <parameter>; global port <port number>
list List all information about port security
mode <port #> < disabled | MAC| 802.1X >/ Set the port security
mode for a port. Options are disabled, MAC, 802.1X
reauthenable <port #> [<enabled | disabled>] / Require the supplicant to
periodically reauthenticate
reauthperiod <port #> [<seconds>] / The reauthentication period (in sec-
onds) if reauthentication is enabled
quietperiod <port #> [<seconds>] / Period of time after an authentication
failure has occurred on a port that hostapd waits before accepting
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13.2.23 Radius Server Configuration Commands

The following values can be set in the radius server configuration:

radius <parameter>

Parameter Allowable values

help View this help

list Display the RADIUS configuration table

add <address>: Add a new server to the table

remove <address>: Remove a server from the table

remove all Remove all servers from the table

address <address> [<new address>] / View or change the ip address
for the specified server

acct <address> [<port>] / View or change the RADIUS accounting
port for the specified server

auth <address> [<port>] / View or change the RADIUS authoriza-

tion port for the specified server

secret <address> [<secret>] / View or change the shared secret for
the specified server

13.2.24 General Configuration

The following commands are general commands which are not part of another subsection:

Command Default Allowable values / Description
location <set location | Any text value / location of the switch
of switch>
contact <set name Any text value / contact information of
(and email) the network or site administrator
of contact for
switch>

13.2.24.1 Example Configuration Session

In the following example, bold text is sent by the switch and normal text is entered by the user.
Upon connection to the serial port of the switch, a login banner and prompt are displayed.

’)
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Note: Logging into this software acknowledges that you have agreed to abide by the software
license as stated in the user manual.

Switch login: cli

Password: <hiddens

210 Managed switch configuration CLI ready.
network dhcp

212 Current dhcp setting is 'disabled'
network address 192.168.1.1

112 address set to '192.168.1.1°
network hostname switch-1

112 hostname set to 'switch-1'

rstp protocol rstp

113 protocol set to 'rstp'

info link all

219-List of link status

Port# Name Link

1 port_1 down
2 port_2 down
3 port_3 100f

4 port_4 down
5 port_5 down
6 port_6 down
7 port_7 down
8 port_8 down

219 List of link status

info fwversion

219 Current fwversion setting is '4.4!
vlan mode standard

117 mode set to 'standard'
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vlan mgmtports

217 Current mgmtports setting is 'C 1 2 3 4 5 6 7 8!
commit

210 Values committed.

quit

210 Managed switch configuration CLI done.

After quit, the CLI program will exit and the session will terminate. A login banner and prompt will
be presented again.

Please note that there may be a delay of up to a minute between the commit command and the
CLI's response. This is normal.
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Appendix A Licensing and Policies

This appendix gives licensing and policy information for Red Lion products.

1.

OWNERSHIP

The managed switch Software is the property of the Licensor, as declared on the main menu
of the software, and protected by U.S. Copyright Law, Trademark Law and International
Treaty Provisions. No ownership in or title to the Software is transferred to Licensee.
Licensee will not remove or obscure the Licensor's copyright, trademark or proprietary
notice from the Software and associated documentation. Licensee agrees to prevent any
unauthorized copying of the Software. Except as expressly provided herein, Licensor does
not grant any express or implied right to Licensee under Licensor's patents, copyrights,
trademarks or trade secret information. This software runs in coordination with firmware
embedded into the Licensor's hardware products. This firmware is agreed to be part of this
Licensed Software. It is further agreed that the designs of the Licensor's hardware products
are the proprietary property of the Licensor.

LICENSE

The author grants you, the “Licensee” a license to use this software only after you have com-
pleted the required registration and if you agree to the terms of this agreement and any
restrictions of the registration you have obtained. No ownership in or title to the software is
transferred to Licensee. This license is non-exclusive. This license is non-transferable except
if in accordance with an OEM agreement with the Licensor. Licensee is authorized to make
only those copies of this software that are required to use it in accordance with license
granted and those copies required for backup or archival purposes. Licensee agrees to pre-
vent any unauthorized copying of the software or any registration number provided.

RESTRICTIONS

Except as set forth herein, the Licensee may not copy, sell, transfer, loan, rent, lease, modify,
create derivative works or alter the Products, without the express written consent of the
Licensor. Licensee may not reverse engineer, decompile or disassemble the products or oth-
erwise attempt to derive source code from the Licensed Software.

NO WARRANTY

Licensor makes no warranties whatsoever with respect to the software, including but not
limited to implied warranties of merchantability or fitness for particular purpose. All such
warranties are hereby expressly disclaimed. No oral or written information or advice given
the Licensor or the Licensor’s representative shall create a warranty or in any way increase
the scope of this warranty.

LIMITATION OF LIABILITY

Under no circumstances including negligence shall Licensor be liable for any incidental, spe-
cial or consequential damages that result from the use or inability to use the Products, even
if the Licensor is advised of the possibility of such damages. Licensor shall make a reason-
able effort to resolve any problems the Licensee may have in its use of the products. In no
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event shall Licensor's total liability to Licensee for any and all damages, losses or causes of
action in contract, tort or otherwise exceed the amount paid by Licensee for the Software or
Hardware Products that are the basis of the claim.

6. HIGH RISK ACTIVITIES

Licensee acknowledges that the Licensed Software is not fault tolerant and is not designed,
manufactured, or intended by Licensor for incorporation into products intended for use or
resale in on-line control equipment in hazardous, dangerous to life, or potentially life-threat-
ening environments requiring fail-safe performance, such as in the operation of nuclear
facilities, aircraft navigation or communication systems, air traffic control, direct life sup-
port machines, or weapons systems. Licensor specifically disclaims any express or implied
warranty of fitness for High Risk Activities. Licensee specifically represents and warrants
that this Software or Derivative Work will not be used for High Risk Activities.

7. INDEMNIFICATION

Licensee agrees to indemnify, defend and hold harmless the Licensor from any and all liabil-
ity, penalties, losses, damages, costs, expenses, attorneys' fees, causes of action or claims
caused by or resulting directly or indirectly from Licensee's use, sale or distribution of the
Software which damages either Licensee, the Licensor or any other party or parties without
limitation or exception. This indemnification and hold harmless agreement extends to all
issues associated with the Software, or this License.

8. INTELLECTUAL PROPERTY INFRINGEMENT

Licensee shall not add, or cause to be added, any item or items to any product of Licensor for
which Licensee is granted a license under this Agreement, if said added item or items would
cause said product of Licensor to infringe or potentially infringe any intellectual property
right, including a patent right, of any third party, said item or items including but not lim-
ited to application specific software, configuration files, data or document files, application
programs, web pages, GPL (General Public License) software, third party applications soft-
ware, and the like.

Licensee agrees that the Licensor does not supply and is not responsible or liable to Licensee
under this agreement for any infringement or potential infringement that may result from
the addition of application specific software, configuration files, data or documentation files,
application programs, web pages, or the like, that are added to the Licensor's products by or
on the behalf of the Licensee. This limitation of liability includes any or all GPL (General
Public License) and third party applications software that may be loaded into any product as
an accommodation to the Licensee.

9. TERMINATION

This Agreement is effective until terminated. This License will terminate immediately with-
out notice by the Licensor if Licensee fails to comply with any provision of this License or
any other Agreement that exists between the parties. Upon termination of this Agreement,
any and all use, sale or distribution of the software by Licensee must cease immediately and
the Licensee must destroy all copies of this software and all associated documentation. If the
licensed software is purchased through an intermediary, the Licensor of this software is an
intended third party beneficiary of that transaction and is entitled to enforce it in its own
name directly against the Licensee.
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10. GOVERNING LAW

This License shall be governed in all respects by the courts, jurisdiction and laws of the
State of New York. Licensee may not export the Software or materials in violation of applica-
ble export laws and regulations. If for any reason a court of competent jurisdiction finds any
provision of this License or portion thereof, to be unenforceable, the provision shall be
enforced to the maximum extent possible so as to effect the intent of the parties and the
remainder of this Certificate shall continue in full force and effect.

Statement of Limited Warranty (a) Red Lion Controls Inc., Sixnet Inc., N-Tron Corporation, or Blue Tree
Wireless Data, Inc. (the “Company”) warrants that all Products shall be free from defects in material and workman-
ship under normal use for the period of time provided in “Statement of Warranty Periods” (available at
www.redlion.net) current at the time of shipment of the Products (the “Warranty Period”). EXCEPT FOR THE
ABOVE-STATED WARRANTY, COMPANY MAKES NO WARRANTY WHATSOEVER WITH RESPECT TO THE
PRODUCTS, INCLUDING ANY (A) WARRANTY OF MERCHANTABILITY; (B) WARRANTY OF FITNESS FOR
A PARTICULAR PURPOSE; OR (C) WARRANTY AGAINST INFRINGEMENT OF INTELLECTUAL PROPERTY
RIGHTS OF A THIRD PARTY; WHETHER EXPRESS OR IMPLIED BY LAW, COURSE OF DEALING, COURSE
OF PERFORMANCE, USAGE OF TRADE OR OTHERWISE. Customer shall be responsible for determining that
a Product is suitable for Customer’s use and that such use complies with any applicable local, state or federal law.

(b) The Company shall not be liable for a breach of the warranty set forth in paragraph (a) if (i) the defect is a result
of Customer’s failure to store, install, commission or maintain the Product according to specifications; (ii) Customer
alters or repairs such Product without the prior written consent of Company.

(c) Subject to paragraph (b), with respect to any such Product during the Warranty Period, Company shall, in its
sole discretion, either (i) repair or replace the Product; or (ii) credit or refund the price of Product provided that, if
Company so requests, Customer shall, at Company's expense, return such Product to Company.

(d) THE REMEDIES SET FORTH IN PARAGRAPH (c) SHALL BE THE CUSTOMER'S SOLE AND EXCLUSIVE
REMEDY AND COMPANY'S ENTIRE LIABILITY FOR ANY BREACH OF THE LIMITED WARRANTY SET
FORTH IN PARAGRAPH (a).
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Appendix B  Regulatory Statements

INSTALLATION AND HAZARDOUS AREA WARNINGS — These products should not be used to
replace proper safety interlocking. No software-based device (or any other solid-state device) should
ever be designed to be responsible for the maintenance of consequential equipment or personnel
safety. In particular, Red Lion disclaims any responsibility for damages, either direct or consequen-
tial, that result from the use of this equipment in any application. All power, input and output (I/0)
wiring must be in accordance with Class I, Division 2 wiring methods and in accordance with the
authority having jurisdiction.

WARNING SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR
EXPLOSION HAZARD CLASS 1, DIVISION 2 (ZONE 2).

WARNING WHEN IN HAZARDOUS LOCATIONS, DISCONNECT POWER BEFORE
EXPLOSION HAZARD REPLACING OR WIRING UNITS.

WARNING DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
EXPLOSION HAZARD SWITCHED OFF OR THE AREA IS KNOWN TO BE NONHAZARDOUS.

INSTRUCTION D’INSTALLATION ET D’UTILISATION —Ces produits ne doivent pas étre utilisés
pour remplacer le verrouillage de sécurité approprié. Aucun dispositif basé sur un logiciel (ou tout
autre dispositif a 1'état solide) devraient jamais étre congus pour étre responsable de I'entretien de
I'équipement consécutifs ou la sécurité du personnel. En particulier, Red Lion décline toute respon-
sabilité pour les dommages, directs ou indirects, résultant de 'utilisation de cet équipement dans
n'importe quelle application. Tout courant, cablage entrée et sortie (I / O) doit &tre conforme aux méthodes de
cablage a la Classe I, Division 2 et conformément a l'autorité compétente.

AVERTISSEMENT LA SUBSTITUTION DE TOUT COMPOSANT PEUT NUIRE A LA CONFOR-

RISQUE D’EXPLOSION MITE DE CLASSE I, DIVISION 2.

AVERTISSEMENT LORSQUE DANS DES ENDROITS DANGEREUX, DEBRANCHEZ LE COR-

RISQUE D’EXPLOSION DON D'ALIMENTATION AVANT DE REMPLACER OU DE BRANCHER LES
MODULES.

AVERTISSEMENT NE DEBRANCHEZ PAS LEQUIPEMENT A MOINS QUE L'ALIMENTATION

RISQUE D’EXPLOSION AIT ETE COUPEE OU QUE L'ENVIRONNEMENT EST CONNU POUR
ETRE NON DANGEREUX.

FCC Statement—This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reason-
able protection against harmful interference in a residential installation. This equipment gener-
ates, uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equip-
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ment off and on, the user is encouraged to try to correct the interference by one or more of the fol-
lowing measures: Reorient or relocate the receiving antenna; Increase the separation between the
equipment and receiver; Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected; Consult the dealer or an experienced radio/TV technician for help.

Copyright and Trademarks—° 2013 Sixnet, Inc.. All Rights Reserved. EtherTRAK is a registered
trademark of Sixnet, Inc. 2013
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Appendix C Default Software Configuration Settings

C.1 About Default Settings

The settings below are the factory defaults when the switch comes out of the box. Use this page as a
reference for tailoring the switch to your needs.

C.1.1 Management Port
+  DHCP: disabled
IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0
*  Default Gateway: none

* NTP: Disabled
Timezone: GMT

C.1.2 Port Configuration for Ports 1-9(and above)

Port Name Admin Mode Speed & Duplex Flow Control
1 Port_1 Enabled Auto 10h 10f 100h 100f Disabled
2 Port_2 Enabled Auto 10h 10f 100h 100f Disabled
3 Port_3 Enabled Auto 10h 10f 100h 100f Disabled
4 Port_4 Enabled Auto 10h 10f 100h 100f Disabled
5 Port_5 Enabled Auto 10h 10f 100h 100f Disabled
6 Port_6 Enabled Auto 10h 10f 100h 100f Disabled
7 Port_7 Enabled Auto 10h 10f 100h 100f 1000f Disabled
8 Port_8 Enabled Auto 10h 10f 100h 100f 1000f Disabled
9 Port_9 Enabled Auto 10h 10f 100h 100f 1000f | Disabled

C.1.3 Port Mirroring

Mirroring: Disabled

’)
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RSTP/STP Configuration

Redundancy Protocol: RSTP
Bridge Priority: 32768

Max. Age: 20

Hello Time: 2

Forward Delay: 15

Transmission Limit: 6

REVISED 2016-03-15
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C.1.5 RSTP/STP Port Configuration
Port Name | R(STP) Priority | Cost Type PtpMAC
1 Port_1 Included | 128 200000 | Auto Auto
2 Port_2 Included | 128 200000 | Auto Auto
3 Port_3 Included | 128 200000 | Auto Auto
4 Port_4 Included | 128 200000 | Auto Auto
5 Port_5 Included | 128 200000 | Auto Auto
6 Port_6 Included | 128 200000 | Auto Auto
7 Port_7 Included | 128 200000 | Auto Auto
8 Port_8 | Included | 128 200000 | Auto Auto
9 Port_9 Included | 128 200000 | Auto Auto

C.1.6 SNMP Notifications

All traps disabled.

C.1.7

IGMP Settings
IGMP Mode: Active IGMP(router mode)

Multicast suppression: None

IGMP Version: 2

Robustness: 2

Query Interval: 125 seconds

Query Response Interval: 10 seconds

Static Router: Disabled for all ports
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C.1.8 Trap Managers

No trap managers configured.

C.1.9 Priority Queuing

C.1.10 SNMP System Information

Use 802.1p Tag Priority: Enabled

Use IP ToS/DiffServ: Enabled

Priority Precedence: Tag

Default Priority: Normal

Type: Transparent

QoS Scheduling: Strict

DEFAULT SOFTWARE CONFIGURATION SETTINGS

Contact: <Set name (and e-mail) of contact for switch>

System Name: Managed Switch

Location: <Set location of switch>

C.1.11 Remote Access Security

SNMP Access: both SNMPv2 and v3 enabled

Terminal Access: both SSH and telnet enabled

Web Access: both http and https enabled

Inactivity logout: 5 minutes

SNMP Read-only Name: public

SNMP Read-only Password: publicpwd

SNMP Read/write Name: private

SNMP Read/write Password: privatepwd

Admin Password: admin

C.1.12 IEEE Tagging

Priority Traffic Type Queue
0 Best Effort 1
1 Background 0
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Priority Traffic Type Queue
2 Spare 0
3 Excellent Effort | 1
4 Controlled Load | 2
5 Video 2
6 Voice 3
7 Network control | 3

C.1.13 VLAN Mode
Disabled

C.1.14 VLAN Port Settings

Port PVID Force Type

1 1 Disabled Transparent
2 1 Disabled Transparent
3 1 Disabled Transparent
4 1 Disabled Transparent
5 1 Disabled Transparent
6 1 Disabled Transparent
7 1 Disabled Transparent
8 1 Disabled Transparent
9 1 Disabled Transparent

C.1.15 Modem Settings

Auto-answer rings: 2
Comma delay: 1

Speed: MAX

Data Compression: Both

Error Correction: Enabled

Custom initialization: Blank

Digital output meaning: Power OK

REVISED 2016-03-15
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C.1.16 PPP Settings

PPP Mode: Disabled

User name: PPPLink

User phone number: Blank
Password: Link2Sixnet

Idle Timeout: 60 seconds
Default route: Enabled

Server calls back: Disabled
Switch's phone number: Blank
Client IP: Blank

Route to Gateway: Disabled

C.1.17 Remote Users

All users are Disabled.

C.1.18 Routing

PPP Rip mode: Disabled
PPP Send: RIP v1

PPP Receive: RIP v1
LAN Rip mode: Disabled
LAN Send: RIP v1

LAN Receive: RIP v1

C.1.19 Dial-Out Messaging

Digital input action: Disabled

Primary phone number: Blank

Secondary phone number: Blank

Number Selection: Alternate

Retry Limit: 2

Retry delay: 120 seconds

Message type: Numeric

DEFAULT SOFTWARE CONFIGURATION SETTINGS
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Message: Blank

Send Message delay: 2 seconds
ACK Message: Blank

Message resend limit: 2

Message resend delay: 2 seconds
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Appendix D

SNMP Support

SNMP SuUPPORT

Groups General Description Location and RFC Support
System Information about the switch 1.3.6.1.2.1.1 This MIB is fully sup-
as a system: name, description, | RFC 1213 ported
physical location, uptime, con-
tact, and a list of other groups
in the MIB.
Interfaces Per-port information at the 1.3.6.1.2.1.2 ifTable: Basic inter-
interface layer. RFC 1229 face info.
ifXTable: Extended
interface info.
ifStackTable: Inter-
face layering (for
VLANS).
AT Address translation informa- 1.3.6.1.2.1.3 This MIB is fully sup-
tion to map IP addresses to RFC 1213 ported.
MAC addresses.
1P Information used to keep track | 1.3.6.1.2.1.4 This MIB is full sup-
of the IP layer on the managed | Rpc 2011 ported.
node.
TCP Information to keep track of 1.3.6.1.2.1.6 This MIB is supported
the application entities using RFC 2012 but keep in mind that
TCP. this is a host oriented
MIB so it may not be
particularly helpful to
you.
UDP Information to keep track of 1.3.6.1.2.1.7 This MIB is supported
application entities using User | RFC 2013 but keep in mind that
Datagram Protocol. this is a host oriented
MIB so it may not be
particularly helpful to
you.
Dot3 Performance statistics for 1.3.6.1.2.1.10.7 This MIB is fully sup-
“Ether-like” devices. RFC 2665 ported.
SNMP Statistical information about 1.3.6.1.2.1.11 This MIB is fully sup-
the SNMP protocol entity and | Rpc 1213 ported.

tracks the amount of manage-
ment traffic that a device
responds to.

sixnet® Series SLX Managed Switch Software Manual

-160 -

red I‘en“‘



SNMP SUPPORT

REVISED 2016-03-15
LP0O978

MIB)

Groups General Description Location and RFC Support
RMON Remote Monitoring 1.3.6.1.2.1.16 Group 1: Ethernet
RFC 1757 statistics.
Group 2: Ethernet
history (8 samples
each at 30 second and
30 minute intervals
for each port).
Dot1dBridge STP/RSTP MIB 1.3.6.1.2.1.17 dot1dStpPortTable:
RFC 1493 Spanning Tree proto-
col info.
dot1dTpFdbTable:
Learned MAC
addresses and port
associations.
dot1dTpPortTable:
Port info similar to
RMON.
Dot1dBase Basic STP/RSTP information. 1.3.6.1.2.1.17.1 This MIB is fully sup-
RFC 1493 ported.
Dot1dStp Spanning Tree Protocol operat- | 1.3.6.1.2.1.17.2 This MIB is fully sup-
Ing parameters RFC 1493 ported.
Dot1dTp Transparent routing parame- 1.3.6.1.2.1.17.4 This MIB is fully sup-
ters and performance. RFC 1493 ported.
Dot1gBridge VLAN MIB 1.3.6.1.2.1.17.7 This MIB is fully sup-
RFC 2674 ported.
IGMPStdMIB | IGMP MIB 1.3.6.1.2.1.85 This MIB is fully sup-
RFC 2933 ported for all things
relevant.
ETxMS Switch specific data (private 1.3.6.1.4.1.20540.2.1 | This MIB is fully sup-

ported. See below.

*  For the latest Sixnet MIB text file please go to: http://www.sixnet.com
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Appendix E  Concepts and Definitions

10/100BASE-Tx,
100BASE-FX,
1000BaseT/F

Active Communi-
cation

Auto-MDI/MDIX-
Crossover

Auto-Polarity

Auto-Sensing or
Auto-Negotiation

BPDU

Bridge Priority
Bridge

CoS

Designated Bridge

DHCP

DNS

Duplex (full or
half)

This describes the type of port. 10BASE-T is a 10 Mbps copper (RJ45) port,
100BASE-TX 1s a 100 Mbps copper port, 100BASE-FX is a 100 Mbps fiber
optic port and 1000BaseT/F is 1000 Mbps copper or fiber port.

Communication is enabled between two devices with no hindrances (such as
a port in a blocked state). As long as there is only ONE active communica-
tions path from a root to any end node, there will be no loops in the active
topology.

The RJ45 (copper) ports on the switch will automatically detect the cable
type (straight-thru vs. cross-wired) and re-configure themselves accord-

ingly.

The RJ45 (copper) ports on the switch will intelligently correct for reverse
polarity on the TD and RD pair.

The RJ45 (copper) ports on the switch will intelligently detect the speed
(10BASE-T - 10 Mbps or 100BASE-TX - 100 Mbps) and duplex (half or full).
The fiber ports are fixed at 100BASE-FX and the duplex is settable.

Bridge Protocol Data Unit: These data units are used to keep bridges
informed of the network status.

A setting that helps create the hierarchical levels as to which switch will
become root.

Device used as a means to connect/communicate between two networks.
Also called a “switch”.

Class of Service is a method to prioritize the network traffic based on the
traffic type. (See also QoS, ToS, Traffic class.)

Each managed bridge is designated to the LANSs for which it is connected to
(via its designated ports). For the root bridge, it is designated to all the
LANSs in the managed network.

Dynamic Host Configuration Protocol: This is a protocol used to assign IP
addresses in a network. The device that uses this protocol to gain access to
the network obtains a dynamically changing IP address such that it could
have a different IP address every time.

Domain Name Server: This server translates domain names into IP
addresses.

Half duplex means that messages flow in only one direction at a time. Full
duplex means that messages flow in both directions at the same time. The
RJ45 ports of the switch automatically support (auto-sense) both full and
half duplex flow control. The fiber optic port is software configurable for full
or half duplex flow control.
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Edge Port A port that is only linked to an end station and cannot create a loop in the
network.
Forward Delay Time used in STP to wait before determining it is safe for a port to make
transitions leading to forwarding network traffic.
Full Duplex Simultaneous transmission of data in both directions across one link.
Gateway IP IP address of the device used to bring two networks together.
GDA Group Destination Address. A class D IP address used as the destination

address for multicast data. Class D IP addresses have high-order bits 1110
and fall in the range 224.0.0.0 to 239.255.255.255.

Half Duplex Only one device is transmitting data at any point in time.

Hello Timer Timer value to indicate the interval that STP configuration messages are
sent out from the root bridge.

TEEE 802.3 This is the primary standard for Ethernet. This switch complies with this

primary standard and various related sub standards such as 802.3u
(100BASE-TX), 802.3x (full-duplex with flow control), 802.1D-2004 (STP,

RSTP)
IEEE 802.1Q This switch complies with this standard for the operation of Virtual LANs.
IGMP Internet Group Management Protocol used for IP multicast filtering.
IP Address Address used to indicate the destination of where IP packets should go.
IPv4 Internet Protocol version 4.
IPv6 Internet Protocol version 6.
Latency This is the time it takes a message to be routed internal to a switch from

one port to another. The typical latency of a message is 5 microseconds (@
100 Mbps) or faster.

MAC Address Each Ethernet device inserts its unique “MAC” address into each message
it sends out. The port on the switch used for a given MAC address is auto-
matically learned when a frame is received from that address. Once an
address is learned, the switch will route messages to only the appropriate
port, instead of broadcasting messages out all ports like a hub. A time
stamp is also placed in memory when a new address is learned. This time
stamp 1s used with the aging feature, which will remove unused MAC
addresses from the table after 300 seconds. If a device moves, the associated
port on the switch will be changed (migrated) as needed. Up to 2,048 MAC
addresses can be stored and monitored at any time.

Managed Switch A device that forwards packets between LANs. This device also has to capa-
bility to support loop configurations using Spanning Tree Protocol. Loop
configurations are used to prevent a single point of hardware failure in a
network. Management Information about the network is also obtained
through the switch by querying the MIB

)
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Multicast

Max Message Age

MIB

Mirroring

Notification
Path Cost

PPP
Point to Point

MAC
Port Priority

QoS

RMON (Remote
Monitoring)
Root Bridge
Root Port

RSTP

SNMP

SNMP Agent

Store & Forward

CONCEPTS AND DEFINITIONS

A means of sending messages to multiple hosts without broadcasting the
data to all hosts or sending it individually to each interested host. IGMP
may be used to optimize routing of multicast messages so only network seg-
ments with interested hosts need carry multicast traffic.

Length of time the STP Algorithm waits before reconfiguration is necessary.

Management Information Base: This is a database of objects that is used by
some form of network management system (like the managed switch).
SNMP and RMON are popular tools to obtain the information from the
MIB.

This diagnostic capability allows messages from one or more source ports to
be copied to one or more target (monitor) ports. Then a port analyzer or
“sniffer” program can be used to monitor the traffic without affecting the
operation of the switch.

See “Trap”.

For each pathway a packet of information must pass, there is an associated
cost. A number is used to indicate the cost from a source port to a destina-
tion port. The lowest number (least cost) among a set of paths from a spe-
cific source and destination will be chosen as the optimal path of choice.

Point-to-Point Protocol. Allows a serial connection to be used as if it was a
low-speed network connection.

This indicator is used to optimize the convergence time in the STP algo-
rithm.

A numeric value placed upon a port to indicate its hierarchical standing to
become a designated port.

Quality of Service. Generic description of network service parameters such
as latency, frame loss, user priority, etc. (See also CoS, ToS.)

This network management protocol allows access to a richer MIB to provide
more extensive and detailed information about the network.

The bridge that controls the Spanning Tree Topology.

This port that provides the connection (directly or indirectly) to the root
bridge.

Rapid Spanning Tree Protocol: This protocol is an improvement over the

original STP technology, providing for faster convergence times.

Simple Network Management Protocol: Protocol used to manage complex
networks. A computer/device requests data from SNMP agents through pro-
tocol data units. The agents return the data that is stored in their MIBs
(Management Information Bases).

The software which monitors the status of a device such as the managed
switch and provides information about that status to clients by replying to
requests or sending notifications.

This is the standard operating mode for the switch.
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STP

Subnet

Telnet

ToS

Traffic Class

Trap

VLAN

Spanning Tree Protocol: This protocol is used to prevent loops in a bridged
network, but still allowing for redundant connections as a safe guard
against single points of hardware failure.

A subnet is the part of the network that shares the same part of an IP
address. For security reasons, a network can be divided into many subnets
by using a subnet mask. The subnet mask setting in devices is combined
with the binary IP address to extract the subnet ID. On an IP network, only
devices with the same subnet ID can communicate with each other.

This is a terminal emulation program used to access a telnet server. Once
connected and logged in to the telnet server, commands can be remotely exe-
cuted as if the user were at the server him/herself.

Type of Service. A field in the IPv4 header which specifies the type of ser-
vice requested in handling the packet. The value may be from 0 to 255. (See
also CoS, QoS.)

A field in the IPv6 header which specifies the relative priority of the frame.
The value may be from 0 to 255.

A message sent by an SNMP agent to an SNMP trap manager to notify the
manager of a change in the state of the device monitored by the agent.
Examples of traps include cold start (the device is turned on), authentica-
tion failure (a user supplied invalid credentials when attempting to connect
to the agent), and link up/down (a connection to a port was made or broken).

VLANSs segregate traffic flowing through a switch to improve bandwidth
utilization or security. Segregation is done based on membership in a group
of ports (port-based VLANS) or on IEEE 802.1Q tags which include a VLAN
ID (tag-based VLANS). Devices on one VLAN can not talk to devices on
another VLAN unless a router is involved to join them.
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Appendix F AT Command Summary (-MDM
Models Only)

F.1 AT Commands

The AT commands defined in this section can be entered to configure the modem for advanced
applications in the Modem Settings configuration screen.

%C - V.42bis Data n=0 Data Compression Disabled *

Compression n=1 Bidirectional Data Compression
n=2 Data Compression Transmit Only
n=3 Data Compression Receive Only

\Nn - Error Control n=0 Normal Mode

Mode n=2 MNP Required
n=3 V.42 auto reliable mode *
n=4 LAPM required for connection
n=5 V.42 or MNP required

&7 - Sleep Mode Wake on incoming Ring

F.2  S-Registers

The S-Registers defined in this section can be entered to configure the modem for advanced applica-
tions in the Modem Settings configuration screen.

SO - Answer on nth SO sets the modem to automatically answer on the nth
Ring: ring.
Setting SO to 0 disables automatic answer.
Range: 0 to 255
Units: Rings
Default: 0

S1 - Ring Count: S1 is a read-only register showing the number of rings
detected. If no ring is detected within 8 seconds, S1 is
reset.

Range: 0 to 255
Units: Rings
Default: 0

’)
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S6 - Dial Tone Wait
Time:

S7 - Wait for Carrier
after Dialing:

S8 - Comma Pause
Time:

S9 - Carrier Detect
Response Time:

S10 - Carrier Off Dis-
connect Delay:

S14 - Wait for Dial Tone
Delay:

S24 - Sleep Inactivity
Timer:

LP0O978

S6 determines how long the modem waits for dial tone
before dialing. The Dial Tone Wait Time cannot be set to
less than two seconds.

Range: 0 to 255
Units: Seconds
Default: 2

S7 determines how long the modem waits for a valid car-
rier signal after dialing.

Range: 0 to 255
Units: Seconds
Default: 80

S8 defines the duration of the pause initiated by a comma
in the dialing string. The pause is generally used when
waiting for a second dial tone.

Range: 0 to 255
Units: Seconds
Default: 2

S9 establishes the length of time the remote modem's car-
rier must be present to be

recognized as valid.

Range: 1 to 255
Units: 0.1 Seconds
Default: 6

S10 selects how long carrier must be lost before the
modem disconnects. If S10 is smaller than S9 or S10 is set
to 255, the modem will not disconnect on any loss of car-
rier.

Range: 1 to 255
Units: 0.1 Seconds
Default: 14

S14 determines how long the modem will wait for dial
tone when the W dial modifier is used.

Range: 0 to 255

Units: Seconds
Default: 12

S24 sets the length of inactivity before the modem enters
sleep mode. Zero disables sleep mode.

Range: 0 to 255
Units: Seconds
Default: 0
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S30 - Disconnect Inac-
tivity Timer:

S38 - Hang Up Delay
Timer:

S50 Minimum Off-Hook
Duration:

AT COMMAND SUMMARY (-MDM MODELS ONLY)

S30 sets how long the modem remains on line with no
data flowing. Zero disables the timer.

Range: 0-255

Units: Minutes

Default: 0

S38 determines the maximum delay between receipt of
the ATHO command and modem disconnect.

Range: 0-255

Units: Seconds

Default: 20

S50 determines the minimum length of time the modem
will remain off-hook. An attempt to drop the line before
this timer expires will be ignored by the modem.

Range: 0-255

Units: Seconds

Default: 3

’)
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Appendix G  Service Information

We sincerely hope that you never experience a problem with any Red Lion product. If you do need
service, call Red Lion at 1-877-432-9908 for Technical Support. A trained specialist will help you to
quickly determine the source of the problem. Many problems are easily resolved with a single phone
call. If it is necessary to return a unit to us, an RMA (Return Material Authorization) number will
be given to you.

Red Lion tracks the flow of returned material with our RMA system to ensure speedy service. You
must include this RMA number on the outside of the box so that your return can be processed
immediately.

The applications engineer you are speaking with will fill out an RMA request for you. If the unit has
a serial number, we will not need detailed financial information. Otherwise, be sure to have your
original purchase order number and date purchased available.

We suggest that you give us a repair purchase order number in case the repair is not covered under
our warranty. You will not be billed if the repair is covered under warranty.

Please supply us with as many details about the problem as you can. The information you supply
will be written on the RMA form and supplied to the repair department before your unit arrives.
This helps us to provide you with the best service, in the fastest manner. Normally, repairs are com-
pleted in two days. Sometimes difficult problems take a little longer to solve.

If you need a quicker turnaround, ship the unit to us by air freight. We give priority service to
equipment that arrives by overnight delivery. Many repairs received by mid-morning (typical over-
night delivery) can be finished the same day and returned immediately.

We apologize for any inconvenience that the need for repair may cause you. We hope that our rapid
service meets your needs. If you have any suggestions to help us improve our service, please give us
a call. We appreciate your ideas and will respond to them.

For Your Convenience:
Please fill in the following and keep this manual with your Red Lion system for future reference:

PO.# Date Purchased:

Purchased From:

G.1 Product Support

To obtain support for Red Lion products:

On-line support: http:/www.redlion.net Phone: +1 877 432-9908
Fax: +1 717 764 0839

)
&
red Ien -169 - Sixnet® Series SLX Managed Switch Software Manual


http://www.redlion.net

REVISED 2016-03-15 SERVICE INFORMATION
LP0978

Latest product info: http:/www.redlion.net = E-mail: customer.service@redlion.net

Mailing address: Red Lion Controls, 20 Willow Springs Circle, York PA 17406

’)
8
sixnet® Series SLX Managed Switch Software Manual -170 - red Ien


http://www.redlion.net
mailto:customer.service@redlion.net

LICENSE AGREEMENTS REVISED 2016-03-15
PCRE LIBRARY LP0O978

Appendix H License Agreements

The following is a list of the license agreements of the software and libraries used in the develop-
ment of the firmware.

To obtain the source code for all the software and libraries listed in this appendix, email Red Lion at
support@redlion.net.

H.1 PCRE Library

PCRE is a library of functions to support regular expressions whose syntax and semantics are as
close as possible to those of the Perl 5 language.

Release 8 of PCRE is distributed under the terms of the “BSD” license, as specified below. The docu-
mentation for PCRE, supplied in the “doc” directory, is distributed under the same terms as the
software itself.

The basic library functions are written in C and are freestanding. Also included in the distribution
is a set of C++ wrapper functions.

THE BASIC LIBRARY FUNCTIONS

Written by: Philip Hazel
Email local part: ph10
Email domain: cam.ac.uk

University of Cambridge Computing Service,
Cambridge, England.

Copyright (c) 1997-2009 University of Cambridge
All rights reserved.

THE C++ WRAPPER FUNCTIONS

Contributed by: Google Inc.
Copyright (c) 2007-2008, Google Inc.
All rights reserved.

THE “BSD” LICENCE

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

)
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* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the University of Cambridge nor the name of Google Inc. nor the names
of their contributors may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

H.2 libpcap Software

License: BSD

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. The names of the authors may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WAR-
RANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

H.3 lighttpd Software

Copyright (c) 2004, Jan Kneschke, incremental
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

’)
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* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of the 'incremental' nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

H.4 spawn-fcgi Software

Copyright (c) 2004, Jan Kneschke, incremental
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the 'incremental' nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING

)
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NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

H.5 ipsec-tools Software

This is the Debian packaged version of ipsec-tools.
Sources for this package can be found at its homepage at: http://ipsec-tools.sourceforge.net/.

The code is copyright 1995, 1996, 1997, 1998, and 1999 by the WIDE Project and licensed under the
BSD license. On Debian systems a copy of the license can be found in /usr/share/common-licenses/
BSD.

The GSSAPI code is copyright 2000 Wasabi Systems, Inc and licensed under the following license:

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

All advertising materials mentioning features or use of this software must display the fol-
lowing acknowledgment: This product includes software developed by Wasabi Systems for
Zembu Labs, Inc. http://www.zembu.com/

The name of Wasabi Systems, Inc. may not be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY WASABI SYSTEMS, INC. "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL WASABI SYSTEMS, INC BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUD-
ING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The racoon-tool perl script is:
Copyright Matthew Grant, Catalyst I'T Ltd 2004.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; version 2 dated June, 1991.
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This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

On Debian GNU/Linux systems, the complete text of the GNU General Public License can be found
in “/usr/share/common-licenses/GPL'. A copy of the GNU General Public License is also available at:

<URL:http://www.gnu.org/copyleft/gpl.html>.

You may also obtain it by writing to the Free Software Foundation, Inc., 51 Franklin St, Fifth Floor,
Boston, MA 02110-1301, USA.

H.6 net-snmp Software

Various copyrights apply to this package, listed in various separate parts below. Please make sure
that you read all the parts.

-- Part 1: CMU/UCD copyright notice: (BSD like) -----

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work — 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California
All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies
and that both that copyright notice and this permission notice appear in supporting documentation,
and that the name of CMU and The Regents of the University of California not be used in advertis-
ing or publicity pertaining to distribution of the software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRAN-
TIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS OF THE
UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUEN-
TIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE,
DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFOR-
MANCE OF THIS SOFTWARE.

---- Part 2: Networks Associates Technology, Inc copyright notice (BSD) -----

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.
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* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contribu-
tors may be used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 3: Cambridge Broadband Ltd. copyright notice (BSD) -----

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Litd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

The name of Cambridge Broadband Ltd. may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRAN-
TIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGE.

---- Part 4: Sun Microsystems, Inc. copyright notice (BSD) -----

Copyright © 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,
California 95054, U.S.A. All rights reserved.
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Use is subject to license terms below.
This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be
used to endorse or promote products derived from this software without specific prior writ-
ten permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 5: Sparta, Inc copyright notice (BSD) -----

Copyright (c) 2003-2009, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CON-
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TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 6: Cisco/BUPTNIC copyright notice (BSD) -----

Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the
names of their contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) -----

Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003
oss@fabasoft.com

Author: Bernhard Penz <bernhard.penz@fabasoft.com>

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.
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* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or
product names may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRAN-
TIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGE.

---- Part 8: Apple Inc. copyright notice (BSD) -----
Copyright (c) 2007 Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of Apple Inc. (“Apple”) nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS “AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

---- Part 9: ScienceLogic, LLC copyright notice (BSD) -----

Copyright (c) 2009, ScienceLogic, LLC
All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of Sciencel.ogic, LLL.C nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

H.7 FastCGl Library

This FastCGI application library source and object code (the “Software”) and its documentation (the
“Documentation”) are copyrighted by Open Market, Inc (“Open Market”). The following terms apply
to all files associated with the Software and Documentation unless explicitly disclaimed in individ-
ual files.

Open Market permits you to use, copy, modify, distribute, and license this Software and the Docu-
mentation for any purpose, provided that existing copyright notices are retained in all copies and
that this notice is included verbatim in any distributions. No written agreement, license, or royalty
fee 1s required for any of the authorized uses. Modifications to this Software and Documentation
may be copyrighted by their authors and need not follow the licensing terms described here. If mod-
ifications to this Software and Documentation have new licensing terms, the new terms must be
clearly indicated on the first page of each file where they apply.

OPEN MARKET MAKES NO EXPRESS OR IMPLIED WARRANTY WITH RESPECT TO THE
SOFTWARE OR THE DOCUMENTATION, INCLUDING WITHOUT LIMITATION ANY WAR-
RANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT
SHALL OPEN MARKET BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY DAMAGES
ARISING FROM OR RELATING TO THIS SOFTWARE OR THE DOCUMENTATION, INCLUD-
ING, WITHOUT LIMITATION, ANY INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES
OR SIMILAR DAMAGES, INCLUDING LOST PROFITS OR LOST DATA, EVEN IF OPEN MAR-
KET HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOFTWARE AND
DOCUMENTATION ARE PROVIDED “AS IS”. OPEN MARKET HAS NO LIABILITY IN CON-
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TRACT, TORT, NEGLIGENCE OR OTHERWISE ARISING OUT OF THIS SOFTWARE OR THE
DOCUMENTATION.

H.8 watchdog Software

Copyright (C) 1996-1999 Michael Meskes

WATCHDOG is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 1, or (at your
option) any later version.

WATCHDOG is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

H.9 GPLv2 (General Public License v2)

The following software is distributed under GPLv2:
busybox
* iptables

* quagga and quagga libs

mgetty
* linux
* dhcped

The GPLv2 is given below.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it 1s not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and
change free software—to make sure the software is free for all its users. This General Public
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License applies to most of the Free Software Foundation's software and to any other program whose
authors commit to using it. (Some other Free Software Foundation software is covered by the GNU
Library General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you if
you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give
the recipients all the rights that you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands
that there is no warranty for this free software. If the software is modified by someone else and
passed on, we want its recipients to know that what they have is not the original, so that any prob-
lems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copy-
right holder saying it may be distributed under the terms of this General Public License. The “Pro-
gram”, below, refers to any such program or work, and a “work based on the Program” means either
the Program or any derivative work under copyright law: that is to say, a work containing the Pro-
gram or a portion of it, either verbatim or with modifications and/or translated into another lan-
guage. (Hereinafter, translation is included without limitation in the term “modification”.) Each
licensee 1s addressed as “you”.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the Pro-
gram is covered only if its contents constitute a work based on the Program (independent of having
been made by running the Program). Whether that is true depends on what the Program does.
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1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an appropri-
ate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License
and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of Sec-
tion 1 above, provided that you also meet all of these conditions:

a. You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b. You must cause any work that you distribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be licensed as a whole at no charge
to all third parties under the terms of this License.

c. If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to print
or display an announcement including an appropriate copyright notice and a notice that
there is no warranty (or else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling the user how to view a copy
of this License. (Exception: if the Program itself is interactive but does not normally print
such an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a. Accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,
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b. Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a com-
plete machine-readable copy of the corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange;
or,

c. Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if
you received the program in object code or executable form with such an offer, in accord
with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and installation
of the executable. However, as a special exception, the source code distributed need not include any-
thing that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that com-
ponent itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as distri-
bution of the source code, even though third parties are not compelled to copy the source along with
the object code.

4. You may not copy, modify, sub-license, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sub license or distribute the Program is
void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based
on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient auto-
matically receives a license from the original licensor to copy, distribute or modify the Program sub-
ject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third par-
ties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other rea-
son (not limited to patent issues), conditions are imposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they do not excuse you from the condi-
tions of this License. If you cannot distribute so as to satisfy simultaneously your obligations under
this License and any other pertinent obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.
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If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to
decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or
by copyrighted interfaces, the original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those countries, so that distribu-
tion is permitted only in or among countries not thus excluded. In such case, this License incorpo-
rates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and “any later version”, you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software Founda-
tion. If the Program does not specify a version number of this License, you may choose any version
ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution con-
ditions are different, write to the author to ask for permission. For software which is copyrighted by
the Free Software Foundation, write to the Free Software Foundation; we sometimes make excep-
tions for this. Our decision will be guided by the two goals of preserving the free status of all deriva-
tives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRAN-
TIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECES-
SARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAM-
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AGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAM-
AGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT
NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the
best way to achieve this is to make it free software which everyone can redistribute and change
under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each
source file to most effectively convey the exclusion of warranty; and each file should have at least
the “copyright” line and a pointer to where the full notice is found.

<One line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the
GNU General Public License as published by the Free Software Foundation; either version 2 of
the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if
not, write to the Free Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-
1301 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive
mode.

Gnomovision version 69, Copyright (C) year name of author Gnomovision comes with ABSO-
LUTELY NO WARRANTY; for details type "'show w'. This is free software, and you are welcome
to redistribute it under certain conditions; type “show c' for details.

The hypothetical commands "show w' and “show c' should show the appropriate parts of the General
Public License. Of course, the commands you use may be called something other than “show w' and
‘show c'; they could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer” for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program *Gnomovision' (which
makes passes at compilers) written by James Hacker.
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<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs.
If your program is a subroutine library, you may consider it more useful to permit linking propri-
etary applications with the library. If this is what you want to do, use the GNU Library General
Public License instead of this License.

H.10 Crossbrowser/x-tools Library

The Crossbrowser/x-tools library is distributed under the GNU General Public License, v. 3 and the
GNU General Lesser Public License, v. 3.

The licenses are given below:

GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http:/fsf.org/> Everyone is permitted to copy
and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to
share and change the works. By contrast, the GNU General Public License is intended to guarantee
your freedom to share and change all versions of a program—to make sure it remains free software
for all its users. We, the Free Software Foundation, use the GNU General Public License for most of
our software; it applies also to any other work released this way by its authors. You can apply it to

your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and
charge for them if you wish), that you receive source code or can get it if you want it, that you can
change the software or use pieces of it in new free programs, and that you know you can do these
things.

To protect your rights, we need to prevent others from denying you these rights or asking you to
surrender the rights. Therefore, you have certain responsibilities if you distribute copies of the soft-
ware, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass
on to the recipients the same freedoms that you received. You must make sure that they, too, receive
or can get the source code. And you must show them these terms so they know their rights.
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Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the
software, and (2) offer you this License giving you legal permission to copy, distribute and/or modify
it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for
this free software. For both users' and authors' sake, the GPL requires that modified versions be
marked as changed, so that their problems will not be attributed erroneously to authors of previous
versions.

Some devices are designed to deny users access to install or run modified versions of the software
inside them, although the manufacturer can do so. This is fundamentally incompatible with the aim
of protecting users' freedom to change the software. The systematic pattern of such abuse occurs in
the area of products for individuals to use, which is precisely where it is most unacceptable. There-
fore, we have designed this version of the GPL to prohibit the practice for those products. If such
problems arise substantially in other domains, we stand ready to extend this provision to those
domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow pat-
ents to restrict development and use of software on general-purpose computers, but in those that
do, we wish to avoid the special danger that patents applied to a free program could make it effec-
tively proprietary. To prevent this, the GPL assures that patents cannot be used to render the pro-
gram non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.
“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconduc-
tor masks.

“The Program” refers to any copyright-able work licensed under this License. Each licensee is
addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copy-
right permission, other than the making of an exact copy. The resulting work is called a “modified
version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you
directly or secondarily liable for infringement under applicable copyright law, except executing it on
a computer or modifying a private copy. Propagation includes copying, distribution (with or without
modification), making available to the public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive
copies. Mere interaction with a user through a computer network, with no transfer of a copy, is not
conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a
convenient and prominently visible feature that (1) displays an appropriate copyright notice, and
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(2) tells the user that there is no warranty for the work (except to the extent that warranties are
provided), that licensees may convey the work under this License, and how to view a copy of this
License. If the interface presents a list of user commands or options, such as a menu, a prominent
item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work or making modifications to it.
“Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recog-
nized standards body, or, in the case of interfaces specified for a particular programming language,
one that is widely used among developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole,
that (a) is included in the normal form of packaging a Major Component, but which is not part of
that Major Component, and (b) serves only to enable use of the work with that Major Component, or
to implement a Standard Interface for which an implementation is available to the public in source
code form. Major Component”, in this context, means a major essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable work runs, or a
compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to gen-
erate, install, and (for an executable work) run the object code and to modify the work, including
scripts to control those activities. However, it does not include the work's System Libraries, or gen-
eral-purpose tools or generally available free programs which are used unmodified in performing
those activities but which are not part of the work. For example, Corresponding Source includes
interface definition files associated with source files for the work, and the source code for shared
libraries and dynamically linked subprograms that the work is specifically designed to require,
such as by intimate data communication or control flow between those subprograms and other parts
of the work.

The Corresponding Source need not include anything that users can regenerate automatically from
other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are
irrevocable provided the stated conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running a covered work is covered by
this License only if the output, given its content, constitutes a covered work. This License acknowl-
edges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long
as your license otherwise remains in force. You may convey covered works to others for the sole pur-
pose of having them make modifications exclusively for you, or provide you with facilities for run-
ning those works, provided that you comply with the terms of this License in conveying all material
for which you do not control copyright. Those thus making or running the covered works for you
must do so exclusively on your behalf, under your direction and control, on terms that prohibit them
from making any copies of your copyrighted material outside their relationship with you.
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Conveying under any other circumstances is permitted solely under the conditions stated below.
Sub-licensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable
law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December
1996, or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technologi-
cal measures to the extent such circumvention is effected by exercising rights under this License
with respect to the covered work, and you disclaim any intention to limit operation or modification
of the work as a means of enforcing, against the work's users, your or third parties' legal rights to
forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, pro-
vided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice; keep intact all notices stating that this License and any non-permissive terms added in
accord with section 7 apply to the code; keep intact all notices of the absence of any warranty; and
give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or
warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program,
in the form of source code under the terms of section 4, provided that you also meet all of these con-
ditions:

a. The work must carry prominent notices stating that you modified it, and giving a relevant
date.

b. The work must carry prominent notices stating that it is released under this License and
any conditions added under section 7. This requirement modifies the requirement in sec-
tion 4 to “keep intact all notices”.

c. You must license the entire work, as a whole, under this License to anyone who comes
into possession of a copy. This License will therefore apply, along with any applicable sec-
tion 7 additional terms, to the whole of the work, and all its parts, regardless of how they
are packaged. This License gives no permission to license the work in any other way, but
it does not invalidate such permission if you have separately received it.

d. If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal
Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their
nature extensions of the covered work, and which are not combined with it such as to form a larger
program, in or on a volume of a storage or distribution medium, is called an “aggregate” if the com-
pilation and its resulting copyright are not used to limit the access or legal rights of the compila-
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tion's users beyond what the individual works permit. Inclusion of a covered work in an aggregate
does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License,
in one of these ways:

a. Convey the object code in, or embodied in, a physical product (including a physical distri-
bution medium), accompanied by the Corresponding Source fixed on a durable physical
medium customarily used for software interchange.

b. Convey the object code in, or embodied in, a physical product (including a physical distri-
bution medium), accompanied by a written offer, valid for at least three years and valid
for as long as you offer spare parts or customer support for that product model, to give
anyone who possesses the object code either (1) a copy of the Corresponding Source for all
the software in the product that is covered by this License, on a durable physical medium
customarily used for software interchange, for a price no more than your reasonable cost
of physically performing this conveying of source, or (2) access to copy the Corresponding
Source from a network server at no charge.

c. Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. This alternative is allowed only occasionally and noncommerc-
1ally, and only if you received the object code with such an offer, in accord with subsection
6b.

d. Convey the object code by offering access from a designated place (gratis or for a charge),
and offer equivalent access to the Corresponding Source in the same way through the
same place at no further charge. You need not require recipients to copy the Correspond-
ing Source along with the object code. If the place to copy the object code is a network
server, the Corresponding Source may be on a different server (operated by you or a third
party) that supports equivalent copying facilities, provided you maintain clear directions
next to the object code saying where to find the Corresponding Source. Regardless of what
server hosts the Corresponding Source, you remain obligated to ensure that it is available
for as long as needed to satisfy these requirements.

e. Convey the object code using peer-to-peer transmission, provided you inform other peers
where the object code and Corresponding Source of the work are being offered to the gen-
eral public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source
as a System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property
which is normally used for personal, family, or household purposes, or (2) anything designed or sold
for incorporation into a dwelling. In determining whether a product is a consumer product, doubtful
cases shall be resolved in favor of coverage. For a particular product received by a particular user,
“normally used” refers to a typical or common use of that class of product, regardless of the status of
the particular user or of the way in which the particular user actually uses, or expects or is expected
to use, the product. A product is a consumer product regardless of whether the product has substan-
tial commercial, industrial or non-consumer uses, unless such uses represent the only significant
mode of use of the product.
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“Installation Information” for a User Product means any methods, procedures, authorization keys,
or other information required to install and execute modified versions of a covered work in that
User Product from a modified version of its Corresponding Source. The information must suffice to
ensure that the continued functioning of the modified object code is in no case prevented or inter-
fered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User
Product, and the conveying occurs as part of a transaction in which the right of possession and use
of the User Product is transferred to the recipient in perpetuity or for a fixed term (regardless of
how the transaction is characterized), the Corresponding Source conveyed under this section must
be accompanied by the Installation Information. But this requirement does not apply if neither you
nor any third party retains the ability to install modified object code on the User Product (for exam-
ple, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to
provide support service, warranty, or updates for a work that has been modified or installed by the
recipient, or for the User Product in which it has been modified or installed. Access to a network
may be denied when the modification itself materially and adversely affects the operation of the
network or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section
must be in a format that is publicly documented (and with an implementation available to the pub-
lic in source code form), and must require no special password or key for unpacking, reading or

copying.
7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions
from one or more of its conditions. Additional permissions that are applicable to the entire Program
shall be treated as though they were included in this License, to the extent that they are valid
under applicable law. If additional permissions apply only to part of the Program, that part may be
used separately under those permissions, but the entire Program remains governed by this License
without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permis-
sions from that copy, or from any part of it. (Additional permissions may be written to require their
own removal in certain cases when you modify the work.) You may place additional permissions on
material, added by you to a covered work, for which you have or can give appropriate copyright per-
mission.

Notwithstanding any other provision of this License, for material you add to a covered work, you
may (if authorized by the copyright holders of that material) supplement the terms of this License
with terms:

a. Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16
of this License; or

b. Requiring preservation of specified reasonable legal notices or author attributions in that
material or in the Appropriate Legal Notices displayed by works containing it; or

c. Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original ver-
sion; or
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d. Limiting the use for publicity purposes of names of licensor's or authors of the material;
or

e. Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f. Requiring indemnification of licensor's and authors of that material by anyone who con-
veys the material (or modified versions of it) with contractual assumptions of liability to
the recipient, for any liability that these contractual assumptions directly impose on
those licensor's and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning
of section 10. If the Program as you received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further restriction, you may remove that term.
If a license document contains a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms of that license document,
provided that the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant
source files, a statement of the additional terms that apply to those files, or a notice indicating
where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written
license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwise to propagate or modify it is void, and will automatically terminate your
rights under this License (including any patent licenses granted under the third paragraph of sec-
tion 11).

However, if you cease all violation of this License, then your license from a particular copyright
holder is reinstated (a) provisionally, unless and until the copyright holder explicitly and finally ter-
minates your license, and (b) permanently, if the copyright holder fails to notify you of the violation
by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright
holder notifies you of the violation by some reasonable means, this is the first time you have
received notice of violation of this License (for any work) from that copyright holder, and you cure
the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, you do not qualify to receive new licenses for the same material under sec-
tion 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancil-
lary propagation of a covered work occurring solely as a consequence of using peer-to-peer transmis-
sion to receive a copy likewise does not require acceptance. However, nothing other than this
License grants you permission to propagate or modify any covered work. These actions infringe
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copyright if you do not accept this License. Therefore, by modifying or propagating a covered work,
you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the origi-
nal licensor's, to run, modify and propagate that work, subject to this License. You are not responsi-
ble for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all
assets of one, or subdividing an organization, or merging organizations. If propagation of a covered
work results from an entity transaction, each party to that transaction who receives a copy of the
work also receives whatever licenses to the work the party's predecessor in interest had or could
give under the previous paragraph, plus a right to possession of the Corresponding Source of the
work from the predecessor in interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under
this License. For example, you may not impose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation (including a cross-claim or
counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,
offering for sale, or importing the Program or any portion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a
work on which the Program is based. The work thus licensed is called the contributor's “contributor
version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contribu-
tor, whether already acquired or hereafter acquired, that would be infringed by some manner, per-
mitted by this License, of making, using, or selling its contributor version, but do not include claims
that would be infringed only as a consequence of further modification of the contributor version. For
purposes of this definition, “control” includes the right to grant patent sub-licenses in a manner con-
sistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the con-
tributor's essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify
and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment,
however denominated, not to enforce a patent (such as an express permission to practice a patent or
covenant not to sue for patent infringement). To “grant” such a patent license to a party means to
make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source
of the work is not available for anyone to copy, free of charge and under the terms of this License,
through a publicly available network server or other readily accessible means, then you must either
(1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of the bene-
fit of the patent license for this particular work, or (3) arrange, in a manner consistent with the
requirements of this License, to extend the patent license to downstream recipients. “Knowingly
relying” means you have actual knowledge that, but for the patent license, your conveying the cov-
ered work in a country, or your recipient's use of the covered work in a country, would infringe one
or more identifiable patents in that country that you have reason to believe are valid.
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If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate
by procuring conveyance of, a covered work, and grant a patent license to some of the parties receiv-
ing the covered work authorizing them to use, propagate, modify or convey a specific copy of the cov-
ered work, then the patent license you grant is automatically extended to all recipients of the
covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits
the exercise of, or is conditioned on the non-exercise of one or more of the rights that are specifically
granted under this License. You may not convey a covered work if you are a party to an arrange-
ment with a third party that is in the business of distributing software, under which you make pay-
ment to the third party based on the extent of your activity of conveying the work, and under which
the third party grants, to any of the parties who would receive the covered work from you, a dis-
criminatory patent license (a) in connection with copies of the covered work conveyed by you (or cop-
ies made from those copies), or (b) primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into that arrangement, or that pat-
ent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other
defenses to infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you can-
not convey a covered work so as to satisfy simultaneously your obligations under this License and
any other pertinent obligations, then as a consequence you may not convey it at all. For example, if
you agree to terms that obligate you to collect a royalty for further conveying from those to whom
you convey the Program, the only way you could satisfy both those terms and this License would be
to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any
covered work with a work licensed under version 3 of the GNU Affero General Public License into a
single combined work, and to convey the resulting work. The terms of this License will continue to
apply to the part which is the covered work, but the special requirements of the GNU Affero Gen-
eral Public License, section 13, concerning interaction through a network will apply to the combina-
tion as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain num-
bered version of the GNU General Public License “or any later version” applies to it, you have the
option of following the terms and conditions either of that numbered version or of any later version
published by the Free Software Foundation. If the Program does not specify a version number of the
GNU General Public License, you may choose any version ever published by the Free Software
Foundation.
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If the Program specifies that a proxy can decide which future versions of the GNU General Public
License can be used, that proxy's public statement of acceptance of a version permanently autho-
rizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional
obligations are imposed on any author or copyright holder as a result of your choosing to follow a
later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICA-
BLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PUR-
POSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CON-
VEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUS-
TAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal
effect according to their terms, reviewing courts shall apply local law that most closely approxi-
mates an absolute waiver of all civil liability in connection with the Program, unless a warranty or
assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the
best way to achieve this is to make it free software which everyone can redistribute and change
under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each
source file to most effectively state the exclusion of warranty; and each file should have at least the
“copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>
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This program is free software: you can redistribute it and/or modify it under the terms of the
GNU General Public License as published by the Free Software Foundation, either version 3 of
the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program. If
not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it starts in an
interactive mode:

<program> Copyright (C) <year> <name of author>

This program comes with ABSOLUTELY NO WARRANTY; for details type "'show w'. This is free
software, and you are welcome to redistribute it under certain conditions; type ‘show c' for
details.

The hypothetical commands "show w' and “show c' should show the appropriate parts of the General
Public License. Of course, your program's commands might be different; for a GUI interface, you
would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to sign a “copy-
right disclaimer” for the program, if necessary. For more information on this, and how to apply and
follow the GNU GPL, see <http://www.gnu.org/licenses/>.

The GNU General Public License does not permit incorporating your program into proprietary pro-
grams. If your program is a subroutine library, you may consider it more useful to permit linking
proprietary applications with the library. If this is what you want to do, use the GNU Lesser Gen-
eral Public License instead of this License. But first, please read <http://www.gnu.org/philosophy/
why-not-lgpl.html>.

GNU General Lesser Public License

Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

This version of the GNU Lesser General Public License incorporates the terms and conditions of
version 3 of the GNU General Public License, supplemented by the additional permissions listed
below.

0. Additional Definitions.

As used herein, “this License” refers to version 3 of the GNU Lesser General Public License, and the
“GNU GPL” refers to version 3 of the GNU General Public License.
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“The Library” refers to a covered work governed by this License, other than an Application or a
Combined Work as defined below.

An “Application” is any work that makes use of an interface provided by the Library, but which is
not otherwise based on the Library. Defining a subclass of a class defined by the Library is deemed
a mode of using an interface provided by the Library.

A “Combined Work” is a work produced by combining or linking an Application with the Library.
The particular version of the Library with which the Combined Work was made is also called the
“Linked Version”.

The “Minimal Corresponding Source” for a Combined Work means the Corresponding Source for the
Combined Work, excluding any source code for portions of the Combined Work that, considered in
isolation, are based on the Application, and not on the Linked Version.

The “Corresponding Application Code” for a Combined Work means the object code and/or source
code for the Application, including any data and utility programs needed for reproducing the Com-
bined Work from the Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License without being bound by sec-
tion 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a facility refers to a function or data
to be supplied by an Application that uses the facility (other than as an argument passed when the
facility is invoked), then you may convey a copy of the modified version:

a. under this License, provided that you make a good faith effort to ensure that, in the event
an Application does not supply the function or data, the facility still operates, and per-
forms whatever part of its purpose remains meaningful, or

b. under the GNU GPL, with none of the additional permissions of this License applicable to
that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from a header file that is part of
the Library. You may convey such object code under terms of your choice, provided that, if the incor-
porated material is not limited to numerical parameters, data structure layouts and accessors, or
small macros, in-line functions and templates (ten or fewer lines in length), you do both of the fol-
lowing:

a. Give prominent notice with each copy of the object code that the Library is used in it and
that the Library and its use are covered by this License.

b. Accompany the object code with a copy of the GNU GPL and this license document.
4. Combined Works.

You may convey a Combined Work under terms of your choice that, taken together, effectively do
not restrict modification of the portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of the following:
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a. Give prominent notice with each copy of the Combined Work that the Library is used in it
and that the Library and its use are covered by this License.

b. Accompany the Combined Work with a copy of the GNU GPL and this license document.

c. For a Combined Work that displays copyright notices during execution, include the copy-
right notice for the Library among these notices, as well as a reference directing the user
to the copies of the GNU GPL and this license document.

d. Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the
Corresponding Application Code in a form suitable for, and under terms that permit, the
user to recombine or relink the Application with a modified version of the Linked Version
to produce a modified Combined Work, in the manner specified by section 6 of the GNU
GPL for conveying Corresponding Source.

1) Use a suitable shared library mechanism for linking with the Library. A suitable mech-
anism is one that (a) uses at run time a copy of the Library already present on the user's

computer system, and (b) will operate properly with a modified version of the Library that
is interface-compatible with the Linked Version.

e. Provide Installation Information, but only if you would otherwise be required to provide
such information under section 6 of the GNU GPL, and only to the extent that such infor-
mation is necessary to install and execute a modified version of the Combined Work pro-
duced by recombining or relinking the Application with a modified version of the Linked
Version. (If you use option 4d0, the Installation Information must accompany the Minimal
Corresponding Source and Corresponding Application Code. If you use option 4d1, you
must provide the Installation Information in the manner specified by section 6 of the
GNU GPL for conveying Corresponding Source.)

5. Combined Libraries.

You may place library facilities that are a work based on the Library side by side in a single library
together with other library facilities that are not Applications and are not covered by this License,
and convey such a combined library under terms of your choice, if you do both of the following:

a. Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities, conveyed under the terms of this License.

b. Give prominent notice with the combined library that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same
work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions of the GNU Lesser General
Public License from time to time. Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library as you received it specifies
that a certain numbered version of the GNU Lesser General Public License “or any later version”
applies to it, you have the option of following the terms and conditions either of that published ver-
sion or of any later version published by the Free Software Foundation. If the Library as you
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received it does not specify a version number of the GNU Lesser General Public License, you may
choose any version of the GNU Lesser General Public License ever published by the Free Software
Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions of the
GNU Lesser General Public License shall apply, that proxy's public statement of acceptance of any
version is permanent authorization for you to choose that version for the Library.

H.11 OpenSSL License

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License
and the original SSLeay license apply to the toolkit. See below for the actual license texts. Actually
both licenses are BSD-style Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2008 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

*  Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

+ All advertising materials mentioning features or use of this software must display the fol-
lowing acknowledgment: “This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)”

*  The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or pro-
mote products derived from this software without prior written permission. For written per-
mission, please contact openssl-core@openssl.org.

*  Products derived from this software may not be called “OpenSSL” nor may “OpenSSL”
appear in their names without prior written permission of the OpenSSL Project.

* Redistributions of any form whatsoever must retain the following acknowledgment: “This
product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY EXPRESSED
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRAN-
TIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSE-
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QUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTI-
TUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This prod-
uct includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com). The implemen-
tation was written so as to conform with Netscape’s SSL.

This library is free for commercial and non-commercial use as long as the following conditions are
adhered to. The following conditions apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribu-
tion is covered by the same copyright terms except that the holder is Tim Hudson (tjh@crypt-
soft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed. If this package is used in a product, Eric Young should be given attribution as the author
of the parts of the library used. This can be in the form of a textual message at program startup or
in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

+ All advertising materials mentioning features or use of this software must display the fol-
lowing acknowledgment:

“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"

The word 'cryptographic' can be left out if the routines from the library being used are not
cryptographic related.

If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgment: “This product includes software
written by Tim Hudson (tjh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
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EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDI-
RECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publically available version or derivative of this code can-
not be changed; i.e. this code cannot simply be copied and put under another distribution license
[including the GNU Public License.]

H.12 Open SSH License

This file is part of the OpenSSH software.

The licenses which components of this software fall under are as follows. First, we will summarize
and say that all components are under a BSD license, or a license more free than that.

OpenSSH contains no GPL code.
1

Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland
All rights reserved

As far as I am concerned, the code I have written for this software can be used freely for any pur-
pose. Any derived versions of this software must be clearly marked as such, and if the derived work
1s incompatible with the protocol description in the RFC file, it must be called by a name other than
“ssh” or “Secure Shell”.

[Tatu continues]

However, I am not implying to give any licenses to any patents or copyrights held by third parties,
and the software includes parts that are not under my direct control. As far as I know, all included
source code is used in accordance with the relevant license agreements and can be used freely for
any purpose (the GNU license being the most restrictive); see below for details.

[However, none of that term is relevant at this point in time. All of these restrictively licensed soft-
ware components which he talks about have been removed from OpenSSH, i.e.,

RSA is no longer included, found in the OpenSSL library
* IDEA is no longer included, its use is deprecated

DES is now external, in the OpenSSL library

GMP is no longer used, and instead we call BN code from OpenSSL
* Zlib is now external, in a library

The make-ssh-known-hosts script is no longer included
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* TSS has been removed
MD5 is now external, in the OpenSSL library
*  RC4 support has been replaced with ARC4 support from OpenSSL
* Blowfish is now external, in the OpenSSL library
[The license continues]

Note that any information and cryptographic algorithms used in this software are publicly avail-
able on the Internet and at any major bookstore, scientific library, and patent office worldwide.
More information can be found e.g. at “http://www.cs.hut.fi/crypto”.

The legal status of this program is some combination of all these permissions and restrictions. Use
only at your own responsibility. You will be responsible for any legal consequences yourself; I am not
making any claims whether possessing or using this is legal or not in your country, and I am not
taking any responsibility on your behalf.

H.13 PPP License

Follows the BSD-like licenses. Not all of them apply to all parts of pppd.
Copyright (c) 2003 Paul Mackerras. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

The name(s) of the authors of this software must not be used to endorse or promote products
derived from this software without prior written permission.

Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by Paul Mackerras
<paulus@samba.org>".

THE AUTHORS OF THIS SOFTWARE DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS, IN NO EVENT SHALL THE AUTHORS BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1995 Pedro Roque Marques. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:
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* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer. Redistributions in binary form must reproduce the above copy-
right notice, this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

* The names of the authors of this software must not be used to endorse or promote products
derived from this software without prior written permission.

*  Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by Pedro Roque Marques
<pedro_m@yahoo.com>"

THE AUTHORS OF THIS SOFTWARE DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS, IN NO EVENT SHALL THE AUTHORS BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1995 Eric Rosenquist. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

The name(s) of the authors of this software must not be used to endorse or promote products
derived from this software without prior written permission.

THE AUTHORS OF THIS SOFTWARE DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS, IN NO EVENT SHALL THE AUTHORS BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 2002 Google, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.
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«  The name(s) of the authors of this software must not be used to endorse or promote products
derived from this software without prior written permission.

THE AUTHORS OF THIS SOFTWARE DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS, IN NO EVENT SHALL THE AUTHORS BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 2001 by Sun Microsystems, Inc.
All rights reserved.

Non-exclusive rights to redistribute, modify, translate, and use this software in source and binary
forms, in whole or in part, is hereby granted, provided that the above copyright notice is duplicated
in any source form, and that neither the name of the copyright holder nor the author is used to
endorse or promote products derived from this software.

THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WAR-
RANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MER-
CHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Copyright (c) 1999 Tommi Komulainen. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

The name(s) of the authors of this software must not be used to endorse or promote products
derived from this software without prior written permission.

* Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by Tommi Komulainen
<Tommi.Komulainen@iki.fi>".

THE AUTHORS OF THIS SOFTWARE DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS, IN NO EVENT SHALL THE AUTHORS BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1984-2000 Carnegie Mellon University. All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name “Carnegie Mellon University” must not be used to endorse or promote products
derived from this software without prior written permission. For permission or any legal
details, please contact:

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

* Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by Computing Services at Carnegie Mellon Uni-
versity (http://www.cmu.edu/computing/).”

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE FOR ANY SPE-
CIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CON-
TRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNEC-
TION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

EE R L SR o S S R S S S S R R L S S S R R R S S S R R L S S R R L R S S S R R S S S R R R S S S R R L S S R

Copyright (C) 1990, RSA Data Security, Inc. All rights reserved.

License to copy and use this software is granted provided that it is identified as the “RSA Data
Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing this soft-
ware or this function.

License is also granted to make and use derivative works provided that such works are identified as
“derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm” in all material mention-
ing or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this
software or the suitability of this software for any particular purpose. It is provided “as is” without
express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

EE R L R o S S R S S S S R R L S S S R R R S S S R R L S S R L R S S S T R R S S S R R R S S S R R L S S
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The “chat' program is in the public domain. spinlock.c and tdb.c are licensed under the GNU LGPL
version 2 or later and they are:

Copyright (C) Anton Blanchard 2001
Copyright (C) Andrew Tridgell 1999-2004
Copyright (C) Paul "Rusty' Russell 2000
Copyright (C) Jeremy Allison 2000-2003

On Debian systems, the complete text of the GNU General Public License can be found in “/usr/
share/common-licenses/GPL/.

pppd/plugins/rp-pppoe/* is:
Copyright (C) 2000 by Roaring Penguin Software Inc.

This program may be distributed according to the terms of the GNU General Public License, ver-
sion 2 or (at your option) any later version.

The rp-pppoe author stated in a private email to Marco d'Itri that, as an exception to the license,
linking with OpenSSL is allowed.

pppd/plugins/winbind.c is licensed under the GNU GPL version 2 or later and is:

Copyright (C) 2003 Andrew Bartlet <abartlet@samba.org>
Copyright 1999 Paul Mackerras, Alan Curry.
Copyright (C) 2002 Roaring Penguin Software Inc.

pppd/plugins/pppoatm.c is licensed under the GNU GPL version 2 or later and is:
Copyright 2000 Mitchell Blank dJr.

The following copyright notices apply to plugins/radius/*:

Copyright (C) 2002 Roaring Penguin Software Inc.

Permission to use, copy, modify, and distribute this software for any purpose and without fee is
hereby granted, provided that this copyright and permission notice appear on all copies and sup-
porting documentation, the name of Roaring Penguin Software Inc. not be used in advertising or
publicity pertaining to distribution of the program without specific prior permission, and notice be
given in supporting documentation that copying and distribution is by permission of Roaring Pen-
guin Software Inc.

Roaring Penguin Software Inc. makes no representations about the suitability of this software for
any purpose. It is provided “as is” without express or implied warranty.

Copyright (C) 1995,1996,1997,1998 Lars Fenneberg <lf@elemental.net>

Permission to use, copy, modify, and distribute this software for any purpose and without fee is
hereby granted, provided that this copyright and permission notice appear on all copies and sup-
porting documentation, the name of Lars Fenneberg not be used in advertising or publicity pertain-
ing to distribution of the program without specific prior permission, and notice be given in
supporting documentation that copying and distribution is by permission of Lars Fenneberg.
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Lars Fenneberg makes no representations about the suitability of this software for any purpose. It
is provided “as is” without express or implied warranty.

Copyright 1992 Livingston Enterprises, Inc.
Livingston Enterprises, Inc. 6920 Koll Center Parkway Pleasanton, CA 94566

Permission to use, copy, modify, and distribute this software for any purpose and without fee is
hereby granted, provided that this copyright and permission notice appear on all copies and sup-
porting documentation, the name of Livingston Enterprises, Inc. not be used in advertising or pub-
licity pertaining to distribution of the program without specific prior permission, and notice be
given in supporting documentation that copying and distribution is by permission of Livingston
Enterprises, Inc.

Livingston Enterprises, Inc. makes no representations about the suitability of this software for any
purpose. It is provided “as is” without express or implied warranty.

[C] The Regents of the University of Michigan and Merit Network, Inc. 1992,1993, 1994, 1995
All Rights Reserved

Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice and this permission
notice appear in all copies of the software and derivative works or modified versions thereof, and
that both the copyright notice and this permission and disclaimer notice appear in supporting docu-
mentation.

THIS SOFTWARE IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION WARRANTIES OF MERCHANT-
ABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE REGENTS OF THE UNIVER-
SITY OF MICHIGAN AND MERIT NETWORK, INC. DO NOT WARRANT THAT THE
FUNCTIONS CONTAINED IN THE SOFTWARE WILL MEET LICENSEE'S REQUIREMENTS
OR THAT OPERATION WILL BE UNINTERRUPTED OR ERROR FREE. The Regents of the Uni-
versity of Michigan and Merit Network, Inc. shall not be liable for any special, indirect, incidental
or consequential damages with respect to any claim by Licensee or any third party arising from use
of the software.

Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991.
All rights reserved.

License to copy and use this software is granted provided that it is identified as the “RSA Data
Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing this soft-
ware or this function.

License is also granted to make and use derivative works provided that such works are identified as
“derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm” in all material mention-
ing or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this
software or the suitability of this software for any particular purpose. It is provided “as is” without
express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

radius.c
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Copyright (C) 2002 Roaring Penguin Software Inc.

This plugin may be distributed according to the terms of the GNU General Public License, version 2
or (at your option) any later version.

H.14 Shadow License

Parts of this software are copyright 1988 - 1994, Julianne Frances Haugh.
All rights reserved.

Parts of this software are copyright 1997 - 2001, Marek Michatkiewicz.
All rights reserved.

Parts of this software are copyright 2001 - 2004, Andrzej Krzysztofowicz
All rights reserved.

Parts of this software are copyright 2000 - 2007, Tomasz Kloczko.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of Julianne F. Haugh nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED BY JULIE HAUGH AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL JULIE HAUGH OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGE.

This source code is currently archived on ftp.uu.net in the comp.sources.misc portion of the
USENET archives. You may also contact the author, Julianne F. Haugh, at jockgrrl@ix.netcom.com
if you have any questions regarding this package.

THIS SOFTWARE IS BEING DISTRIBUTED AS-IS. THE AUTHORS DISCLAIM ALL LIABILITY
FOR ANY CONSEQUENCES OF USE. THE USER IS SOLELY RESPONSIBLE FOR THE MAIN-
TENANCE OF THIS SOFTWARE PACKAGE. THE AUTHORS ARE UNDER NO OBLIGATION
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TO PROVIDE MODIFICATIONS OR IMPROVEMENTS. THE USER IS ENCOURAGED TO
TAKE ANY AND ALL STEPS NEEDED TO PROTECT AGAINST ACCIDENTAL LOSS OF
INFORMATION OR MACHINE RESOURCES.

Special thanks are due to Chip Rosenthal for his fine testing efforts; to Steve Simmons for his work
in porting this code to BSD; and to Bill Kennedy for his contributions of LaserdJet printer time and
energies. Also, thanks for Dennis L. Mumaugh for the initial shadow password information and to
Tony Walton (olapw@olgb1.oliv.co.uk) for the System V Release 4 changes. Effort in porting to
SunOS has been contributed by Dr. Michael Newberry (miken@cs.adfa.oz.au) and Micheal J. Miller,
Jr. (mke@kaberd.rain.com). Effort in porting to AT&T UNIX System V Release 4 has been provided
by Andrew Herbert (andrew@werple.pub.uu.oz.au). Special thanks to Marek Michalkiewicz
(marekm@il7linuxb.ists.pwr.wroc.pl) for taking over the Linux port of this software.

Source files: login_access.c, login_desrpc.c, login_krb.c are derived from the logdaemon-5.0 package,
which is under the following license:

ek R o R L ok o R o R R o o b kR o R o S o R o R R o ok R o R R e ok S ok S Sk S S R R R T R S S o

Copyright 1995 by Wietse Venema. All rights reserved. Individual files may be covered by other
copyrights (as noted in the file itself.)

This material was originally written and compiled by Wietse Venema at Eindhoven University of
Technology, The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995.

Redistribution and use in source and binary forms are permitted provided that this entire copyright
notice is duplicated in all such copies.

This software is provided “as is” and without any expressed or implied warranties, including, with-
out limitation, the implied warranties of merchantibility and fitness for any particular purpose.

************************************************************************/

Some parts substantially in src/su.c derived from an ancestor of su for GNU. Run a shell with sub-
stitute user and group IDs.

Copyright (C) 1992-2003 Free Software Foundation, Inc.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2, or (at your
option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

On Debian GNU/Linux systems, the complete text of the GNU General Public License can be found
in 'Yusr/share/common-licenses/GPL'

H.15 Sudo License

Sudo is distributed under the following ISC-style license:
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LICENSE AGREEMENTS REVISED 2016-03-15
SUDO LICENSE LP0978

Copyright (c) 1994-1996, 1998-2009
Todd C. Miller <Todd.Miller@courtesan.com>

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED “AS IS” AND THE AUTHOR DISCLAIMS ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY
SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHAT-
SOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Sponsored in part by the Defense Advanced Research Projects Agency (DARPA) and Air Force
Research Laboratory, Air Force Material Command, USAF, under agreement number F39502-99-1-
0512.

Additionally, fnmatch.c, fnmatch.h, getcwd.c, glob.c, glob.h and snprintf.c bear the following UCB
license:

Copyright (c) 1987, 1989, 1990, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the University nor the names of its contributors may be used to endorse
or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGE.

nonunix.h and vasgroups.c bear the following license:

Copyright (c) 2006 Quest Software, Inc. All rights reserved.

)
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REVISED 2016-03-15 LICENSE AGREEMENTS
LP0978 SUDO LICENSE

Redistribution and use in source and binary forms, with or without modification, are permitted pro-
vided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of condi-
tions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of Quest Software, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIA-
BILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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